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THIS MONTH IN CYBER 

Governance 

 

The 52nd global meeting of the Internet Corporation for 

Assigned Names and Numbers (ICANN), the first of 

2015, took place in Singapore. Almost one year ago, the 

National Telecommunications and Information 

Administration (NTIA) of the US Commerce 

Department made the announcement that it was 

relinquishing oversight of critical internet functions. 

The Singapore meeting was therefore the perfect 

opportunity to promote plans for future oversight 

mechanisms of the internet. The transition process and 

the accountability of ICANN dominated much of the 

discussion at the Singapore meeting, but other topics 

which were highlighted included transparency in 

decision making, the proposals for a new Registrant 

Directory Service (RDS) and the heated debate around 

two-character, geographic names online.  

 

The US Federal Communications Commission (FCC) 

has narrowly voted to approve net neutrality rules. FCC 

Chairman Tom Wheeler described the internet as 

“simply too important to be left without rules and 

without a referee on the field,” justifying the rules. 

Providers of fixed and mobile broadband are now 

considered common carriers under Title II of the US 

Communications Act of 1934, and broadband services 

have been classified as telecommunications services; 

this means the internet could be regulated like any 

other public utility. Incensed Republicans and service 

providers have promised to challenge the new rules, 

both in Congress and in court. Republican FCC 

Commissioner Ajit Pai said that internet freedom was 

being replaced by “government control”. The vote came 

after a year of hard lobbying from both sides which 

involved celebrity attention, presidential intervention, 

and more than four million comments from the 

American public.  

 

After last month’s blocking of virtual private networks 

(VPNs), social media in China has taken another hit. 

Real-name registration, already a requirement for some 

services since 2012, has been extended to blogs, 

comment sections, and microblogs like Twitter-

equivalent Sina Weibo. The Cyberspace Administration 

of China has stated that users take advantage of 

pseudonyms to promote “vulgar culture” and commit 

fraud. Under the new rules users will also have to agree 

to refrain from any “illegal and unhealthy” activity 

online.  

 

In what is being called a strike against the criminality 

of the Dark Web, a US court has found the creator of 

Silk Road, the online marketplace, guilty on seven 

counts relating to illegal business. Ross Ulbricht, alias 

Dread Pirate Roberts, was found to be responsible for 

the operation of the website, which used the Tor 

network and the Bitcoin payment system to keep users 

and transactions anonymous. Nevertheless, a sustained 

investigation by several law enforcement agencies in 

the US and abroad resulted in a trove of evidence 

against Mr Ulbricht. The case has been described as 

representing the “limits of cryptographic anonymity 

tools…against the surveillance powers of the US 

government” and an important landmark in cyber-

prosecution.  

 

The announcement of a 3 million US dollar bounty for 

“information leading to the arrest or conviction” of 

Russian Evgeniy Bogachev is believed to be the largest 

ever reward offered by the US government for a cyber-

related case. Bogachev, a Russian citizen who is 

believed to be in Russia currently, has been charged 

with a series of computer-related financial crimes.  

 

The commercial drone industry is showing no signs of 

slowing down, with a trial-run of drone deliveries being 

conducted by Alibaba in China. Some analysts have 

described Alibaba’s drone tests as nothing more than a 

publicity stunt, highlighting the limited nature of the 

test and the hurdles that still remain. Many civil 

aviation administrations, including in China and the 

USA, have issued regulations about drone flights in 

cities, with licensing requirements differing in different 

http://singapore52.icann.org/en
http://www.ip-watch.org/2015/02/10/political-windows-open-and-close-says-icann-president-seeks-end-of-prep-for-iana-transition/
http://www.kattenlaw.com/Five-Key-Takeaways-From-ICANN-52-in-Singapore
http://www.politico.com/story/2015/02/net-neutrality-fcc-approves-rules-115541.html
http://arstechnica.com/business/2015/02/fcc-votes-for-net-neutrality-a-ban-on-paid-fast-lanes-and-title-ii/
http://www.thehindu.com/opinion/op-ed/comment-china-tightens-rules-on-internet-use-online-comments/article6857455.ece?homepage=true
http://www.cac.gov.cn/english/
http://www.cac.gov.cn/english/
http://www.independent.co.uk/life-style/gadgets-and-tech/news/china-to-ban-online-pseudonyms-and-parody-accounts-as-it-forces-internet-users-to-give-their-real-names-10022999.html
http://www.fbi.gov/newyork/press-releases/2015/ross-ulbricht-the-creator-and-owner-of-the-silk-road-website-found-guilty-in-manhattan-federal-court-on-all-counts
http://www.fbi.gov/newyork/press-releases/2015/ross-ulbricht-the-creator-and-owner-of-the-silk-road-website-found-guilty-in-manhattan-federal-court-on-all-counts
http://www.wired.com/2015/02/silk-road-ross-ulbricht-verdict/
http://www.reuters.com/article/2015/02/24/us-usa-cyberattack-russian-idUSKBN0LS2CY20150224
http://www.bloomberg.com/news/articles/2015-02-04/alibaba-drones-fly-over-beijing-as-amazon-pleads-for-u-s-tests
http://www.forbes.com/sites/frankbi/2015/02/05/why-alibabas-tea-delivery-test-is-not-the-future-of-drone-delivery/
http://www.washingtonpost.com/blogs/innovations/wp/2015/02/15/heres-what-drone-advocates-love-and-hate-about-the-faas-proposed-rules/
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countries. These requirements are part of the reason 

that Amazon, the world’s largest internet retailer, has 

not been able to test drones on its home turf in the US. 

  

An agreement has reportedly been reached between 

Google and Twitter, to make tweets “more searchable 

online” in real time. A similar deal was in place 

between 2009 and 2011, though it was allowed to lapse 

due to disputes about content control. The deal is 

described as mutually beneficial for both companies, 

with Twitter gaining access to users who are not signed 

in to their service, and Google being able to enhance its 

search results.   

 

Concerns have been raised about a crackdown on 

freedom of speech in France, with the news that an 

internet-blocking law, passed last year, could now be 

enforced. The law was designed to censor sites hosting 

child pornography and promoting terrorism. The push 

to enforce the law, which permits website blocking 

without a court order, gained momentum after the 

Charlie Hebdo attacks in January. In the aftermath of 

the attacks, France launched an online campaign to 

counter radical propaganda, instituting a website 

dedicated to stopping jihadism.  

 

 

Security 

 

The US has established a new cyber security agency, 

the Cyber Threat Intelligence Integration Center 

(CTIIC). The aim of the CTIIC is to analyse intelligence 

and “connect the dots” of various cyber threats. The 

CTIIC will work alongside and support existing cyber 

security centres, and therefore will not be an 

“operational” centre. It will not work with the private 

sector, and has not been granted any new power or 

authority for intelligence collection. The White House 

has been keen to assure the public that the CTIIC’s 

information sharing will be “consistent with 

[American] fundamental values and in a manner that 

includes appropriate protections for privacy and civil 

liberties.” Internal cyber security may be more of a 

concern, as a study by the Brookings Institution has 

revealed that in the US, “the vast majority of the 

government lacks clear cybersecurity plans”, showing 

that security priorities for many of government 

agencies lie elsewhere.  

The Investigatory Powers Tribunal of the UK has ruled 

that GCHQ, the surveillance agency, acted unlawfully 

while sharing information with its American 

counterparts. In December 2014, additional 

information was released to increase transparency 

about GCHQ’s relationship with the American 

surveillance programmes Prism and Upstream. While 

many consider the ruling a victory for privacy rights, 

others are concerned that GCHQ’s mass surveillance is 

now considered lawful.  

 

The recently released drone policy of the US will make 

it easier for America to export drones to allied 

countries. The new policy has divided opinion, because 

while it will “reduce the chance that friendly countries 

will turn for drones to Israel or China, which also 

manufacture unmanned military aircraft for export”, 

the proliferation of drone technology can lower the 

“threshold for starting an armed conflict” because a 

strike is possible without risk to a pilot’s life.  

 

The president of the International Crisis Group 

identified cyberspace as a battlefield, saying that “every 

significant war…would probably now begin with an 

internet attack.” For Europe particularly, cyber 

elements are taking on new importance in military and 

security strategy as cyber attacks increase in parallel 

with Russian military action and Islamist terror 

agendas.  

 

The army in India is on its way to becoming a “100 per 

cent digital force” using mainly indigenous technology. 

The technical framework for an encrypted cloud 

storage system for unclassified information is in place, 

and will become operational pending a policy review. 

Additionally, programmes are underway to improve the 

data capability of army units and the digital know-how 

of individual soldiers.  

 

The UK is joining a club that includes the USA and 

Israel by creating an army unit dedicated to ‘alternative 

digital warfare’, including the use of social media. The 

aim of the unit, the 77th Brigade, is to “craft narratives 

and spread specific information”. The unit will not only 

focus on social media platforms, but also other media. 

The move to manipulate public opinion has led to some 

suggestions that misleading information about 

legitimate will be propagated in the crossfire in the 

http://trak.in/tags/business/2015/02/05/google-twitter-real-time-search/
http://www.bloomberg.com/news/articles/2015-02-05/twitter-said-to-reach-deal-for-tweets-in-google-search-results
http://www.bloomberg.com/news/articles/2015-02-05/twitter-said-to-reach-deal-for-tweets-in-google-search-results
http://www.theregister.co.uk/2015/02/08/frances_siteblock_law_takes_effect/?mt=1423547354430
http://www.theregister.co.uk/2015/02/08/frances_siteblock_law_takes_effect/?mt=1423547354430
http://www.theverge.com/2015/2/9/8003907/france-terrorist-child-pornography-website-law-censorship
http://www.gouvernement.fr/en/stopjihadism-everyone-on-alert-and-taking-action-against-jihadism
http://www.whitehouse.gov/the-press-office/2015/02/25/fact-sheet-cyber-threat-intelligence-integration-center
http://www.nextgov.com/cybersecurity/2015/02/obama-creates-cyber-cia-or-obama-creates-cyber-counterterrorism-center/105051/
http://www.brookings.edu/blogs/techtank/posts/2015/02/3-cybersecurity-federal-it-plans?rssid=techinnovation&utm_source=feedblitz&utm_medium=FeedBlitzRss&utm_campaign=FeedBlitzRss&utm_content=The+Vast+Majority+of+the+Government+Lacks++Clear+Cybersecurity+Pl
http://www.brookings.edu/blogs/techtank/posts/2015/02/3-cybersecurity-federal-it-plans?rssid=techinnovation&utm_source=feedblitz&utm_medium=FeedBlitzRss&utm_campaign=FeedBlitzRss&utm_content=The+Vast+Majority+of+the+Government+Lacks++Clear+Cybersecurity+Pl
http://www.ipt-uk.com/docs/Liberty_Ors_Judgment_6Feb15.pdf
http://www.bbc.com/news/uk-31164451
http://www.state.gov/r/pa/prs/ps/2015/02/237541.htm
http://www.nytimes.com/2015/02/18/world/new-rules-set-on-armed-drone-exports.html?_r=0
http://www.theguardian.com/world/2015/feb/05/europe-threats-islamism-putin-security-terrorism-cyber-attacks
http://articles.economictimes.indiatimes.com/2015-02-03/news/58751786_1_indian-army-cloud-storage-system-wide-area-network
http://articles.economictimes.indiatimes.com/2015-02-03/news/58751786_1_indian-army-cloud-storage-system-wide-area-network
http://www.slate.com/blogs/future_tense/2015/02/02/british_army_to_create_77th_brigade_of_facebook_warriors.html
http://www.globalresearch.ca/covert-ops-on-social-networks-great-britain-creates-a-cyber-brigade-to-manipulate-public-opinion/5431029
http://www.globalresearch.ca/covert-ops-on-social-networks-great-britain-creates-a-cyber-brigade-to-manipulate-public-opinion/5431029
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pursuit of the more legitimate aim of countering the 

use of the media by extremist elements. Such initiatives 

come at a time when non-state groups in West Asia and 

parts of Africa are becoming “increasingly skilled at 

launching cyber-attacks, stealing sensitive data and 

adopting cyber-crime tactics” for both political and 

commercial gain. The ramifications of these attacks, 

which are often aided by carelessness on the part of 

users, can often be severe. In an effort to counter such 

attacks and the increasing perception that Africa is the 

“new safe harbour” for cybercriminals, cyber security 

experts representing ten African states met in 

Cameroon this month.  

 

The head of Australia’s newly-launched Cyber Security 

Centre has said that the country “remains susceptible 

to the threat of cyber terrorist attacks” as Australia’s 

enemies become more technologically aware. 

Australia’s cyber security policy has been accused of 

lacking imagination and direction ahead of the 

publication of a review of the country’s cyber security. 

There have also been calls for an updated cyber policy, 

as the last one, published in 2009 is considered 

outdated and neighbours New Zealand are already 

updating their 2011 policy. 

 

  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

http://www.mediapost.com/publications/article/244007/us-uk-battle-isis-on-social-media.html
http://www.mediapost.com/publications/article/244007/us-uk-battle-isis-on-social-media.html
http://www.eweek.com/security/middle-east-north-african-groups-learning-sophisticated-cyber-tactics.html
http://thehill.com/business-a-lobbying/233775-african-experts-grapple-with-rising-cybercrime
http://thehill.com/business-a-lobbying/233775-african-experts-grapple-with-rising-cybercrime
http://www.dailytimes.com.pk/region/18-Feb-2015/australia-at-growing-risk-of-cyber-terrorism-cyber-security-head
http://www.theage.com.au/it-pro/security-it/glaring-hole-in-australias-cyber-security-policy-20150209-139h8n.html
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COMMENTARY I 

The India-U.S. ICT Working Group (WG) met in 

Washington D.C. on January 14-15, 2015 after a 

long gap since its establishment in 2005. A 

welcomed development, the WG provides an 

institutional platform to bring forth and discuss ICT 

related issues and developments. Given that both 

the U.S. and India have many common interests as 

far as the ICT sector is concerned, this platform can 

be leveraged to strengthen business ties as well as 

establish common understanding on various global 

issues including those related to cyber security, 

privacy, cross-border data flows and internet 

governance. 

The WG meetings were enthused by the flagship 

projects of the Modi government–‘Digital India’ 

and ‘Make in India’ – and the excitement on both 

sides was quite palpable.  While the Digital India 

project promises new business opportunities for the 

U.S. tech industry, it is widely understood and 

appreciated that the Indian government would need 

assistance of U.S. tech companies in making the 

project successful. With regard to‘ Make in India’, 

the message from the U.S. industry is  clear – India 

needs to resolve many internal issues including 

those related to taxation, inverted duty structures 

and mandatory local manufacturing among others,  

to eventually make India a competitive and 

attractive destination for manufacturing. To this 

effect, India highlighted the steps being taken by 

the Indian government for addressing the issues. 

These included incentives provided by the 

government to the industry for setting up 

manufacturing facilities in India. 

Not surprisingly, while there were spectrum of 

issues raised by the U.S. side (including those 

pertaining to FDI in e-commerce, telecom licensing 

reforms, telecom equipment security testing, 

spectrum availability, optical fibre layout, 

encryption standards, satellite commerce, product 

safety certification, among others), the Indian side 

raised the core legacy issue of immigration and 

totalisation. In this context, “the U.S. side noted the 

Indian concerns with regard to mobility of skilled 

Indian professionals, and agreed that the U.S. 

government will continue to engage on visa issues 

for skilled professionals”1 

Effective Engagement by India 

While the above issues will take multiple rounds of 

discussions and actions to get resolved- if at all, 

India needs to explore how it can best leverage this 

platform to its own advantage. Projects like Digital 

India, which include development of smart cities, 

now provide strategic levers to India (which were 

perhaps not available erstwhile) to better negotiate 

on its issues and bargain with the U.S. India needs 

to create mirror platform(s) in the country in 

collaboration with industry bodies to identify range 

of issues, in addition to those related to 

immigration, which can be brought forth in this 

forum. A crucial issue raised in this regard related 

to difficulties faced by the Indian law enforcement 

authorities in getting lawful access to data stored in 

the ‘cloud’ (many of  cloud providers are U.S. based 

companies and the data is stored in the U.S.)and 

the need to address this issue through bilateral or 

multilateral dialogue or actions. A more proactive 

scanning of the ICT related policy environment in 

the U.S. needs to be done by India to identify 

existing or possible issues. As a case in point, 

President Obama recently announced some legal 

proposals regarding privacy protection. Assessing 

how these will impact the Indian industry would 

require some homework, so that, an alarm (if any), 

is raised in the WG. Further, to effectively engage in 

this platform, India needs to build internal 

processes for issue identification, prioritization, 

consultation, coordination and authorization; and 

find ways to enhance collaboration among 

government agencies, between government and 

industry and within industry; with the unified aim 

                                                        
1http://www.state.gov/r/pa/prs/ps/2015/01/236080.htm 
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of taking well-informed, well-debated, and 

consensus-driven national positions in this forum. 

Opportunities for Both Sides 

As highlighted previously, the U.S. and Indian ICT 

industry have many common interests in terms of 

how technologies are adopted around the world, 

and the potential role played by governments. 

Hence, while the WG is leveraged to address 

bilateral issues, it is also an important platform for 

both sides to better comprehend each other’s 

positions and concerns and establish synergies 

when pursuing global opportunities or engaging in 

global issues, such as, cross-border data flows, 

cyber security, internet governance and e-

commerce, among other contemporary issues. For 

example, restrictions imposed by governments on 

cross-border data flows are bound to negatively 

impact business prospects of  ICT industries of both 

sides, particularly in the light of cloud computing, 

Internet of Things and Machine to Machine (M2M) 

technologies. The two countries can also ensure 

that any efforts taken by either country to 

discourage governments to restrict data flows are 

well aligned. In such cases, U.S. can in fact share its 

learning with India, given its success in negotiating 

a safe harbour with the EU, whereas India is still in 

negotiating mode for ‘adequacy’ status. An 

additional area where both countries will need 

better alignment, is related to WTO discussions on 

e-commerce where the U.S. has mooted a proposal 

which calls for discussion on mandatory data or ICT 

infrastructure localization, restrictions on cross-

border data flows, need for distinction between 

cloud and telecom services -among other issues that 

have direct or indirect bearing on the e-commerce 

business. Yet another contentious issue is one of 

internet governance where U.S. would like India to 

support the western position of maintaining a 

multi-stakeholder model. It is plausible that U.S. 

can use the WG as a platform to pressurize or 

influence Indian thinking. The lack of a well-

consulted and consistent national position on 

internet governance, which takes into account 

various facets of internet adoption in the country, 

makes the situation more challenging for India. 

 

India’s Strategy on ICT Engagement  

In this light, India will have to diligently craft its 

strategy when engaging with the U.S. on ICT 

matters. Any such strategy will have to be in sync 

with its economic interests (the outsourcing sector 

as well as the other domestic sectors) and national 

security interests. An ideal bilateral dialogue or 

negotiation should be a win-win proposition for 

both in all respects, i.e.,   issues should not be one 

sided, benefits should be mutual and both parties 

should emerge as equals. In this respect, the India-

U.S. ICT WG will be a testing ground for India. 

The author works as a Principal Consultant at the 

Data Security Council of India (DSCI). The views 

expressed in this article are personal.  
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COMMENTARY II 

The Sony hack is a textbook example of the fog of 

cyberwar. The whole incident is a telling manifestation 

of the many aspects of cybersecurity: There is the 

allegation of a state-sponsored international incident 

by North Korea and the promise of a ‘proportional 

response’ by the United States of America. The Sony 

hack brings to mind the question of state behavior in 

cyberspace; the threat to business advancing public-

private cooperation in combating such attacks; and the 

question of motive – an assault on the freedom of 

expression, as opposed to the more predictable 

motivations of theft, terrorism and war. 

Other countries, including India, have observed the 

consequences with keen interest. This includes the 

disruptions in North Korea’s Internet connectivity that 

followed immediately after the attack was successfully 

attributed to the authoritarian North Korean state by 

the US. How does this episode play out against all the 

narratives built to understand and respond to cyber 

security threats? 

At the outset, there are larger questions to consider.  

The first is the fundamental understanding that access 

to the Internet is an essential feature of security; that 

without connectivity, the citizen is not plugged into the 

system, as he cannot engage digitally with either his 

fellow citizenry or the state. After all, security cannot be 

for security’s sake. It must be based on the premise that 

security infrastructure is to protect its people, its 

nation-state, its economic interests within its territory 

and globally. To this end, India’s ambitious ‘Digital 

India’ project, which has committed an investment of 

$21 billion with the stated ambition to secure lastmile 

connectivity and effective e-governance for every 

citizen, is only a partial response to the enormous 

challenges facing the Indian subcontinent in its digital 

endeavours. 

The second question relates to the fundamental tension 

between development and security. This holds 

especially true for developing countries like India. They 

are witnessing rapid internet proliferation, a 

phenomenon that goes hand-in-hand with cheap 

devices with questionable security standards and a 

digitally naïve population susceptible to hackers, 

thieves and phishers alike. They will be susceptible to 

sophisticated attacks as well, as they build up their 

capacity. The inevitably linked trilemma of security, 

privacy and surveillance, in the face of complex 

challenges has raised many-layered problems in need 

of examination.  Finding a balance between 

surveillance and privacy in order to secure citizens 

without infringing their rights is the order of the day. 

But countries are struggling to achieve this equilibrium.  

Most recently, the UK – to the horror of privacy 

activists everywhere – has come out in favor of banning 

encryption to intercept communications so as to ensure 

security more effectively. There is also the need for 

accountability of state intelligence agencies. They can 

quite easily infringe on citizens’ personal 

communications in their zeal to catch the bad guys. 

Therefore a strong mechanism needs to be put in place 

to ensure they are encouraged to act responsibly.  

There is also a need for governments, private sector 

companies and civil society, including those fighting for 

individuals’ rights, to cooperate in creating robust 

cyber security frameworks. Key questions on the 

quality of interconnectivity and appropriate 

mechanisms for securing critical infrastructure have to 

be addressed. What are the costs of cyber security and 

how will they be shared? Who will define and how will 

we all agree to what is the optimal level of security in 

cyberspace? What is the role of the private sector in this 

regard? Governments cannot begin to understand the 

range, frequency and severity of the attacks on their 

countries unless critical infrastructure operators and 

private enterprises share this information with them. In 
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many countries confidence building measures are 

necessary to develop this relationship.  

Thirdly, given that attacks do not only originate from 

criminals and terrorists, an understanding – ‘norms’ – 

of state behavior in cyberspace need to be fleshed out. 

This could be done by way of universal multilateral 

agreements (desirable but unlikely) or by consensus 

between like-minded states who wish to set rules of 

engagement (less inclusive but more efficient). 

Countries also need to examine what can best be 

described as ‘unintended consequences’ of state 

behaviour. For example, the Stuxnet virus, which 

exploited a weakness in the Microsoft operating 

system, affected 18 percent of computers in Indonesia 

and 8 percent in India, causing these countries great 

financial loss as they had to upgrade their systems to 

counter the virus.  

At the same time, no conversation about cyber security 

can be complete without addressing online terror. 

Online terror networks, aided by the multiplicity of 

communication networks over the Internet, have 

become a common cause of concern for individuals and 

states alike. This growing threat cannot be countered 

unless solutions that enable real-time information 

sharing between countries are developed. These 

questions – and more – were at the core of the debates 

at CyFy 2014 – the India conference on Internet 

Governance and Cyber Security hosted by the Observer 

Research Foundation. India’s Deputy National Security 

Advisor emphasized the importance of international 

norm-building and central role of the UN Group of 

Governmental Experts. He stated that “the Indian 

position on these issues will continue to evolve…”, 

adding that this group of experts “is a useful forum, but 

it should be made more representative.” India’s 

Minister of Communications and Information 

Technology echoed a similar thought at CyFy – “…this 

unhindered growth of networks of infected computers 

across the world – how do we propose to address this 

problem in the absence of global cyberspace norms to 

regulate and guide responsible behaviour in 

cyberspace?”  

This brings us back to the incident involving Sony, 

North Korea and the United States. It shines the torch 

on cyber security, state behaviour, damages, responses 

and attacks on freedom of expression. Do we have a 

blueprint or a road map to respond to such 

developments? Maybe not – and therefore 2015 will be 

a vital year for finding common ground to keep the 

digital world secure.  

The author is Vice President and Senior Fellow at 

Observer Research Foundation.  

This article originally appeared in The Security Times, 

a special edition of the Atlantic Times for the Munich 

Security Conference, February 2015.  
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COMMENTARY III 

A few months ago, I was invited to sit on a jury looking 

at innovative uses of social media platforms and 

community-oriented apps. The awards criteria included 

originality, implementation, scalability and impact. The 

ideas ranged from community based apps that serve as 

a local Google to online campaigns asking netizens to 

share their experiences about sensitive issues. While I 

returned feeling very hopeful about the positive 

potential of the internet, there was a nagging feeling 

that something was missing. The issue of privacy, so 

very central to the "high brow" conversations we have 

around the internet, had simply not been addressed in 

this initiative. 

 

The central business model of the internet is data 

collection, and much rides on the successful analysis 

and use of that data. Its growing importance can be 

gauged from the fact that today "big data" is an 

industry in itself. It is no wonder that questions of 

privacy of the data that users are supplying (often 

inadvertently) are rising to the fore. Globally, the terms 

of service between consumer and developer are in the 

spotlight; often users have no idea the degree of 

personal information they are signing away with a 

simple click. Worse, is the lack of understanding about 

privacy concerns in the internet age – which part of 

your data legitimately belongs to these companies 

whose services you are using, and what are they 

attempting to claim ownership over? Will these 

companies share this data with the government? Are 

they going through your hard drive and contact list? 

Who will they sell your data to and will they anonymise 

it before selling it? Will you be informed of a data 

breach? 

 

Flagging these concerns in India today can avoid a lot 

of complications later, and certainly lessons can be 

drawn from societies who have been through similar 

experiences. The myth of techno utopia has been 

around since the early 1990s, when there was hope in 

the US that new technology would bring universal 

wealth, enhanced freedom, revitalise politics, and 

satisfy community and personal fulfillment. Is this true 

of India today? Consider how the internet is sold to the 

average Indian – from the wonderful ways in which an 

internet search can add value to your life, or multiple 

safety solutions for women which ask them to blithely 

allow these apps to track their location and movements. 

Google CEO Eric Schmidt was not wrong when he told 

the audience at the World Economic Forum at Davos 

that the internet would simply disappear into the 

background as it will become so common – a recent 

report revealed that millions all over the world did not 

even realise they were using the “internet” when they 

were using Facebook! 

 

“Code is law” – the idea which Lawrence Lessig fielded 

in 1999 – believes that it is the code of the software and 

hardware we use that will determine how much 

privacy, free speech, anonymity and individual control 

we are afforded. This certainly rings true today as well, 

especially in a country like India where we are still 

operating in the shadow of concepts like privacy, data 

security and certainly data collection. Unless the apps, 

platforms and websites being developed and 

disseminated in India are held to a higher standard – 

even as they win awards for popularity and 

sustainability – a billion Indians will find themselves at 

the short end of the stick due to the proliferation of the 

uncritical use of these technologies. Are start-up 

competitions, innovation and entrepreneur funding, 

and even technology journalists addressing this crucial 

issue? Are they helping to implement the privacy 

provisions to India’s Information Technology Act and 

rules? Look for yourself: Do any of the tech forums 

seem to betray this concern? 

 

The internet is growing faster than we realise – the 

internet of people is giving way to the internet of 

things. Voice-controlled televisions that can "listen" to 

your information and share with third parties, and 

weighing scales which could sync your information 
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with your phone, laptop and cloud through your home 

Wi-Fi network. Before we buy into the vision of a new 

digital age, one in which technology will save us, let the 

buyer beware. Is it completely unimaginable in India 

that our online identities could be linked to a digital 

"profile" culled from information gathered from digital 

wallets, websites, and social media chatter? 

 

It's time developers, funders and users alike start 

paying more attention to the privacy implications of the 

techno-utopia they are so eager to participate in. 

 

 

The author is Head of the Cyber and Media Initiative 

at Observer Research Foundation.  

 

This article originally appeared in The Daily O, 

February 19, 2015 
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COMMENTARY IV 

The potential ideal of cyberspace has always been a 

free-flowing, borderless utopia. In this vision, 

information and ideas travel freely from user to user, 

with technology overcoming language barriers and 

common standards ensuring compatibility all around. 

However, the digital domain is a reflection of the offline 

world. To keep it running and to maintain security, 

territory and responsibility have to be demarcated 

somehow. When an infraction or a dispute takes place, 

it is natural to turn to the international legal system. 

  

There is no universally accepted international cyber 

treaty. However, the Council of Europe’s Budapest 

Convention on Cybercrime, which has been in force for 

a decade and has been ratified by 44 countries, is the 

closest there is to one. Part of the success of the 

Budapest Convention can be attributed to its relative 

flexibility, allowing signatories to choose how they will 

implement the requirements of the treaty. It seeks to 

build on existing international cooperation 

mechanisms, including Mutual Legal Assistance 

Treaties (MLATs) and extradition agreements.  

 

The Budapest Convention seeks to make international 

cyber cooperation more efficient by harmonising two 

different legislative strands. The first is determining 

what conduct is criminalised – such as illegal access of 

computer systems, fraud, child pornography, copyright 

infringement etc – and the second the investigative 

procedures used thereafter. The investigative 

procedures include seizing, storing and sharing 

computer data, both traffic and content related. The 

convention also requires that adequate measures, like 

judicial oversight, are taken to safeguard human rights 

and that the principle of proportionality is followed.  

 

For countries which are not signatories, the Budapest 

Convention provides an informal guide to cooperation, 

suggesting useful measures. The informal adoption of 

provisions in the convention could lead to it becoming 

a de facto global cybercrime treaty. As mentioned 

earlier, the Budapest Convention relies and builds upon 

other international cooperation mechanisms. One of 

the common complaints about the existing 

mechanisms, particularly MLATs, is that they are not 

well suited to time-sensitive cyber cases. The premier 

investigative body in India, the Central Bureau of 

Investigation (CBI) reports that getting a response 

through the MLAT system takes on average 3 years and 

4 months. Attempts were made to address this in the 

Budapest Convention, which established a 24/7 ‘points 

of contact network’, which would allow requests for 

assistance to be made at any time with the aim of 

getting quicker results.  

 

The efforts to harmonise substantive criminal laws will 

make mutual legal assistance easier, as many 

provisions rely on a ‘dual criminality’ clause to operate. 

Under dual criminality, a request – say for extradition 

– can depend on the offender’s actions being classified 

a crime in both the country requesting extradition and 

the country fulfilling it.  

 

Growing numbers of requests for data has meant that 

both governments and private entities must adapt and 

formulate strategies to categorise the information they 

have and respond appropriately to requests. 

Particularly for multinational companies which may 

store large amounts of data around the world, this 

would require at least two separate investments. The 

first would be the creation of databases, to organise the 

information being requested, the parties doing the 

requesting, and the users who would be affected. The 

second would be an authentication procedure of some 

kind, to ensure that data protection – mandated by law 

in several jurisdictions – was ensured. The Googles of 

this world might well be able to accomplish such a feat, 

but for smaller companies, it is a monumental task. 

This would involve each party, public or private, having 

its own method for requesting data and for responding 

to those requests – a hugely time-consuming and cost-

intensive approach. It would also doubtless lead to 
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dispute and confusion when differing methods clashed. 

The lack of a standard procedure means that, unlike 

case law which forms precedent, the individual 

decisions taken under this method cannot be taken 

together to form a coherent body of reference. The 

system would be missing three key factors: 

predictability, transparency and accountability. A 

standardised procedure for information requests and 

authentication, such as the one proposed by the 

Internet & Jurisdiction Project based out of France, 

would help to ensure due process.  

 

If the digital domain is a reflection of the offline world, 

then it is plausible that they dynamics of jurisdiction 

would be the same both on- and off-line. Nevertheless, 

the perennial problem is the uniqueness of data. It may 

be simple to determine jurisdiction depending on 

where a data packet originates and where it ends up, 

but what about when it is in transit? Carrying forward 

principles from the laws of the sea, tagging data packets 

with a nationality, like a flag on a ship, could be one 

way to resolve such issues.  

 

The challenges involved in managing cross-border 

jurisdiction may lend further support to the data 

localisation movement. Mandating that data pertaining 

to citizens of a particular country is stored on domestic 

servers or otherwise made automatically accessible 

would greatly aid law enforcement agencies.  

 

 

The author is a Junior Fellow at Observer Research 

Foundation 
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COMMENTARY V 

A ludicrously worded petition filed by Kamlesh Vaswani 

before the Supreme Court asks the government to ensure 

that all online pornography is blocked in India. The 

petition proclaims that pornography is “worse than 

Hitler, worse than AIDS, cancer or any other epidemic”. 

It is surprising that such a petition has been entertained 

at all and is being taken seriously. 

 

Although the petition was filed over a year ago, the 

hearings still have much ground to cover. Some parties 

are yet to reply and the final arguments have not been 

made. The next hearing is on Thursday. 

 

The Supreme Court, in the meantime, has permitted the 

government to ask the Cyber Regulation Advisory 

Committee for its views on this colourful petition. A look 

at the committee’s composition makes it clear that its 

members may not be the best people to offer solutions in 

a case that has important bearings on freedom of 

expression in India. 

 

Who is not on CRAC? 

 

The Cyber Regulation Advisory Committee was 

constituted on 17 October, 2000, under Section 88 of the 

Information Technology Act, 2000. After meeting twice 

in 2000 and 2001, it let several years go by with no 

meetings at all. It was reconstituted in 2012. 

 

The IT Act envisages a committee consisting of “official 

and non-official members representing the interests 

principally affected or having special knowledge of the 

subject-matter as the Central Government may deem fit”. 

It is meant to advise the government on rules and other 

purposes under the IT Act. 

 

Although the statute permits a diverse membership, the 

committee’s composition is confined to government and 

industry members and the odd technical member. This is 

clear if you look at the minutes of the committee’s last 

meeting on September 5. There is no-one with any 

expertise in human rights or constitutional law with the 

capacity to offer an independent opinion in the interests 

of citizens. The consequences of this also are visible in 

the minutes. Except for a brief intervention from 

Kamlesh Bajaj of NASSCOM, the committee did not 

consider the wider impact of content blocking on 

freedom of expression. 

 

The Lok Sabha’s committee on subordinate legislation 

said this about the CRAC in 2013: “It is not clear... 

whether, in the reconstituted CRAC, there are members 

representing the interests of principally affected or 

having special knowledge of the subject matter as 

expressly stipulated in Section 88(2) of the IT Act.” 

 

The records of CRAC’s meeting last September begin 

with a factual error as the Committee describes itself as 

consisting of “members from all sections of the Society, 

including Government, Industry, Civil Society and 

Academy”. Unless the Computer Society of India, a 

technical body, can be seen to represent civil society and 

academic interests, there are no civil society or academic 

members in CRAC. 

 

The committee’s findings and the manner in which they 

are framed pose a serious threat to human rights. It is 

unwise to leave decisions implicating freedom of 

expression to a committee devoid of members who might 

press for safeguards against state-led interference in 

human rights. 

 

Who will decide the list of porn sites? 

 

The Minister of Communication and Information 

Technology, Ravi Shankar Prasad, who was chairing the 

CRAC meeting, invited the Internet and Mobile 

Association of India, an industry association, to prepare 

a list of pornographic content to be blocked by all the 

Internet Service Providers in India. Although the words 

used suggest that IAMAI is to “monitor and collect the 

list of pornography sites from various sources”, these 
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sources are not specified. 

 

The words used in the minutes also imply that IAMAI 

will be the final arbiter of which sites contain content 

that justifies their blocking at the Internet Service 

Provider level so that they are not visible in India. 

Having prepared the list, IAMAI is to hand it over to the 

Department of Electronics and Information Technology, 

so that it may initiate action to block these websites. 

 

The list of blocked websites in India is not ordinarily put 

before the judiciary or the public, shrouding the process 

in opacity. The blocking process under the IT Act 

requires maintenance of confidentiality and makes it 

difficult for online intermediaries or the Internet Service 

Providers to divulge what content has been blocked. This 

information is not even revealed upon the filing of a 

Right to Information request. This greatly reduces 

opportunities to hold the government accountable when 

legitimate expression is blocked. It also offers extensive 

opportunity for over-censorship of Internet content. 

 

Who should make constitutional decisions? 

 

Whether a particular website contains constitutionally 

protected information that we as citizens have the right 

to receive is a decision for constitutional courts to make, 

not an industry organisation. Additionally, since industry 

organisations are inevitably subject to government 

influence in the form of permits, taxation and regulation 

that can affect their profits, they are hardly in a position 

to make these decisions as independently as courts 

would. 

 

A constitutional court must not outsource its judgement 

on freedom of expression online to an industry 

association even if it convenes others to help make this 

decision. It must also avoid allowing the executive to take 

over this role, determining without any transparency 

what content is blocked. This, unfortunately, is how 

content blocking takes place in India: it is an opaque 

system in which the executive is able to avoid any 

scrutiny or accountability for its decisions. In such a 

situation, the executive could easily take to blocking 

political speech, citing public interest, without anyone 

realising what is going on. 

 

This system of blocking websites has been challenged 

before the Supreme Court in separate petitions that have 

been clubbed with the Shreya Singhal case. If freedom of 

expression online is to receive any meaningful 

protection, the Supreme Court will need to consider how 

public scrutiny and accountability may be built into the 

Indian system for blocking online content. 

 

Hopefully, the Supreme Court of India will read CRAC’s 

decision with some scepticism, bearing in mind the 

serious flaws in its composition and the dramatic threat 

to freedom of speech and expression if an industry 

association is asked to lead efforts to determine what 

speech may be blocked. 

 

 

The author is the Research Director of the Centre for 

Communication Governance at the National Law 

University, Delhi.  

 

This article originally appeared on Scroll.in, February 

3, 2015
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STATEMENTS 

Remarks at the Cybersecurity and Consumer 

Protection  Summit 

Speech by Barack Obama, President of the 

United States 

Stanford – February 13, 2015 

As we gather here today, America is seeing incredible 

progress that we can all be proud of.  We just had the 

best year of job growth since the 1990s.  Over the past 

59 months, our businesses have created nearly 12 

million new jobs, which is the longest streak of private 

sector job growth on record.  And in a hopeful sign for 

middle-class families, wages are beginning to rise 

again. 

And, meanwhile, we’re doing more to prepare our 

young people for a competitive world.  Our high 

school graduation rate has hit an all-time high.  More 

Americans are finishing college than ever before.  

Here at Stanford and across the country, we’ve got the 

best universities, we’ve got the best scientists, the best 

researchers in the world.  We’ve got the most dynamic 

economy in the world.  And no place represents that 

better than this region.  So make no mistake, more 

than any other nation on Earth, the United States is 

positioned to lead in the 21st century.  

And so much of our economic competitiveness is tied 

to what brings me here today, and that is America’s 

leadership in the digital economy.  It’s our ability -- 

almost unique across the planet -- our ability to 

innovate and to learn, and to discover, and to create, 

and build, and do business online, and stretch the 

boundaries of what’s possible.  That’s what drives us.  

And so when we had to decide where to have this 

summit, the decision was easy, because so much of 

our Information Age began right here, at Stanford.    

It was here where two students, Bill Hewlett and Dave 

Packard, met and then, in a garage not far from here, 

started a company that eventually built one of the first 

personal computers, weighing in at 40 pounds.  It was 

from here, in 1968, where a researcher, Douglas 

Englebart, astonished an audience with two 

computers, connected “online,” and hypertext you 

could click on with something called a “mouse.”  

A year later, a computer here received the first 

message from another computer 350 miles away -- the 

beginnings of what would become the Internet.  And, 

by the way, it’s no secret that many of these 

innovations built on government-funded research is 

one of the reasons that if we want to maintain our 

economic leadership in the world, America has to keep 

investing in basic research in science and technology.  

It's absolutely critical.   

Just as we’re all connected like never before, we have 

to work together like never before, both to seize 

opportunities but also meet the challenges of this 

Information Age.  

And it’s one of the great paradoxes of our time that the 

very technologies that empower us to do great good 

can also be used to undermine us and inflict great 

harm.  The same information technologies that help 

make our military the most advanced in the world are 

targeted by hackers from China and Russia who go 

after our defense contractors and systems that are 

built for our troops.  The same social media we use in 

government to advocate for democracy and human 

rights around the world can also be used by terrorists 

to spread hateful ideologies.  So these cyber threats 

are a challenge to our national security.  

Much of our critical infrastructure -- our financial 

systems, our power grid, health systems -- run on 

networks connected to the Internet, which is hugely 

empowering but also dangerous, and creates new 

points of vulnerability that we didn’t have before.  

Foreign governments and criminals are probing these 

systems every single day.  We only have to think of 

real-life examples -- an air traffic control system going 

down and disrupting flights, or blackouts that plunge 

cities into darkness -- to imagine what a set of 
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systematic cyber attacks might do.  So this is also a 

matter of public safety. 

  

As a nation, we do more business online than ever 

before -- trillions of dollars a year.  And high-tech 

industries, like those across the Valley, support 

millions of American jobs.  All this gives us an 

enormous competitive advantage in the global 

economy.  And for that very reason, American 

companies are being targeted, their trade secrets 

stolen, intellectual property ripped off.  The North 

Korean cyber attack on Sony Pictures destroyed data 

and disabled thousands of computers, and exposed 

the personal information of Sony employees.  And 

these attacks are hurting American companies and 

costing American jobs.  So this is also a threat to 

America’s economic security. 

As consumers, we do more online than ever before.  

We manage our bank accounts.  We shop.  We pay our 

bills.  We handle our medical records.  And as a 

country, one of our greatest resources are the young 

people who are here today --digitally fearless and 

unencumbered by convention, and uninterested in old 

debates.  And they’re remaking the world every day.  

But it also means that this problem of how we secure 

this digital world is only going to increase.  

I want more Americans succeeding in our digital 

world.  I want young people like you to unleash the 

next waves of innovation, and launch the next 

startups, and give Americans the tools to create new 

jobs and new businesses, and to expand connectivity 

in places that we currently can't imagine, to help open 

up new world and new experiences and empower 

individuals in ways that would seem unimaginable 10, 

15, 20 years ago.  

And that’s why we’re working to connect 99 percent of 

America’s students to high-speed Internet -- because 

when it comes to educating our children, we can’t 

afford any digital divides.  It’s why we’re helping more 

communities get across to the next generation of 

broadband faster, with cheaper Internet, so that 

students and entrepreneurs and small businesses 

across America, not just in pockets of America, have 

the same opportunities to learn and compete as you 

do here in the Valley.  It’s why I’ve come out so 

strongly and publicly for net neutrality, for an open 

and free Internet -- (applause) -- because we have to 

preserve one of the greatest engines for creativity and 

innovation in human history. 

So our connectivity brings extraordinary benefits to 

our daily lives, but it also brings risks.  And when 

companies get hacked, Americans’ personal 

information, including their financial information, 

gets stolen.  Identity theft can ruin your credit rating 

and turn your life upside down.  In recent breaches, 

more than 100 million Americans had their personal 

data compromised, including, in some cases, credit 

card information.  We want our children to go online 

and explore the world, but we also want them to be 

safe and not have their privacy violated.  So this is a 

direct threat to the economic security of American 

families, not just the economy overall, and to the 

wellbeing of our children, which means we’ve got to 

put in place mechanisms to protect them. 

First, this has to be a shared mission.  So much of our 

computer networks and critical infrastructure are in 

the private sector, which means government cannot 

do this alone.  But the fact is that the private sector 

can’t do it alone either, because it’s government that 

often has the latest information on new threats.   

Second, we have to focus on our unique strengths.  

Government has many capabilities, but it’s not 

appropriate or even possible for government to secure 

the computer networks of private businesses.  

 Third, we’re going to have to constantly evolve.  The 

first computer viruses hit personal computers in the 

early 1980s, and essentially, we’ve been in a cyber 

arms race ever since.   

And fourth, and most importantly, in all our work we 

have to make sure we are protecting the privacy and 

civil liberty of the American people.  And we grapple 

with these issues in government.  We’ve pursued 

important reforms to make sure we are respecting 

peoples’ privacy as well as ensuring our national 

security.  And the private sector wrestles with this as 

well.   
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…we’re making progress, and I’ve recently announced 

new actions to keep up this momentum.  We’ve called 

for a single national standard so Americans know 

within 30 days if your information has been stolen.  

This month, we’ll be proposing legislation that we call 

a Consumer Privacy Bill of Rights to give Americans 

some baseline protections, like the right to decide 

what personal data companies collect from you, and 

the right to know how companies are using that 

information.  We’ve proposed the Student Digital 

Privacy Act, which is modeled on the landmark law 

here in California -- because today’s amazing 

educational technologies should be used to teach our 

students and not collect data for marketing to 

students. 

  

The cyber world is sort of the wild, wild West.  And to 

some degree, we're asked to be the sheriff.  When 

something like Sony happens, people want to know 

what can government do about this.  If information is 

being shared by terrorists in the cyber world and an 

attack happens, people want to know are there ways of 

stopping that from happening.  By necessity, that 

means government has its own significant capabilities 

in the cyber world.  But then people, rightly, ask, well, 

what safeguards do we have against government 

intruding on our own privacy?  And it's hard, and it 

constantly evolves because the technology so often 

outstrips whatever rules and structures and standards 

have been put in place, which means that government 

has to be constantly self-critical and we have to be able 

to have an open debate about it.    

After all, we are just getting started.  Think about it.  

Tim Berners-Lee, from his lab in Switzerland, 

invented the World Wide Web in 1989, which was 

only 26 years ago.  The great epochs in human history 

-- the Bronze Age, Iron Age, Agricultural Revolution, 

Industrial Revolution -- they spanned centuries.  

We’re only 26 years into this Internet Age.  We’ve only 

scratched the surface.  And as I guess they say at 

Google, “The future is awesome.”  We haven’t even 

begun to imagine the discoveries and innovations that 

are going to be unleashed in the decades to come.  But 

we know how we’ll get there.  

 

This speech has been edited for length.  

Source: The White House, February 13, 2015 
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I am Fadi Chehadé, the President and CEO of ICANN, 

the Internet Corporation for Assigned Names and 

Numbers. I am very pleased to be testifying before you 

today. The subject of today’s hearing, “Preserving the 

Multistakeholder Model of Internet Governance” 

comes at a very timely point in the work of ICANN’s 

multistakeholder community. Nearly one year ago, on 

March 14, 2014, the Department of Commerce’s 

National Telecommunications and Information 

Administration announced its intent to continue its 

ongoing transition of Internet governance oversight to 

the multistakeholder model by calling upon the 

ICANN community to convene a process to develop a 

proposal that meets a clear set of criteria for that 

transition and that will ensure that no government-led 

solution or intergovernmental organization could gain 

control of the IANA functions. The U.S. Government 

demonstrated great vision in its initial decision so 

many years ago to privatize the management of the 

domain name system. Republican and Democratic 

Administrations have remained true to the vision, 

gradually reducing government oversight of the 

ICANN multistakeholder community. In this light, the 

announcement to complete the privatization and 

transfer NTIA’s stewardship of the IANA functions to 

the multistakeholder community is the logical 

extension of the U.S. Government’s long-standing 

support for the multistakeholder model. 

The multistakeholder community has stepped up to 

the task that NTIA laid before it. The support for the 

transition has been broad and deep, with a 

demonstrated commitment to transparency in the 

dialogues. After community consultation, an IANA 

http://www.whitehouse.gov/the-press-office/2015/02/13/remarks-president-cybersecurity-and-consumer-protection-summit
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Stewardship Transition Coordination Group, or ICG, 

was formed with 30 members from across a variety of 

stakeholders, including not only the customers of the 

IANA functions, but also representatives from the 

business community, civil society, governments, root 

server operators, and security and stability advisory 

members. The ICG, in turn, submitted a request for 

proposals from each of the operational communities 

that are in direct operational or service relationships 

with ICANN as the IANA functions operator. Each of 

these three operational communities quickly 

organized discussions – many happening outside of 

ICANN – to respond to the ICG. 

It is important to note that within the transition 

process, each of the communities served by the IANA 

functions have stated their satisfaction with ICANN’s 

performance of those functions. ICANN has received 

repeated high marks on an annual IANA Functions 

Satisfaction Survey. Even as ICANN is facilitating this 

important process, my key focus remains on 

maintaining operational excellence and the security, 

stability and resiliency of the Internet DNS. ICANN’s 

Performance Standards for timeliness and accuracy of 

processing stakeholder’s requests are published on a 

monthly basis. In addition, ICANN is subject to an 

annual audit of the security of the IANA functions 

systems. Further, after an independent assessment, 

the IANA Functions Department received recognition 

from an international organization for its business 

excellence. We are ready operationally to maintain 

this quality of work even without NTIA in its 

stewardship role. 

When NTIA made its announcement, many in the 

ICANN community questioned whether ICANN could 

remain accountable without the perceived backstop of 

NTIA in the absence of the IANA Functions Contract. 

As a result, ICANN initiated the Enhancing ICANN 

Accountability process, another cross-community 

effort, to arrive at recommendations for how ICANN’s 

accountability mechanisms can be enhanced or newly 

developed to address the community concerns. NTIA 

is supportive of this effort, and has made clear that the 

issues of accountability are related to the transition of 

the stewardship over the IANA functions; NTIA will 

only consider the stewardship transition proposal 

alongside recommendations on how ICANN’s 

accountability can be improved. The group performing 

the Enhancing ICANN Accountability review has 

broad representation across the multistakeholder 

community, with members from business, civil 

society, governments and others. Asst. Secretary 

Strickling served as one of the selectors of experts to 

advise the accountability working group, including 

experts on global accountability and governance. The 

group has 25 designated members and over 130 

participants from across the globe, and has made 

substantial progress towards the development of 

recommendations in the few months it has been 

active. Their work is open,transparent and fully 

accessible around the globe. The work relating to 

accountability in light of the changing historical 

relationship with the US is looking at whether and 

how to enhance opportunities for community input 

into key processes within ICANN, such as the budget 

approval and key Bylaws changes. It is also 

considering enhancing opportunities for review and 

redress of ICANN decisions. Though the Affirmation 

of Commitments between ICANN and the Department 

of Commerce is not impacted by the transition 

announcement, and no change in that relationship is 

anticipated, the accountability group is considering if 

there are some items set out within that Affirmation 

that are so important that they should be housed 

within the ICANN Bylaws. The group is aware of the 

need to “stress test” their proposed solutions against 

key potential risks, and has been very active in 

defining those risks. 

I have just returned from Singapore, where ICANN 

convened its 52nd public meeting, which we call 

ICANN52. We had over 1800 people in attendance at 

this meeting, including representatives from across 

business and civil society, including 21st Century Fox, 

Apple, the Center for Democracy and Technology, 

Facebook, Google, the Heritage Foundation, the 

Motion Picture Association of America and others. 

Volunteers were in sessions starting at 7:00 a.m., 

often not concluding their meeting days until well into 

the evening. The week was marked with intense, 

serious deliberations. Volunteers returned from such 

an intense week of ICANN52 without pause to 

continue with rigorous schedules of conference calls to 

maintain the momentum and bring this work to a 

close. 
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Where do we go from here? The base term on the 

current IANA Functions Contract is set to expire in 

September of this year. However, I have been clear – 

as has Asst. Secretary Strickling – that the end of the 

current contract term is not an artificial deadline. This 

is the community’s process and I am not imposing any 

deadline on the completion of any of the work 

underway. It is important to get this done right. 

Remarkably, the global response to the NTIA 

announcement has ICANN currently in a place where 

it is still feasible to deliver a proposal to NTIA in time 

for a transition to occur at the expiration of the 

contract. Much work has been completed in a 

relatively short time. The areas where work is still 

ongoing, particularly within the names community 

and the accountability working group, have intensive 

work schedules over the next few weeks with the hope 

of having documents available for consultation 

shortly. Of course, if more time is needed, it can be 

taken; there are opportunities for extensions under 

the current IANA Functions Contract, and we are 

committed to tracking this issue closely with the NTIA 

to address any timing concerns. I am aware of the 

Congressional interest in this topic, both on the 

Senate and House sides. The February 5, 2015 

designation of an “Internet Governance Awareness 

Week” to correspond to ICANN52 was appreciated in 

helping to call further attention to the important 

issues raised through this transition process. As 

discussed, the ICANN52 participants met your call for 

focusing on important issues such as accountability 

and maintaining the global, unified Internet that we 

have all come to rely on. And we stand with you on 

this. For example, there remains clear consensus on 

the need to maintain the IANA functions operations as 

separate from the policy-development processes that 

define those policies that are implemented through 

the IANA function. That exists today and there are no 

recommendations to modify that separation. I stand 

with you on making sure that the stewardship role is 

not now, nor susceptible in the future, to being led by 

any government, group of governments, or 

intergovernmental solution. Similarly I stand with you 

that no other stakeholder or group of stakeholders 

should be in a position to exercise undue influence 

over ICANN. 

Finally, I wish to assure you that the transition will 

not take place in the dead of night. The community 

work is conducted in an open and transparent 

manner, including calls for public comment on draft 

proposals. Once the proposals are finalized, there will 

be ample time for Congress and other interested 

parties to review them. I look forward to meeting with 

you again to discuss the final proposals. 

This speech has been edited for length.  

Source: US Senate, February 25, 2015 
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