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THIS MONTH IN CYBER 

The 53rd ICANN meeting took place in Buenos Aires, 

Argentina, from June 21 to 25. The meeting 

represented real progress for the IANA transition, with 

all the operational communities submitting proposals 

as requested by the IANA Stewardship Transition 

Coordination Group. The other major development 

occurred during the opening ceremony, in which 

India’s Minister of Communications and Information 

Technology, Ravi Shankar Prasad, proclaimed India’s 

support for a multistakeholder model of internet 

governance.  

 

After finally passing in the Senate, the USA Freedom 

Act became a reality in the United States. The 

surveillance mandates of institutions like the National 

Security Agency (NSA) were limited, following the long 

leash they had been given in the aftermath of the 9/11 

attacks more than a decade ago. The Act has been 

described as the “single greatest surveillance reform 

package since the 1970s”, but has also been criticised 

for its limited nature. The most significant change 

brought about by the Act is the end of bulk domestic 

phone record collection. The exposure of state 

surveillance behaviour around two years ago did much 

to raise awareness about the extent to which the 

American government spies on its own and other 

people. The man responsible for those revelations, 

Edward Snowden, has called the passing of the Act a 

“historic victory”, while campaigning for further 

change.  

 

The USA Freedom Act does not limit the foreign 

surveillance which has gotten America into tricky 

diplomatic waters of late. Further, reports are emerging 

that some of these international surveillance powers 

are being repurposed, with the NSA collecting data 

about foreign hackers and passing it on to the domestic 

Federal Bureau of Investigation – marking what 

analysts are calling a “major policy decision about how 

to structure cybersecurity” and noting that the 

discussion behind the decision was not held in public.  

Foreign hacking is a particular concern for the US 

government, especially with the news that the Office of 

Personnel Management (OPM) had been hacked, 

resulting in “one of the largest breaches” into 

government data. The OPM handles all the data for the 

civil services of the US government; as many as 4 

million employees are believed to have been affected by 

the latest breach, which US officials claim originated in 

China.  

 

China was allegedly also the source of concern for 

western intelligence agencies across the Atlantic, with 

some media outlets in the UK reporting that China and 

Russia had accessed information within the files stolen 

by Edward Snowden. The reports further claimed that - 

according to highly placed, anonymous sources - as a 

direct result of that access, Britain’s Secret Intelligence 

Service was required to remove several active agents 

from their duties. However, the statements were just as 

quickly countered, given that such unproven claims 

have been made before, and due to the timing - just as a 

report reviewing the UK’s terrorism legislation is 

released. The report, “A Question of Trust”, prepared 

by independent reviewer David Anderson QC, says that 

current UK legislation is “fragmented” and “obscure”, 

and that new laws are needed. It further allows for the 

collection in bulk of phone records and other material, 

so long as there are “strict additional safeguards” to 

protect citizens.  

 

June 17 was the ‘digitalisation deadline’ for the switch 

from analogue to digital broadcasting in several 

countries, including what the International 

Telecommunication Union (ITU) defines as Region 1: 

Africa, the Middle East, Europe and Central Asia. 

Countries in this region agreed to the deadline in 2006 

at the Regional Radiocommunication Conference 

(RRC-06), as part of the digital GE06 plan. The 

changing use of airwaves has been heralded as 

expanding “the potential for wireless innovation and 

services”, through digital dividends. The World 

Radiocommunication Conference to be held later this 

https://buenosaires53.icann.org/en/
https://www.ripe.net/publications/news/industry-developments/icann-53-another-milestone-in-the-iana-stewardship-transition-process
https://blog.apnic.net/2015/07/02/event-wrap-icann-53/
https://blog.apnic.net/2015/07/02/event-wrap-icann-53/
http://www.theverge.com/2015/6/2/8714651/senate-passes-usa-freedom-act-nsa
https://firstlook.org/theintercept/2015/06/02/one-small-step-toward-post-snowden-surveillance-reform-one-giant-step-congress/
http://www.cbsnews.com/news/edward-snowden-u-s-freedom-remains-under-threat/
http://foreignpolicy.com/2015/06/04/congress-may-have-passed-the-freedom-act-but-mass-surveillance-is-alive-and-well/
http://indianexpress.com/article/technology/technology-others/cyber-attack-hits-millions-of-u-s-federal-workers-probe-focuses-on-china/?SocialMedia
http://www.bbc.com/news/world-us-canada-33017310
http://www.bbc.com/news/world-us-canada-33017310
http://www.wsj.com/articles/snowdens-gift-to-russia-and-china-1434320274
http://www.theguardian.com/us-news/2015/jun/14/snowden-files-read-by-russia-and-china-five-questions-for-uk-government
https://terrorismlegislationreviewer.independent.gov.uk/wp-content/uploads/2015/06/IPR-Report-Web-Accessible1.pdf
http://www.bbc.com/news/uk-33092894
http://itu150.org/story/june/
http://www.itu.int/net/pressoffice/press_releases/2015/CM03.aspx#.VW8TMtKqpHw
http://www.itu.int/en/ITU-R/conferences/wrc/2015/Pages/default.aspx
http://www.itu.int/en/ITU-R/conferences/wrc/2015/Pages/default.aspx
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year will discuss future uses for spectrum currently 

used for television broadcasting. Since digital 

broadcasting is more spectrum-efficient, the freed 

spectrum could be used to increase wireless broadband 

penetration, furthering the goal of easy internet access 

for the general public.  

 

At least 10 flights operated by Polish national carrier 

LOT were grounded as a result of a cyber attack this 

month. The attack lasted for several hours before issues 

were resolved. Although systems onboard the planes 

themselves were not affected in this attack, ground 

systems were rendered inoperable. LOT’s CEO 

Sebastian Mikosz described the threat to airlines as “an 

industry problem on a much wider scale…it can happen 

to anyone anytime.” 

 

In a clear demonstration of the dangers of the 

technology used to make life more convenient, Google 

had to respond to claims that it was ‘snooping’ on 

users. Google’s Chrome browser employs audio-

recognition code to allow users to search using voice 

commands. However, Chromium, the “open source 

basis for Google’s Chrome” apparently automatically 

installed and activated the features without user 

permission.   

 

Net neutrality remains a contentious issue in many 

countries, but several are taking steps to regulate the 

issue. The three main institutions of the European 

Union – the European Commission, the Council of 

Europe and the European Parliament – finalised an 

agreement on the Telecoms Single Market Regulation. 

The Commission released a statement saying the 

regulation would both end roaming charges and 

guarantee an open internet. However, activists are 

concerned about the wording of the regulation, which 

leaves loopholes open for internet fast lanes to be 

created. Speculation has been rife that the Parliament, 

which has traditionally supported strong net neutrality 

regulation, was pressured by the other two bodies into 

agreeing to weaker terms, with the abolition of mobile 

roaming charges used as leverage. 

 

Meanwhile, in a victory for the US Federal 

Communications Commission (FCC) and pro-neutrality 

activists, the net neutrality rules decided earlier this 

year will stay in effect. Several service providers are 

challenging the rules, and had applied to have them 

suspended until those legal cases were resolved – but 

they were denied by the courts. With the rules in effect, 

all eyes are on the FCC to see how it handles the first 

complaint made under the net neutrality rules, against 

Time Warner Cable.  

 

One indication of how the FCC intends to go forward 

can be found in the way they use the old net neutrality 

rules. While most of the 2010 net neutrality rules were 

struck down in court, certain provisions were left 

intact, including a transparency requirement. AT&T 

was the first service provider to fall afoul of the newly-

empowered FCC, being hit with a $100 million fine 

against AT&T for throttling internet traffic. More 

specifically, the service provider is accused of 

advertising ‘unlimited’ data plans, and then reducing 

speeds drastically for users once they cross a certain 

threshold.  

 

Inspired by the AT&T decision, activists in India are 

hoping that the Telecom Regulatory Authority of India 

takes after the FCC and takes service providers to task 

for misleading claims. So-called unlimited internet 

plans in India are limited by a ‘fair use policy’, which 

allows providers to reduce speeds once a certain 

amount of data has been consumed, closely mirroring 

the situation in the US. 

 

Free speech advocates have been waiting for nearly a 

decade to see the outcome of Delfi AS v Estonia, a legal 

case that sets a troubling precedent. The European 

Court of Human Rights, the highest court in Europe, 

ruled in favour of Estonia, essentially “impos[ing] 

liability on websites for user-generated comments” and 

posing a challenge to free speech on the continent. 

Article 10 of the European Convention on Human 

Rights grants the right to freedom of expression, 

though it may be restricted if “necessary in a 

democratic society”. This seems to be the reasoning 

most strongly used by the court, which in its judgement 

highlighted its “concerns about the nature of content 

available on the internet.” The case will have severe 

implications for the EU’s e-commerce directive (which 

it contradicts) and for future freedom of expression 

cases.  

 

 

https://itu4u.wordpress.com/2015/06/05/the-future-of-digital-television/
http://www.rferl.org/content/poland-cyberattack-airline-lot-russia/27084729.html
http://www.reuters.com/article/2015/06/22/us-poland-lot-cybercrime-idUSKBN0P21DC20150622
http://www.theguardian.com/technology/2015/jun/23/google-eavesdropping-tool-installed-computers-without-permission
http://www.theguardian.com/technology/2015/jun/23/google-eavesdropping-tool-installed-computers-without-permission
http://www.techworm.net/2015/06/google-chrome-secretly-downloads-an-audio-listener-to-your-pc-that-can-snoop-on-you.html
http://www.techworm.net/2015/06/google-chrome-secretly-downloads-an-audio-listener-to-your-pc-that-can-snoop-on-you.html
http://europa.eu/rapid/press-release_IP-15-5265_en.htm
http://www.wired.com/2015/06/eu-net-neutrality-loophole/
http://www.wired.com/2015/06/eu-net-neutrality-loophole/
http://www.politico.eu/article/telecoms-single-market-connected-continent-trilogue-monday-29-june/
http://www.reuters.com/article/2015/06/11/usa-internet-neutrality-idUSL1N0YX2JP20150611
http://www.forbes.com/sites/greatspeculations/2015/06/29/the-fcc-decision-on-first-net-neutrality-complaint-could-set-precedent/
http://www.nationaljournal.com/tech/at-t-faces-100-million-fine-in-fcc-s-first-ever-net-neutrality-case-20150617
http://www.nationaljournal.com/tech/at-t-faces-100-million-fine-in-fcc-s-first-ever-net-neutrality-case-20150617
https://www.washingtonpost.com/blogs/the-switch/wp/2015/06/17/att-just-got-hit-with-a-100-million-fine-after-slowing-down-its-unlimited-data/
http://indiatoday.intoday.in/technology/story/atandt-fined-for-slow-internet-can-trai-punish-india-isps-for-doing-same/1/446730.html
http://indiatoday.intoday.in/technology/story/atandt-fined-for-slow-internet-can-trai-punish-india-isps-for-doing-same/1/446730.html
http://hudoc.echr.coe.int/sites/eng/pages/search.aspx?i=001-155105#{"itemid":["001-155105"]}
https://www.accessnow.org/blog/2015/06/16/delfi-as-v.-estonia-a-blow-to-free-expression-online
http://www.echr.coe.int/Documents/Convention_ENG.pdf
http://blogs.lse.ac.uk/mediapolicyproject/2015/06/16/the-delfi-as-vs-estonia-judgement-explained/
http://arstechnica.co.uk/tech-policy/2015/06/shock-european-court-decision-websites-are-liable-for-users-comments/
http://arstechnica.co.uk/tech-policy/2015/06/shock-european-court-decision-websites-are-liable-for-users-comments/
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COMMENTARY I 

As a decentralised and multistakeholder global 

internet governance system becomes 

institutionalised, countries like India need to build 

strategies to successfully navigate the ecosystem to 

achieve their national goals. Pursuing a policy of 

‘smart multilateralism’—which is a mixed bouquet 

of bilateral, multilateral and multistakeholder 

arrangements—suits India’s goals to carve a niche 

role for itself and achieve Indian exceptionalism in 

cyberspace. 

It is difficult to capture the shifting power centres 

and discourse of global internet governance in a 

single sentence, paragraph or even paper. The 

number of countries actively engaging in this 

debate is increasing at a steady pace, as is the 

number of stakeholders. Countries like India, at the 

periphery of these discussions although crucial to 

their outcomes, are actively strategising on how to 

engage with a decentralised and largely 

multistakeholder global system that does not 

simply rely on the state as the key interlocutor for 

its citizens. Who should the state engage with, and 

how? Which are the focus areas where the state 

should take the lead, and in which layers of internet 

governance should it rely on ‘digital ambassadors’ 

from academia, civil society, the private sector and 

activist groups to further its national goals? How 

must it decide these national goals, at a time when 

internet governance itself is being redefined? How 

must the state go about creating a pool of digital 

ambassadors to pursue these goals? 

In this paper, we examine why and how sovereignty 

is slowly being redefined in the global internet 

governance ecosystem, and suggest that adopting a 

strategy of ‘smart multilateralism’ is the best way 

forward for India to carve out a niche role for itself 

and secure Indian exceptionalism in cyberspace. 

Competing Agendas: The New Normal 

The network of networks is not only expanding with 

every new device connected to the internet, but is 

today a resource as valuable in non-material terms 

as it is in material terms. This growth of the global 

cyberspace, and by extension the cyber economy, is 

adding $450 billion to the global GDP every year 

according to McKinsey Global Institute’s report 

‘Global flows in a digital age.’1 It argues that the 

flow of goods, services and finance reached $26 

trillion in 2012, or 36 percent of global GDP, 1.5 

times the level in 1990. This is expected to increase 

to $85 trillion by 2025, three times the value in 

2012. Underneath these figures is the need for data 

and communication to flow freely—‘connectedness.’ 

The lack of real world tariffs and barriers has 

allowed the emerging economies to participate and 

profit from the world economy. India is currently 

ranked at 30, jumping 16 spots from the previous 

year, in McKinsey Global Institute’s Connectedness 

Index 2012.2 

The clear benefits of this new ‘connectedness’ have 

allowed corporations to earn the trust of large 

sections of civil society. The rise of social media has 

also given the consumer-citizen a voice, which is 

exercised vigorously. A loss of confidence in public 

institutions across the world has bolstered these 

trends. The Snowden revelations3 were a watershed 

                                                        
1 James Manyika et al, “Global Flows in a Digital Age,” 

McKinsey Global Institute, New York: McKinsey & 

Company, April 2014, 

http://www.mckinsey.com/insights/globalization/global_flo

ws_in_a_digital_age.  

 
2 Ibid. 

 
3 In June 2013, Edward Snowden, a contractor working 

with the US National Security Agency (NSA), leaked 

classified documents to several media outlets around the 

world. The first batch of documents published revealed 

mass surveillance practiced by the NSA and other security 

agencies within the USA through programmes like PRISM 

and Boundless Informant. Later leaks revealed varying 

degrees of collusion with US agencies by foreign security 

http://www.mckinsey.com/insights/globalization/global_flows_in_a_digital_age
http://www.mckinsey.com/insights/globalization/global_flows_in_a_digital_age
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moment in internet history, eroding credibility in 

traditional powers like the US government and 

opening the door for new players—other 

governments, businesses and civil society alike—to 

assume a central role in managing the internet. 

NETmundial, the international internet governance 

conference hosted by the Brazilian government 

soon after the Snowden revelations, is one example. 

It demonstrated the collective weight of civil 

society, and both national governments and 

corporations have had to pay heed to it. 

Take, for example, the letter written by Cisco chief 

executive officer John Chambers to US President 

Barack Obama,4 warning that America’s 

technological leadership will be impaired if a 

fragmented internet is the result of the Snowden 

revelations about mass surveillance by the US 

government. Similar misapprehensions surfaced 

across the world, particularly when countries like 

Brazil, Germany and even India reacted strongly to 

the news, to the extent of considering data 

localisation.5 Further, Germany has announced it is 

ending its long-running contract with Verizon 

communications in 2015 over concerns that it is 

legally required to hand over certain information to 

the US National Security Agency (NSA).6 

                                                                                             
agencies and private companies. Data was collected directly 

from fibre optic cables and through information sharing 

systems. As he leaked the documents, Snowden fled first to 

Hong Kong and then to Russia, where he remains. 

 
4 Arik Hesseldahl, “In Letter to Obama, Cisco CEO 

Complains About NSA Allegations,” Re/code, May 18, 

2014, http://recode.net/2014/05/18/in-letter-to-obama-

cisco-ceo-complains-about-nsa-allegations/.  

 
5 Jonah Force Hill, “The Growth of Data Localization Post-

Snowden: Analysis and Recommendations for U.S. 

Policymakers and Industry Leaders,”  Lawfare Research 

Paper Series 2, no. 3 (21 July 2014), 

http://www.lawfareblog.com/wp-

content/uploads/2014/07/Lawfare-Research-Paper-Series-

Vol2No3.pdf.  

 
6 Kristin Bent, “German Government Ends Contract With 

Verizon Over U.S. Spying Concerns,” CRN, June 27, 2014, 

http://www.crn.com/news/networking/300073273/german-

government-ends-contract-with-verizon-over-u-s-spying-

concerns.htm.  

US technology companies have begun to feel the 

consequences, as people around the world have 

begun to shun them for fear of their close 

relationship with the NSA. Various research has 

pinned losses of US technology corporations over 

the next few years anywhere from $35 billion to 

$180 billion.7 Companies like IBM and Microsoft 

have plans to build data centres across the globe to 

pre-empt any economic damage they may suffer 

due to the political damage that has accrued post-

Snowden.8 Big multinational companies like 

Microsoft admit that there is now a ‘value shift’ 

across the global cyber market, one that the 

incumbents need to familiarise themselves with.9 

This is of particular significance, since US soft 

diplomacy is often carried out through its 

corporations, which have become assets to them in 

places where the American government is 

unpopular. 

On its part, the US government seeks to back a 

decentralised, multistakeholder internet 

governance ecosystem at the global level. Currently, 

the transition proposed by the Internet Corporation 

of Assigned Names and Numbers (ICANN) away 

from US government oversight to a new, non-

governmental, multistakeholder body is underway. 

By encouraging this transition, the US government 

hopes to regain some of its lost credibility and also 

establish the current ecosystem as the dominant 

and stable alternative to a traditional UN-based 

system or a US-controlled one. And while this new 

system certainly accommodates the growing 

legitimacy of many different groups and their 

competing interests, it does leave sovereign 

countries in a dilemma. How can they best leverage 

the current system to achieve their goals?  

                                                        
7 Claire Cain Miller, “Revelations of NSA spying cost US 

tech companies,” The New York Times, March 21, 2014, 

http://www.nytimes.com/2014/03/22/business/fallout-from-

snowden-hurting-bottom-line-of-tech-

companies.html?_r=0.  

 
8 Ibid. 

 
9 Aaron Kleiner, “Rethinking the Cyber Global Market,” 

Panel discussion at CyFy 2014: The India Conference on 

Cyber Security and Internet Governance, New Delhi, 

October 15-17, 2014, 

http://orfonline.com/cms/sites/orfonline/html/events/video6

1.html.  

http://recode.net/2014/05/18/in-letter-to-obama-cisco-ceo-complains-about-nsa-allegations/
http://recode.net/2014/05/18/in-letter-to-obama-cisco-ceo-complains-about-nsa-allegations/
http://www.lawfareblog.com/wp-content/uploads/2014/07/Lawfare-Research-Paper-Series-Vol2No3.pdf
http://www.lawfareblog.com/wp-content/uploads/2014/07/Lawfare-Research-Paper-Series-Vol2No3.pdf
http://www.lawfareblog.com/wp-content/uploads/2014/07/Lawfare-Research-Paper-Series-Vol2No3.pdf
http://www.crn.com/news/networking/300073273/german-government-ends-contract-with-verizon-over-u-s-spying-concerns.htm
http://www.crn.com/news/networking/300073273/german-government-ends-contract-with-verizon-over-u-s-spying-concerns.htm
http://www.crn.com/news/networking/300073273/german-government-ends-contract-with-verizon-over-u-s-spying-concerns.htm
http://www.nytimes.com/2014/03/22/business/fallout-from-snowden-hurting-bottom-line-of-tech-companies.html?_r=0
http://www.nytimes.com/2014/03/22/business/fallout-from-snowden-hurting-bottom-line-of-tech-companies.html?_r=0
http://www.nytimes.com/2014/03/22/business/fallout-from-snowden-hurting-bottom-line-of-tech-companies.html?_r=0
http://orfonline.com/cms/sites/orfonline/html/events/video61.html
http://orfonline.com/cms/sites/orfonline/html/events/video61.html
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Sovereignty Redefined  

Following the International Telecommunications 

Union’s plenipotentiary10 meeting in Busan, South 

Korea, in 2014, the official who led the United 

States’ delegation wrote a blog called ‘The Busan 

Consensus.’11 The title of this blog reveals as much 

as its content does. Today, the US’s preferred 

option for global internet governance decision-

making is consensus-driven, where no single party 

has a veto over the process. This a direct reference 

to shedding the decision-making structures the 

United Nations offers, which have traditionally 

been a one-country-one-vote system. It may be 

instructive to add here that the NETmundial 

Outcome Statement was drafted by the 

multistakeholder community through a consensus-

based process, and is the reason why it has global 

acceptability across a majority of stakeholders. For 

its part, ‘The Busan Consensus’ also notes with 

satisfaction that the International 

Telecommunication Union (ITU), a body under the 

auspices of the United Nations, is not going to 

become a platform to discuss internet public policy 

issues. 

The victory is not a small one. This goal had been 

outlined quite clearly almost two years before the 

Busan meeting took place, and US diplomats and 

envoys travelled the world building consensus on 

the issue. The ITU resolutions are binding on 

                                                        
10The ITU Plenipotentiary Conference is the top 

policymaking body and supreme organ of the International 

Telecommunication Union. It is a meeting of ITU Member 

States and is held every four years. Plenipotentiary 

conferences adopt the underlying policies of the 

organisation, determine its structures and activities, 

establish the financial plan for the organisation and revise 

the Constitution and Convention when needed. It sets the 

ITU's general policies, adopts four-year strategic and 

financial plans, and elects the senior management team of 

the organization, the members of Council and the members 

of the Radio Regulations Board. It is the key event at which 

ITU Member States decide on the future role of the 

organization, and determine the ITU's position on issues 

such as convergence, telephone tariffs, the Internet, 

universal service and electronic commerce. 

 
11 Daniel Sepulveda, “The Busan Consensus,” U.S. 

Department of State Official Blog, November 10, 2014, 

http://blogs.state.gov/stories/2014/11/10/busan-

consensus#sthash.wXvaFuVV.dpuf.  

countries in a way NETmundial is not. It was this 

gigantic effort made by the US that helped defeat 

India’s own draft resolution at the ITU 

plenipotentiary. India had made two suggestions: 

The first was that the ITU, a UN-led multilateral 

body, could absorb some key roles related to the 

critical functions of the internet because, according 

to the Indian proposal, the internet cannot be 

separated from telecommunications. The second 

suggestion built on the premise that regulating 

telecommunications is the sovereign right of states, 

and therefore, some features of internet governance 

would naturally fit into an expanded mandate of the 

ITU. 

This final outcome might seem to be paradoxical at 

first glance. A move to keep global internet public 

policy discussions away from a platform where only 

sovereign countries have a vote is at the same time 

being claimed as a victory by a sovereign country in 

its quest to settle global internet governance 

mechanisms. The fact is that ‘The Busan Consensus’ 

certainly reads as an affirmation of US dominance, 

but it is in service of perpetuating the 

‘multistakeholder’ consensus-based internet 

governance model which is currently the global 

system employed to discuss internet public policy 

issues. If this sounds confusing, it is because it 

certainly is. The current internet governance 

ecosystem can best be described as decentralised, 

with a number of platforms which range from 

multilateral to multistakeholder, that are each 

suited to discuss only particular aspects of internet 

governance.  

What the US and some other countries have 

understood clearly is that governance of the 

internet – an entity which means different things to 

different stakeholders – cannot be regulated in a 

centralised manner. The old legacy institutions of 

the UN no longer carry the same weight they used 

to, and today are often sidelined by agreements in 

smaller multilateral groupings or bilateral 

agreements, and multistakeholder meetings. 

This is how internet governance works: Those 

looking to regulate the internet’s technical working 

flock to ICANN, where engineers, diplomats, 

business leaders and civil society sit together, while 

at other forums like the Group of Governmental 

http://blogs.state.gov/stories/2014/11/10/busan-consensus#sthash.wXvaFuVV.dpuf
http://blogs.state.gov/stories/2014/11/10/busan-consensus#sthash.wXvaFuVV.dpuf
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Experts constituted under the UN to discuss norms 

of state behaviour in cyberspace, only top 

government officials take a place at the table. Other 

meetings, like the Internet Governance Forum, are 

highly anticipated by civil society, governments and 

business, but produce non-binding outcomes which 

only carry moral weight in the internet governance 

world.  

It would be a mistake to assume that the value of 

sovereignty has diminished in this new dynamic 

ecosystem. If anything, it has expanded to include 

participants in the pursuit of sovereign goals by 

including new stakeholders who are crucial for the 

growth and security of the internet ecosystem. 

Businesses, which predominantly own the physical 

infrastructure the internet is built on, and who run 

companies which are driving the growth of internet 

traffic, need to be accommodated in this discussion 

along with end users, civil society and the technical 

community, without whom innovative growth is not 

possible. Therefore, regulating porous digital 

borders from attacks, protecting the data and 

privacy of citizens, negotiating and helping to 

develop technical standards on which the internet is 

run, and inculcating a system of trust in this 

network of networks cannot be conducted on a 

single platform.  

The nation-state must be smart and understand 

that consensus building with multiple stakeholders, 

including like-minded countries, has become the 

backbone on which this system is being built. 

Countries with big diplomatic corps and mature 

internet industries and civil society movements 

have been early adopters of the system. They are 

using the system to keep decision-making open and 

malleable, especially when it concerns core 

functions. Other, smaller countries have adopted 

issues of immediate importance to them—for 

example, building consensus on the norms of 

cyberspace—in order to build a safer cyberspace 

where they do not come under attack from larger 

powers. Emerging economies have much to gain by 

consensus building and some are certainly dipping 

their toes in the system.  

For India, the assertion of sovereignty must 

straddle both worlds: One where governments are 

looking for a place in the critical resource 

management of the internet, and the other where 

other stakeholders are equally invested in the 

success of this enterprise and need to be 

accommodated in this high-stakes debate. India too 

must, as it is doing slowly, embrace this new digital 

complex. A country which has 300 million internet 

users (with the ‘next billion’ yet to be connected to 

the internet), large scale e-governance projects 

underway, an innovative and growing e-commerce 

market already generating sales of $16 billion in 

2014, and is especially vulnerable to cyber threats 

given its scale and low-cost-low-security devices, 

has a unique set of issues it needs to address. The 

scale of India’s net population, the variety of 

services it seeks to supply and its social imperative 

make India’s position special. Indian 

exceptionalism needs to be fulfilled in the internet 

era. What the country imperatively needs next is a 

strategy for the road ahead. 

Smart Multilateralism 

It is an unlikely scenario that India will carry the 

weight of a billion people in a single vote on a 

common platform like the UN. Such a situation is 

not desirable either. India cannot and should not 

have the same weight in internet discussions as 

countries with small internet populations and even 

smaller economies. It should take the lead in 

carving out rules of the road that are beneficial to 

the healthy growth of India’s cyberspace. The 

underlying question being asked here is: What is 

the best suitable platform for negotiations in order 

to achieve a positive result? Traditional 

multilateralism has to be tweaked to become ‘smart 

multilateralism’: The state must take the lead in 

core strategic areas of concern at platforms best 

suited to these discussions, while relying on other 

stakeholders to take the lead in other contemporary 

forums and institutions where the state has less 

sway and acceptability. 

Smart multilateralism can be divided into four 

broad pillars. The first would be for India to 

institutionalise its exceptionalism through bilateral 

agreements with like-minded and relevant partners. 

Already, there is momentum in India’s relationship 

with key countries, and these can be strengthened 

further. In fact, bilateral agreements between 

countries can lead to changes in international 



 

 

 

VOLUME III | ISSUE 6 | JUNE 2015 8 

arrangements and laws at the highest level. Take for 

example how the India-US nuclear deal, borne of a 

bilateral arrangement, is compelling the UN to 

change its rigid architecture. India was one of 23 

founding members of the multilateral General 

Agreement on Tariffs and Trade arrangement, 

raising developing country concerns at the grouping 

which later grew to become the World Trade 

Organization, a body that today boasts of 123 

signatory countries. India has far greater weight 

and participation at the G20 and even greater 

significance at the BRICS. This is because the 

former was a focused group created to respond to a 

specific economic task at hand, while the latter was 

made in response to an infirmity in the global 

governance system. Contrast this to India’s single 

vote—and not even a veto—at the UN. India could 

also create a rule-making body—a new ‘Digital 20’—

which could have members who are equally 

invested in the system. The key to success would lie 

in choosing the right partners, whose influence 

would be proportional to their ‘buy-in’ and stakes. 

This right mix of partners with real-world influence 

could come together to agree on digital norms and 

rules for the 21st century.  

The second would be to engage with opportunities 

for rule making and norm shaping outside the UN. 

The state-led London process is one such avenue. 

The ICANN transition process is another. There are 

plenty of smaller gatherings, such as technical 

meetings, regional forums and high-level meetings 

organised by academic institutions and think-tanks, 

which help steer public policy thought in specific 

directions. These must be leveraged after careful 

selection. At the same time, one must add that there 

is still space for norm making within the UN 

system, most notably through the Group of 

Governmental Experts who look at shaping norms 

of state behaviour in cyberspace, and through 

interventions at the World Summit on the 

Information Society review meetings.  

The third broad pillar to pursue is the creation of a 

platform that would manage and shape the 

discourse on managing the digital world. This 

suggestion is admittedly easier said than done, as 

the internet governance ecosystem is dotted with 

overlapping conferences in all parts of the world. 

However, not all attempts to create a platform have 

been successful. The recent example of a lukewarm 

response to the NETmundial Initiative spearheaded 

by ICANN, Brazil and the World Economic Forum 

comes to mind. Volunteers at ICANN too have 

complained of process fatigue. However, meetings 

which can take a fresh and honest look at problems 

from new perspectives are needed if the 

decentralised ecosystem is to work, and this gives 

emerging economies an advantage. Given that the 

next four billion to come online are going to be 

from their countries—reflecting a digital pivot to 

Asia—conversations crucial to the growth, freedom 

and security of these regions have automatically 

become pressing. Often, gatherings in the 

developing world do not reflect these concerns 

accurately, paying lip service to concepts like the 

‘digital divide’ and ‘capacity building’ as they 

discuss issues important to emerging economies, 

such as intellectual property rights and a possible 

cyber arms race. This is where a country like India, 

representing all spectrums of the digital society—

the uber-connected, the recently-connected and the 

completely unconnected—can present a legitimate 

platform to hold discussions on pertinent digital 

debates. Weight must be given to the platform by 

having the Prime Minister chair it, with the 

Minister for Communications and Information 

Technology co-convening, and it must give equal 

weight to the views of non-governmental 

stakeholders as it does to the government.  

Finally, the fourth pillar must entail creating a 

robust multi-sectoral debate on the digital 

economy. India has already shown very positive 

first steps with the overwhelming response to the 

question of network neutrality. This engagement 

must be encouraged so that the resulting digital 

society is shaped by the concerns, suggestions and 

goals of domestic stakeholders, to be then exported 

to global forums. One only need to look at the 

intermediary liability protections offered in the 

US’s domestic Digital Millennium Copyright Act of 

1998 to understand how civil liberties groups, 

corporations and academics have successfully 

managed to fight for similar protections the world 

over. Not only have the European Union and other 

countries accepted this, Indian civil society groups 

too have taken up the cause of intermediary 

liability, drawing inspiration from what they see as 

successful examples like the US digital copyright 
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act. A robust domestic debate will encourage an 

acknowledgement of India’s own larger goals in the 

global sphere, and allow India to rely on its digital 

ambassadors to pursue a positive agenda at 

platforms where the state has little influence or 

space.  

Conclusion 

Ultimately, there is no escaping the reality of our 

times. The decentralised, multistakeholder model 

of internet governance has broad global acceptance, 

even as its exact form is being worked out. The 

experiment at ICANN, i.e., handing over oversight 

of critical functions to a multistakeholder body, is 

an example of how this global governance system is 

being operationalised. Many countries around the 

world have openly declared their support for the 

multistakeholder system, including the US, the UK, 

the Netherlands and Brazil. Others are still learning 

to straddle the new system. 

This is where the second reality comes into play. 

States will increasingly manipulate digital spaces to 

their advantage, and this control and manipulation 

will be managed through third parties, including 

corporations, civil society, scientists and academia. 

The strength of this will lie in domestic 

multistakeholder processes that will allow these 

different actors to work towards a common long-

term vision of the internet, even as short-term goals 

may differ. The states which will succeed in meeting 

their broader internet policy goals in this age of 

‘smart multilateralism’ will be the ones who are able 

to create strong partnerships with non-state 

stakeholders.  

At the start of 2015, India’s Minister for 

Communications and Information Technology was 

famously quoted as saying that “India will decide on 

its internet governance model which will be 

consistent with the role private players play in 

spread of internet and pre-eminent role played by 

government in public welfare… to come up with a 

broad framework, we will need to consult various 

stakeholders.”12 This must also be the blueprint for 

                                                        
12 “India’s Internet Governance Model to Balance Public & 

Private Interests,” The Huffington Post, January 1, 2015, 

India’s approach towards international internet 

governance. The objective, therefore, for India to 

pursue must be “how to retain agency with the 

government while leveraging the creative capacities 

outside.”13 

 

Samir Saran is Vice President and Senior Fellow at 

ORF and Mahima Kaul is the former Head of the 

Cyber & Media Initiative, ORF 

This article originally appeared in “Digital Debates 

2015”, Volume II of the CyFy Journal, June 2015 

                                                                                             
http://www.huffingtonpost.in/2015/01/16/india-internet-

governance_n_6486234.html.  
13 Samir Saran, “A Time to Lead,” The Indian Express, 

April 16, 2015, 

http://indianexpress.com/article/opinion/columns/a-time-to-

lead/.  

http://www.huffingtonpost.in/2015/01/16/india-internet-governance_n_6486234.html
http://www.huffingtonpost.in/2015/01/16/india-internet-governance_n_6486234.html
http://indianexpress.com/article/opinion/columns/a-time-to-lead/
http://indianexpress.com/article/opinion/columns/a-time-to-lead/
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COMMENTARY II 

The protection against unlawful interference with one’s 

privacy, home, correspondence and reputation has 

been recognized as a fundamental human right under 

Article 12 of the Universal Declaration of Human 

Rights and Article 17 of the International Covenant on 

Civil and Political Rights. In 1967, Alan Westin 

surveyed animal behavior to deduct that a need for 

privacy was not restricted to just human beings.14In 

humans, the notion of privacy predates even 

modernity. However, as an innate and elemental need 

of human beings, the contours of privacy law are 

perhaps as murky as they were a few decades ago. This 

can be attributed, in part, to the fact that evolving 

technology adds newer and more complex dimensions 

to privacy of individuals.At this juncture, the United 

Nations Human Rights Council’s (UNHRC) resolution 

to appoint a Special Rapporteur on Privacy is a 

welcome change.15 

On July 3 the UNHRC named Professor Joseph 

Cannataci of Malta as the new Special Rapporteur for a 

term of three years. Cannataci, superseded the first 

ranked candidate for the job, Katrin Nyman-Metcalf of 

Estonia due to concerns that she would not be critical 

enough of the United States’ surveillance 

practices.16This is reflective of one of the biggest 

expectations from the Special Rapporteur: To address 

international concerns regarding mass surveillance 

over the internet. Perhaps, the most important 

contribution that the Special Rapporteur on Privacy 

can make is by developing detailed international 

privacy norms that will govern the interactions between 

states, individuals and corporations. His work will also 

                                                        
14ALAN WESTIN, PRIVACY AND FREEDOM (1967) 
15 United Nations General Assembly, Resolution 

A/HRC/28/L.27, “The Right to Privacy in the Digital Age,” 

March 24, 2015, http://www.ip-watch.org/weblog/wp-

content/uploads/2015/03/A_HRC_28_L27.doc 
16 Tom Miles (July 3, 2015), Top Choice Blocked for U.N. 

Digital Privacy Investigator Post, New York Times. 

have lasting impact on freedom of expression, 

censorship, data protection and cyber security. 

Cannataci’s appointment comes at a time when the UN 

seems to be significantly focusing on issues of privacy 

and freedom on the internet. On June 30, 2015 the 

UNHRC released a report titled “The right to privacy in 

the digital age.”17 The report highlighted privacy 

violations caused by extrapolation of big data by 

corporations and interception of communication by 

governments. It also reiterated the triumvirate of 

legality, necessity and proportionality while dealing 

with personal information. The 29th Session of the 

Human Rights Council saw multiple bodies address 

rights and safeguards available to internet users. The 

Special Rapporteur on Violence Against Women 

submitted a report detailing the harassment caused to 

women by publication of intimate personal information 

without their consent. A section of the addendum to the 

report of the Working Group on the Issue of Human 

Rights and Transnational Corporations also focused on 

privacy. But perhaps the most significant input was the 

report on encryption and anonymity submitted by 

David Kaye, the Special Rapporteur on Freedom of 

Opinion and Expression. Kaye concluded that laws that 

impose blanket prohibitions on encryption and 

anonymity are neither necessary nor proportionate. He 

urged states to refrain from imposing such conditions. 

He also implored state governments from 

compromising the integrity of information systems by 

installing backdoors and weak encryption systems in 

the interest of national security. He was also of the 

opinion that identification of users by way of SIM card 

registrations should not be made a condition precedent 

for availing online services. 

                                                        
17United Nations High Commissioner for Human Rights, 

“The right to privacy in the digital age”, A/HRC/27/37, 

United Nations Human Rights Council 

http://www.ip-watch.org/weblog/wp-content/uploads/2015/03/A_HRC_28_L27.doc
http://www.ip-watch.org/weblog/wp-content/uploads/2015/03/A_HRC_28_L27.doc
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On assuming office, Cannataci will need to approach 

issues relating to privacy from a holistic perspective. He 

will be expected to identify violations of people’s 

informational and locational privacy, threats to their 

bodily privacy and the privacy of their thoughts and 

association. In the process he will need to work in close 

cooperation with various governmental agencies as well 

as proactively engage with non-governmental 

organisations.  Fortunately, in his nearly 30 years of 

experience in the field, Prof. Cannataci has worked in 

various capacities with governments, academia and 

civil society. With extensive experience in the field of 

data protection, it is reasonable to expect that his first 

order of business will be towards harmonizing and 

clarifying international rules on collection, use and 

storage of personal data by governments and 

corporations.  

When it comes to protecting personal information, 

Cannataci favours an all-encompassing ‘law of 

personality’ that protects not just a person’s privacy 

rights but her rights over commercial exploitation of 

her image and information.18In this regard, he seems to 

adopt the conception of informational privacy proposed 

by Charles Fried and Helen Nissenbaum. Fried 

understands privacy not simply as “an absence of 

information about us in the minds of others, rather [as] 

the control we have over information about 

ourselves.”19 Helen Nissenbaum, is one of the most 

influential privacy scholars of the new age.20 According 

to her, if privacy is construed merely as control over 

information about oneself then such control can be 

moderated and traded off for the general good. In that 

respect it would face the familiar pitfalls of utilitarian 

philosophy. Instead, she imagines informational 

privacy not as mere control over personal information, 

                                                        
18Joseph A. Cannataci, “LexPersonalitatis& Technology-

driven Law”, Scripted, Volume 5, Issue 1. 
19 Charles Fried, “Privacy: A Moral Analysis”,Yale Law 

Journal 77(1): 475– 493 (1968), 486. 
20 Alexis C. Madrigal, “The Philosopher Whose 

Fingerprints Are All Over the FTC's New Approach to 

Privacy”,The Atlantic March 29, 2012 available at 

http://www.theatlantic.com/technology/archive/2012/03/the

-philosopher-whose-fingerprints-are-all-over-the-ftcs-new-

approach-to-privacy/254365/ . 

but as a right to appropriate its flow.21 She, therefore, 

advocates a context appropriate mode of exchange of 

personal information to protect privacy while 

furthering social and political goals. 

Cannataci’s dislike of misappropriation of personal 

information is apparent in his questioning of the 

proportionality of laws that allow collection of internet 

data en masse.22 He has also seemingly hailed23 

decisions by the German constitutional court that 

prevented governments from compromising the 

integrity of computer systems to collect information24 

and blocked parts of the EU Data Collection Directive 

that allowed unhindered collection of communications 

metadata.25 On the issue of state surveillance, 

Cannataci also favours the requirement of a court order 

for accessing and processing personal data of citizens.26 

This is a significant departure from the regressive 

practices followed by the United Kingdom, India and 

several other former colonies of the UK that still 

employ an administrative authorization model for 

surveillance.  

Prof. Cannataci seems to represent an inclination 

towards a progressive and penumbral right to privacy. 

Such a singular right when ultimately conceived will 

take into account considerations relating to chilling 

effects on free speech as well as developments of an 

individual’s personality. Arriving at an international 

consensus on such a right is no easy task. One of the 

reasons for this is the discursive development that the 

                                                        
21HELEN NISSENBAUM, PRIVACY IN CONTEXT (2009) 127. 
22 Joseph A. Cannataci, “Data protection in relation to 

transborder information sharing for network security and 

criminal justice purposes”, Discussion Paper commissioned 

by the Council of Europe, p30, available 

at:http://www.coe.int/t/dghl/cooperation/economiccrime/So

urce/Cybercrime/Octopus2013/Presentations/PlenaryII/246

7_intern_information_sharing_JACannataci_v5.pdf. 
23Supra note 5 
24BVerfG, NJW 2008, 822 
25Der Spiegel, “Blocking Big Brother: Constitutional Court 

Unplugs Data Law”, Spiegel Online International, March 

19, 2008, available at: 

http://www.spiegel.de/international/germany/blocking-big-

brother-constitutional-court-unplugs-data-law-a-

542398.html 
26Supra note 9, p27 

http://www.theatlantic.com/technology/archive/2012/03/the-philosopher-whose-fingerprints-are-all-over-the-ftcs-new-approach-to-privacy/254365/
http://www.theatlantic.com/technology/archive/2012/03/the-philosopher-whose-fingerprints-are-all-over-the-ftcs-new-approach-to-privacy/254365/
http://www.theatlantic.com/technology/archive/2012/03/the-philosopher-whose-fingerprints-are-all-over-the-ftcs-new-approach-to-privacy/254365/
http://www.coe.int/t/dghl/cooperation/economiccrime/Source/Cybercrime/Octopus2013/Presentations/PlenaryII/2467_intern_information_sharing_JACannataci_v5.pdf
http://www.coe.int/t/dghl/cooperation/economiccrime/Source/Cybercrime/Octopus2013/Presentations/PlenaryII/2467_intern_information_sharing_JACannataci_v5.pdf
http://www.coe.int/t/dghl/cooperation/economiccrime/Source/Cybercrime/Octopus2013/Presentations/PlenaryII/2467_intern_information_sharing_JACannataci_v5.pdf
http://www.spiegel.de/international/germany/blocking-big-brother-constitutional-court-unplugs-data-law-a-542398.html
http://www.spiegel.de/international/germany/blocking-big-brother-constitutional-court-unplugs-data-law-a-542398.html
http://www.spiegel.de/international/germany/blocking-big-brother-constitutional-court-unplugs-data-law-a-542398.html
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right to privacy has undergone in the last two centuries. 

Different countries have had different priorities with 

regards to the development of the right. However, the 

creation of a specialized expert to clarify the right to 

privacy at an international level is cause for much 

optimism. Privacy has never been subject to as much 

debate and scrutiny as it is now. With international 

cooperation and engagement with all important 

stakeholders, the right to privacy may finally find the 

etymological delineation that has long proven elusive. 

The author is a Junior Fellow at ORF  
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COMMENTARY III 

“India recognizes that all stakeholders are key and 

multi-stakeholderism is perhaps the only way to keep 

the system integrated, growing and expanding.” These 

words mark the beginning of an all-new game plan for 

India on the global internet governance stage. They 

were uttered by the Indian Minister of 

Communications and Information Technology, Ravi 

Shankar Prasad, in a video message at the opening 

ceremony of the 53rd ICANN conference in Buenos 

Aires, Argentina (full audio here).  

 

Prior to ICANN 53, India was generally grouped with 

China and Russia as part of the ‘multilateral’ club – 

those favouring a governmental model of internet 

governance. The overlap between countries in that club 

and countries which have restricted access to or use of 

the internet is considerable. This was problematic for a 

country which prides itself on being the world’s largest 

democracy, and would certainly value its democratic 

credentials more than either of the other two countries. 

Actively acknowledging that the government is not the 

only significant stakeholder, acknowledging that civil 

society, the technical community, academia and 

business also have a role to play is a big step forward 

for India, which has previously been unclear about its 

exact position on global internet governance. The 

wording of Prasad’s statement is also significant: he 

said that there should still be “accountability to 

governments” where appropriate, conceding that all 

stakeholders are not created equal. They don’t have to 

be – forming nuanced policies that find the right roles 

for the right actors will be critical for India going 

forward. 

 

Typical responses to the minister’s speech view this 

shift as a 180-degree turn from previous government 

policies, though it seems that the lack of a coherent 

policy was the main failure of the previous government. 

Prasad’s predecessor as IT Minister also mentioned 

multistakeholderism in a positive light on an 

international platform, but this was not greeted as 

signifying the ‘Indian view’. There were two main 

reasons for this: the absence of a unified Indian stance 

and minimal high-level support at home. This contrasts 

starkly with the contemporary situation. Reports 

suggest that consultations prior to ICANN 53 involved 

several ministries, including the oft-opposed Ministry 

of External Affairs (which has championed the UN 

system) and Department of Information Technology. 

This lends a degree of legitimacy to the declaration 

which previous statements did not have. The second 

reason is that the aforementioned consultations were 

spearheaded by the Prime Minister’s Office – and there 

is no higher level of support than the PMO. Prime 

Minister Narendra Modi is widely viewed as a tech-

savvy politician, and his personal involvement in 

projects like Digital India and other e-governance 

initiatives also lends weight to any further decisions 

India makes about internet governance.  

 

Current ICANN CEO Fadi Chehadé was among those 

who praised India’s changed stance. Responding to 

Prasad’s speech, Chehadé said “Today, with India 

joining this group of countries that openly support the 

multistakeholder model of Internet governance, we 

increase our ranks significantly,” calling the decision 

“significant”. Chehadé has previously indicated that he 

is supportive of India taking on a larger role in the 

internet governance ecosystem, given the large number 

of current and potential internet users it boasts. On a 

visit to the country in March of this year, he said India 

would “shape the future of the internet”. He also 

remarked upon the “new energy” driving India’s 

internet governance positions since he began his tenure 

at ICANN.  

 

Chehadé is also considered one of the masterminds of 

securing ICANN’s independence as an international 

organisation, and has done much to facilitate the 

upcoming IANA transition. The National 

Telecommunications and Information Administration 

(NTIA) of the US government, currently oversees the 

https://www.icann.org/news/multimedia/1453
http://www.financialexpress.com/article/fe-columnist/editorial-internet-governance/90631/
http://www.medianama.com/2015/06/223-indian-govt-supports-multistakeholder-model-of-internet-governance/
https://twitter.com/rajeev_mp/status/613008219883966464
http://articles.economictimes.indiatimes.com/2012-11-06/news/34946198_1_internet-governance-cyber-crime-internet-crime
http://thewire.in/2015/06/22/indias-new-multistakeholder-line-could-be-a-gamechanger-in-global-cyberpolitics/
https://www.icann.org/resources/press-material/release-2015-06-22-en
http://www.thehindu.com/sci-tech/technology/internet/india-can-shape-the-future-of-internet-says-icann-chief/article6975450.ece
http://blogs.wsj.com/digits/2015/05/21/ceo-who-has-pushed-icann-independence-leaving-in-2016/
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IANA functions, and it is not yet clear what model of 

control will emerge when they relinquish that position. 

However, with regard to the future, the NTIA itself has 

said that it seeks to “support and enhance the 

multistakeholder model of Internet policymaking and 

governance”.  

 

Even if the IANA transition deadline of September 

2015 is not met, the run-up to it has captivated global 

internet debates. India embracing the multistakeholder 

approach means that it will be able to add its voice to 

those debates with a clear understanding of how the 

country intends to proceed.  

 

India has taken an important step on the path towards 

becoming an internet governance leader, which is a 

vision the current government is clearly on board with. 

While there appears to finally be a centralisation of 

policy and planning with regard to India’s international 

position, India’s commitment will be tested in the 

future, not least by the BRICS (Brazil, Russia, China, 

India and South Africa) group. India’s recent decision 

has placed it with Brazil and South Africa and against 

Russia and China, which means that a unified BRICS 

position will be difficult to achieve. If the BRICS 

countries manage to align their goals, the group could 

act as a powerful representation of the developing 

world and its interests – hugely significant as the vast 

majority of future internet users will come from these 

countries. India also has to look inward and deal with 

its domestic internet challenges, which include 

protecting digital rights like freedom of expression, 

managing net neutrality and securing access for all its 

citizens. With the tide of internet governance swinging 

towards the multistakeholder approach in any case, 

Indian internet users can rest easy in the knowledge 

that on this issue at least, their government has made 

the right decision.  

 

The author is a Junior Fellow at ORF.  
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COMMENTARY IV 

In late 2006, the U.S Department of Defence detected a 

major breach in their computer systems leading them 

to believe that their $337 billion F-35 Joint Strike 

Fighter (JSF) programme had been compromised. 

Investigations that started at Pentagon, the department 

headquarters, revealed that the breach had taken place 

far away from HQ. 

 

The JSF programme, claimed to be producing one the 

world’s most advanced combat aircraft, was primarily 

being developed by the private defence contractor 

Lockheed Martin, along with many sub-contractors. 

While the companies were busy meeting deadlines, no 

one had noticed a deliberate Computer Network 

Exploitation (CNE) attack that had taken place on their 

premises. 

 

Unlike the spies of the Cold War era, when 

collaborators would provide access to secret documents 

to physically copy and photograph documents, the new 

age spies didn’t need any physical access. Working over 

the Internet thousands of miles away, they sucked out 

thousands of secret documents, jeopardising one of the 

most secret programmes under development by the U.S 

military. 

 

Clearly, the nature of the new threat had established 

that the boundaries that needed to be defended were no 

longer housed within the walls of a seemingly secure 

government facility. Instead, they were now far beyond 

the government’s secure facilities and at places where 

such an attack was least expected. 

 

In 2007, Estonia, a tiny former Soviet republic, faced 

one of the most debilitating attacks in modern times. 

No shots were fired and no tanks rolled across its 

border. Instead, anonymous hackers, suspected to be 

operating from Russia, launched a massive cyber-

attack on its information systems and brought critical 

infrastructure sectors such as banking and power to a 

grinding halt. For three days, the country faced chaos. 

Systems refused to re-start and ATMs refused to 

dispense cash, as the financial architecture, based on 

millions of lines of code, had crashed. The attack, 

known as a Deliberate Denial of Service (DDoS), had 

proved what modern warfare could achieve without any 

blood being spilled. 

 

The attack on Lockheed Martin and Estonia revealed 

the extent of vulnerability of the systems that operated 

some of the most critical sectors in a country. From 

defence to energy, power, aviation and law 

enforcement, every sector that depended on computer 

networks was suddenly left extremely vulnerable. This 

realisation led to the identification of several areas to 

be designated as “Critical Information Infrastructure” 

(CII) that would need a slew of measures to be 

strengthened against future threats. 

 

India’s slow response 

 

The last decade has witnessed a slow but steady 

realisation within the Indian government that the 

threats of the future will come from cyberspace. 

Unfortunately, while the realisation exists, the Indian 

security establishment has not been jolted into action 

in the manner in which the Kargil war or the 26/11 

terrorist attack on Mumbai galvanised the nation to 

adopt a series of corrective measures. In 2008, when 

the Information Technology Act 2000 was amended, 

the introduction of Section 70A and 70B went largely 

unnoticed in policy circles. 

 

Article 70A mandated the need for a special agency that 

would look at designated CIIs and evolve practices, 

policies and procedures to protect them from a cyber 

attack. But the then United Progressive Alliance 

government took another six years to create such an 

agency. On January 16, 2014, the Department of 

Information Technology (DIT) issued a notification 

announcing the creation of a specialised body to protect 

India’s CIIs. The National Critical Information 
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Infrastructure Protection Centre (NCIIPC) was created 

and placed under the technical intelligence agency, the 

National Technical Research Organisation, to roll out 

counter-measures in cooperation with other security 

agencies and private corporate entities that man these 

critical sectors. 

 

Unfortunately, since 2014, there seem to have been few 

moves to establish the mandate of the government’s 

2014 notification. A “critical sector” has been defined 

under the notification as “sectors that are critical to the 

nation and whose incapacitation or destruction will 

have debilitating impact on national security, economy, 

public health or safety”. 

 

The government has identified 12 sectors that fit the 

bill and can be covered under the NCIIPC project as 

mandated by Section 70A of the amended IT Act. These 

range from energy to power, law enforcement, aviation, 

banking, critical manufacturing, defence and space. 

While several of them are housed within the 

government, sectors such as energy and power are 

manned by the private sector. While the overarching 

guidelines for the protection of CIIs were issued by the 

government in May 2012, the sectors still lack specific 

guidelines that will address their peculiar challenges in 

cyberspace. 

 

A joint responsibility 

 

When the U.S government was grappling with its cyber 

security challenges, there was a clear realisation that it 

did not have the wherewithal or the scope to protect all 

the critical sectors. It realised that it needed to work 

closely with the private sector manning these sectors to 

establish a foolproof defence system. That was only 

possible if both sectors — government and private — 

agreed to come together and establish joint 

mechanisms to ward off future attacks. This was 

possible in principle, but in reality, it was a bigger 

challenge than what most people had anticipated. 

 

The biggest issue on both sides was the lack of trust. 

The government was essentially a regulator, while the 

private companies sought as little control as possible. It 

took several years for both sides to evolve before they 

could work together, building trust and joint 

mechanisms to protect each other. 

In India, there should be a proliferation of similar 

efforts at every level led by the NCIIPC. It needs to take 

the lead, as mandated by the DIT notification to assist 

in the “…development of appropriate plans, adoption of 

standards, sharing best practices, and refinement of 

procurement processes in respect of protection of 

Critical Information Infrastructure”. This will mean 

sitting together to conduct joint exercises, map 

vulnerabilities, build counter-measures and achieve a 

synergy that it is currently lacking. For a nation that 

seeks to achieve Prime Minister Narendra Modi’s vision 

of ‘Digital India’ and ‘Make in India’, the clock is 

already ticking away. Any delay now will only lead to 

disastrous consequences. 

 

The author is a Senior Fellow at the Centre for 

Communication Governance, National Law 

University, Delhi 
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STATEMENTS 

Opening Ceremony at ICANN53  

Address by Mr. Ravi Shankar Prasad, Minister 

of Communications and Information 

Technology, Government of India 

Buenos Aires, Argentina – June 21, 2015 

Mr. Steve Crocker, Chairman ICANN, Mr. Fadi 

Chehade, CEOICANN, Excellencies, and my fellow 

colleagues from various governments, the ICANN 

community and the larger internet mount. Hola, good 

morning and warm greetings from India. My special 

greetings to ICANN on the occasion of ICANN 53 in 

the beautiful city of Buenos Aires, which takes place at 

an important moment in time. But for the perennial 

challenge of balancing my role as a minister and a 

political leader, I would have loved to have been there 

in person. It is my loss and I hope to be with all of you 

on another occasion, details of which my office is 

exploring with the organizers.  

However, technology allows me to reach out and share 

some of my thoughts and those of our government, led 

by our prime minister, Mr. Narendra Modi: The 

digital sector is in transition and this is exemplified 

through a number of changes that each of us have 

experienced. The new plurality and dynamism allowed 

by the breadth and depth of penetration of this 

medium is allowing millions to participate in policy 

and politics, economy and society, in a manner 

inconceivable in the previous century.  

India today adds 6 billion new users every month to 

its internet users base of over 300 million people. We 

in India have 1 billion plus phone connections out of 

which mobile in itself consumes approximately 980 

million. Indians from the hinterlands to the 

metropolis actively enjoy the far reaching use of these 

gadgets. It is not an item of luxury but an item of 

necessity.  

This access to the digital world is transforming the 

real world for our people. Entrepreneurs are born 

every day, not just in the fast-paced cities of Mumbai 

and Bengaluru but also in many pockets of Indian 

villages in Indian hinterland. Grandmothers are 

making video conversations with their grandchildren. 

Villagers are opening online bank accounts for the 

time. Students are getting degree through online 

education, and social media is spilling over with new 

voices and opinions. And the governments are more 

accountable and more responsive as a result.  

Clearly, there is a deep impact of the digital on the real 

and the two have merged. This is the first change we 

see. Phones are considered an extension of our arms 

today, and the smarter they get, the more efficient we 

become. Being connected today is considered a virtue 

in itself simply for embracing the inevitable.  

The second change is becoming all too apparent as the 

internet pivots towards Asia, as one of the largest 

creators and consumers of content for the region. The 

users in these emerging economies, the next billion 

who will come on line stand apart from their 

counterparts in developed economies. They’re hungry 

for knowledge and innovation. They are tailoring what 

exists today to suit their realities. And they are 

introducing languages and voices and bringing 

cultures to the global internet which were previously 

sitting in wait offline.  

The third change, ladies and gentlemen, is the fluidity 

which has come about with new definitions becoming 

a necessary for territorial direction. While role of the 

state in cyberspace is being defined, the burden of 

responsibility remains as severe on the state, if not 

more.  

New partnerships with new stakeholders need to be 

crafted so that the agency of the state can be 

commensurate to the expectations from it, i.e to keep 

alive endless opportunities, to create a level playing 

field, to protect critical infrastructure and our freedom 
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and liberties which most of us hold close to our 

hearts.  

Ladies and gentlemen, these developments bring to 

the fore a series of questions to which we must 

respond. What must be the new contours of 

governance that will help catalyze this change? How 

much should governance be re-imagined, recreated, 

and realigned to allow the participation of new voices, 

new dreams, and new aspirations? The old must skied 

to the new, and how this is to be achieved? In a 

collaborative and cooperative manner to deliver on 

these digital promises of today and tomorrow.  

For us in India, ladies and gentlemen, and under the 

leadership of our Prime Minister, there is no 

ambiguity in where the solution lies. The only answer 

to respond to such momentous change is democracy. 

Pluralism is the only ecosystem that can manage the 

dynamism this medium demonstrates. India’s own 

transformation to the digital world is being managed 

through democratic ethos ingrained in the Indian 

mindset right from the village Panchayats to the broad 

avenues of its capital and large metros.  

That is why the digital India initiative captures the 

India story. This story cannot be told through a 

number of phones, laptops, internet connections, and 

websites alone. India’s vision of information 

technology is not simply IT enabled services but IT 

enabled societies. It is the human being serviced by IT, 

it is the reimagining of India — a billion people lit up 

by the light of an information society, powered by 

their own abilities and creativity.  

Digital India means giving each Indian voice weight in 

every decision we make as a nation. It means giving 

every Indian a chance to realize his or her dream, 

regardless of topography, distance, and identity. 

Digital Indian, ladies and gentlemen, is designed to 

bridge the digital divide between the digital have and 

digital have notes. It seeks to empower every Indian 

through digital tools for growth, empowerment, and 

becoming an active participant in good governance.  

The Prime Minister of India, Mr. Narendra Modi, has 

set up a goal that government must be available in the 

palm of every Indian and available in detail on his 

mobile phone.  

To help it achieve, we are involved in a gigantic 

exercise of broadband revolution in India, through 

Bharat Net where we propose to link 250,000 clusters 

of villages to fiber and strengthen our connectivity.  

All this is designed to upgrade the digital 

infrastructure, digital delivery of services, and 

widening the canvas of e-education, e-health, e-

commerce, and a host of other services.  

Our government is committed to make every Indian 

an active participant in this extraordinary information 

revolution whose essence is embodied in digital India.  

Our prime minister has entrusted me with the 

responsibility of ensuring that as India transforms and 

reorganizes its political and economic landscape, 

riding on the power of technology and connectivity, 

we must also simultaneously strive for a global 

ecosystem that can accommodate such a 

transformation of India and other nations witnessing 

similar changes.  

Ladies and gentlemen, every Indian must have the 

capacity to participate in global decision-making, on 

how we manage this common resource, and so must 

every global citizen.  

Government will, of course, continue to shoulder the 

central responsibility to secure the networks, the 

economic interest, lives and property of people, add 

some forces inimical to peace and prosperity of people 

in the future, but they cannot do it alone. Hence, we 

are determined to forge a partnership with like-

minded countries and parties that will enable nations 

and nation states to be effective and proportionate in 

the response to the emerging text. But security cannot 

be for the sake of security. It is not an end to itself, but 

a means to offer unfettered liberty, limitless 

collaboration, in the new age of ideas.  

What is required, ladies and gentlemen, is a 

multilayered system to manage this diverse and 

dynamic medium. Keeping in mind the bits and the 

bytes that bind together to create a whole network of 
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networks, India recognizes that all the stakeholders 

are key and multistakeholderism is perhaps the only 

way to keep the system integrated, growing and 

expanding through new innovations and investments.  

And we desire, we have ambitions to retain the 

integrated and unified character of the internet, the 

dynamism of the internet, we’ll have to build and 

maintain plural and diverse governance models. The 

global must be linked to the local, and local voices 

must be heard at this debate.  

Not only do we support multistakeholderism, but also 

we encourage multistakeholderism itself to embrace 

all geographies and all societies. 

We will partner with you, ladies and gentlemen, all to 

make this a reality. We must work toward this new 

form of digital democracy.India is looking to this new 

global management system for the internet with a 

billion expectations. How must we evolve to create 

organic structures to meet universal objectives and 

not universal structures for common objectives? The 

goal of creating an internet includes the idea of being 

not only open, but global, secure and resilient.  

We propose to all of you that it must be fair, it must be 

equitable. That is why India looks forward to hosting 

all of you, the stakeholders central to the healthy 

functioning of internet in the near future, to continue 

the important work you do here, and to further 

discuss how to keep this momentum going. As India 

adds a million users every month, what India does to 

manage this transformation will have an indelible 

impact on the global debate. We seek your 

participation for you to be a part of our story as we 

remain committed to share our experiences, to shape 

a global agenda.  

Ladies and gentlemen, therefore, to conclude, let me 

restate the Indian vision for the internet. The internet 

must remain plural, must be managed by a 

multilayered and multistakeholder system. Its 

strength will lie in partnership made between like-

minded nations and stakeholders, built on a platform 

which supports and will sustain a future of equity and 

innovation and collaboration and inclusion. Only then 

will we truly be able to manage the ecosystem of this 

new digital age.  

All this is important because the internet is one of the 

finest inventions of the human mind. It must remain 

the property of all and must be available and 

accessible to all.  

Thank you. 

Source: ICANN, June 2015 

European Conference on Digital And Key 

Enabling Technologies Skills  

Speech by Kirsi Ekroth-Manssila, Deputy Head 

of Unit, Directorate-General for Enterprise 

and Industry, European Commission 

Brussels, Belgium - June 2, 2015 

Ladies and Gentlemen,  

I am very pleased to participate at this conference on 

key enabling and digital technologies skills. It is 

indeed the first of this kind in Europe. We expect that 

fruitful synergies could be established as this event is 

part of our effort to better integrate in the future our 

e-skills and digital initiatives (e-leadership and ICT 

professionalism activities) with those related to KETs 

and advanced manufacturing. These should constitute 

an important component of the new skills and training 

initiatives which have been mentioned in the Digital 

Single Market strategy. This ambitious strategy has 

been adopted by the European Commission on 6th 

May 2015. President JUNCKER said that creating a 

connected Digital Single Market could contribute €415 

billion per year to our economy and create 3.8 million 

jobs. The strategy will be further underpinned by the 

ambitious 315 billion Euro “Investment Plan for 

Europe”. Digital skills have not been forgotten. Vice-

President ANSIP said that he wants to make sure 

European citizens are equipped to fully benefit from 

the digital world. 

 The Digital Single Market strategy sets out sixteen key 

actions in three priority areas: - First, we will develop 

rules for better access to digital goods and services 

https://www.icann.org/news/multimedia/1453
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across Europe; - Second, we will shape the right 

environment for digital networks and services to 

flourish; - Finally, we will create a European digital 

economy with real growth potential. To implement 

successfully this strategy Europe must embrace the 

digital revolution and open up digital opportunities 

for people and businesses. Less than 2% of European 

enterprises are taking full advantage of the new wave 

of advanced digital technologies, such as mobile 

communications, social media, cloud computing, big 

data analytics, and the Internet of Things. 41% of all 

EU companies do not use any of them. The Digital 

Single Market strategy is a significant step towards the 

digital transformation of European organisations. It is 

estimated that 75% of the benefits of the digital 

economy would come from increased productivity, 

competitiveness and job-creating ability of Europe’s 

existing industry and enterprises, including social 

enterprises. While the creation of new digital start-ups 

is important, the biggest digital opportunity for 

Europe is in the digital transformation of the existing 

industry and enterprises. According to recent 

research, European manufacturing has the 

opportunity to make a comeback. The manufacturing 

sector is one of the main social and economic engines, 

accounting for 2 million companies, 33 million jobs 

and represents 15% of industry’s share in Europe’s 

GDP. With 80% of the EU’s innovations and 80% of 

its exports, manufacturing is playing a key role in 

driving research, innovation, productivity, job 

creation and exports. An industrial renaissance in 

Europe will only happen by taking into account the 

value-added services generated by the uptake of the 

advanced digital technologies and the so-called fourth 

industrial revolution. Member States are already 

making important efforts in this field such as for 

example the Industry 4.0 initiative in Germany. A 

major challenge is to ensure that all sectors make the 

best use of digital and key enabling technologies and 

manage their transition towards higher value products 

and associated services. Digitalisation of industry 

implies, by nature, cross-border value chains, 

transactions and international presence. No single 

Member State can resolve the related issues alone, or 

has the power and the resources to respond to global 

challenges. Last March, the Strategic Policy Forum on 

Digital Entrepreneurship delivered a report on the 

"Digital Transformation of European Industry and 

Enterprises". The report analyses the 3 opportunities 

offered by the digital transformation of industry, 

identifies key challenges and proposes 

recommendations to foster growth and more and 

better jobs. As a follow-up, we have launched the 

Digital Entrepreneurship Monitor to follow key 

technological and market trends and emerging 

business opportunities and assess their impact on the 

economy. We also want to team-up with cities and 

regions that pioneer in modernising their industries 

and economy and we will showcase best practices. We 

intend to pool together financial instruments with 

mentoring and professional advice and we promote 

the supply of e-leadership skills, needed to lead the 

digital transition. Our initiatives on e-leadership skills 

have been launched in the scope of our activities on 

the promotion of e-skills. Since the adoption of the 

Commission Communication on “e-Skills for the 21st 

Century” in 2007, the level of visibility of this policy 

area has increased considerably. There is a broad 

consensus that the competitiveness of the European 

industry is increasingly dependent on the skills and 

the innovative and efficient use of digital technologies. 

Digital skills and talent matter! The impact of digital 

technologies in key areas such as mobility, social 

networking, cloud computing, and big data is 

increasing rapidly, reshaping whole industries and 

business models. Robots, automation and artificial 

intelligence will radically transform the workplace. We 

need to prepare the workforce to this challenge and 

boost the European talent pool to reduce highlyskilled 

job vacancies. Mastering digital technologies will 

mean being at the forefront of the digital 

transformation of our economy. Highly-skilled digital 

workers experience more favourable labour market 

outcomes than workers as a whole, as evidenced by 

lower unemployment rates and the existence of a wage 

premium. In a recent Working Paper delivered last 

month, empirica estimated that there were 262.000 

ICT jobs vacancies in Europe in 2014 and that this 

number may reach up to 825.000 by 2020. The 

majority of ICT professionals in Europe are already 

working outside the ICT industry. They require not 

only technical skills but also soft skills: foreign 

languages, communication, entrepreneurship and 

business knowledge. We need business savvy ICT 

practitioners and ICT savvy business leaders to play a 

role of “e-leaders”. Our economy will be increasingly 
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demanding people with a T-shaped portfolio of skills, 

having both expertise in digital technologies and the 

development of successful organisations. Our shared 

ambition is the creation of a large digital talent pool 

and the employability of the workforce. The definition 

of e-leadership skills has been elaborated based on the 

initial definition of e-skills (covering ICT 

practitioners, users and business leaders) which was 

included in the Communication on "e-Skills for the 

21st Century". It was then presented in the report on 

"eLeadership: Vision, Roadmap and Foresight 

Scenarios" and discussed at the first European 

conference on e-Leadership organised on 5 February 

2013 at INSEAD in Fontainebleau. Recent research 

demonstrates that there is a significant demand for e-

leaders. It is estimated that there are around 800.000 

e-leaders in Europe. Around 70% of them are found in 

SMEs and 59% outside ICT departments which 

demonstrates the importance to promote digital 

savviness for decision makers and business people. 

Europe would need 215.000 additional e-leaders by 

2020 and we would need each year over 40.000 

people with e-leadership skills. Individual country 

reports and a first European e-Leadership Scoreboard 

have been released shortly before this event allowing 

detailed analysis for each Member State. As a follow-

up, we launched two initiatives focusing on the 

development and the demonstration of European 

guidelines and profiles for new curricula for e-

leadership skills. The first one, starting in 2013, is 

addressing the needs of large enterprises and the 

second one, starting in 2014, those of small and 

medium-sized enterprises, start-ups and gazelles. 

Their progress has been discussed at several cluster 

events organised with leading European business 

schools and 4 technical Universities and the EIT ICT 

Labs. The focus of today is to present their results and 

discuss the way forward. As indicated in the Digital 

Single Market strategy, the European Commission will 

support Member States' efforts and will play its role in 

enhancing the recognition of digital skills and 

qualifications and increasing the level of ICT 

professionalism in Europe. The Commission also will 

address digital skills and expertise as a key component 

of its future initiatives on skills and training building 

build on our collective achievements, good practices 

and multi-stakeholder initiatives such as the "Grand 

Coalition for Digital Jobs". To date, the Grand 

Coalition includes 56 pledging organisations and 8 

national coalitions have been announced in Bulgaria, 

Greece, Italy, Latvia, Lithuania, Malta, Poland, and 

Romania. Three are under preparation in Belgium, 

Germany and the Netherlands and could be 

announced this year. In addition, there are also 9 local 

coalitions. We are also pleased that several Member 

States plan to introduce coding and the basics of 

computer science in secondary and primary 

education. Our youth cannot just be passive users of 

digital technologies. They should be able to take and 

create the jobs of the future. We will further promote 

ICT professionalism in Europe. This is a very 

important issue. A new initiative will be launched in 

September to develop with stakeholders a 

comprehensive European Framework for ICT 

Professionalism based on the following four building 

blocks: - First, the European e-Competence 

Framework and related ICT jobs profiles; - Second, 

the European ICT foundational body of knowledge 

and curriculum development guidelines; - Third, the 

pan-European recognition of ICT certifications and 

qualifications across countries based on high quality 

standards; and - And fourth, shared European 

professional ethics. These ideas were discussed last 

March at the launching event of the "e-Skills for Jobs" 

campaign organised in cooperation with the EU 

Latvian Presidency in Riga. They have been very 

welcome by stakeholders. We will also launch a new 

initiative on e-leadership skills this September. And 

this is why we very are keen today to listen to your 

views and recommendations. I am very grateful that 

so many stakeholders came together prior to this 

event to produce a "Call for Action" to promote e-

leadership in Europe. Thank you very much. I wish 

you a very successful conference. 

Source: European Conference on Digital and Key 

Enabling Technologies Skills, June 2, 2015 
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