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The 2013 update of the Wassenaar Arrangement on dual use 
technologies imposed stringent export rules on various types of cyber 
technologies. The 2013 amendments were widely criticised, but what 
is a better way forward for regulating cyber tech? 
 

WHOIS Privacy: Who Cares? 

Stephanie Perrin 

How public should information about owners and operators of internet 
domain names be? There have been numerous task forces created to 
answer the question, but not much progress on maintaining a balance 
between user privacy and internet transparency.  
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THIS MONTH IN CYBER 

The 2015 US-India Cyber Dialogue was held in 

Washington on August 11 and 12. The Dialogue was the 

fourth of its kind, and involved whole-of-government 

delegations from both countries – led by US 

Cybersecurity Coordinator and Special Advisor to the 

President, Michael Daniel, and Indian Deputy National 

Security Advisor Arvind Gupta. India and the US have 

committed to “robust cooperation on cyber issues”. The 

Dialogue identified several avenues for future 

collaboration, including capacity building and 

research/development for cybersecurity, international 

security and fighting cybercrime. Internet governance 

was also a topic of discussion, with the countries more 

closely aligned than before following Indian IT Minister 

Ravi Shankar Prasad’s speech at ICANN 53 which 

declared India’s support for a multistakeholder model 

of governance.  

 

Apart from the government interactions at the US-

India Cyber Dialogue, key industry discussions also 

took place. At a session convened by the US-India 

Business Council, Michael Daniel said “Cybersecurity is 

fundamentally a team endeavor, and it is essential that 

international partners like India and the United States 

work together closely, along with industry and civil 

society, to raise our cyber defences in both the short 

and long term…” The industry session also presented 

an opportunity for business leaders to offer their policy 

recommendations to both governments. These 

recommendations emphasised “the need to protect 

cross border data flow, facilitate remote access, provide 

for strong encryption standards, and reduce 

cybersecurity threats through targeted public-private 

partnerships.”  

 

While cyber relations between the US and India might 

be proceeding from strength to strength, the same 

cannot be said of US relations with other countries like 

China and Russia. Reports from Washington suggest 

that the US is considering sanctioning individuals and 

companies in both countries for, among other things, 

benefitting from stolen US intellectual property. If 

used, the sanctions would be the first implementation 

of an executive order signed by Barack Obama in April 

this year. Sanctioning Chinese businesses is a tricky 

prospect – while the threat of sanctions gives Obama 

some leverage in negotiations with his Chinese 

counterparts, the risk of damaging US business 

interests remains high. 

 

China, for its own part, is pushing ahead with 

cybersecurity regulations that analysts feel could 

hamper foreign businesses, including rules “designed 

to prevent western IT technology being purchased by 

Chinese banks”. China is also taking steps to crack 

down on illegal behaviour in major Chinese internet 

companies. An announcement was made that 

“cybersecurity police stations” would be set up in 

prominent Chinese internet firms. These stations 

would have the dual advantage of protecting user 

information and increasing the government’s ability to 

control such information.  

 

The need for stronger data protection is also one of the 

reasons that the Cybersecurity Information Sharing Act 

(CISA) is having difficulty passing through the US 

Senate; voting on the measure has once again been 

delayed as legislators struggle to balance privacy and 

security concerns.  

 

The European Union is also trying to move ahead with 

the Network and Information Security Directive, which 

would impose tighter regulations on internet firms and 

force them to comply with certain security regulations, 

such as when and how to disclose security breaches.   

 

The contract between the US government and the 

Internet Corporation for Assigned Names and 

Numbers (ICANN) to manage the Internet Assigned 

Numbers Authority (IANA) has been extended for one 

more year; it now runs up to September 2016 with the 

possibility of another extension. The announcement 

was made by the US National Telecommunications and 

Information Administration (NTIA) and comes more 

https://www.whitehouse.gov/the-press-office/2015/08/14/joint-statement-2015-united-states-india-cyber-dialogue
https://www.whitehouse.gov/the-press-office/2015/08/14/joint-statement-2015-united-states-india-cyber-dialogue
http://mea.gov.in/bilateral-documents.htm?dtl/25726/Joint_Statement_2015_United_States_India_Cyber_Dialogue
http://www.usibc.com/press-release/us-india-business-council-applauds-resumption-cybersecurity-dialogue
http://www.reuters.com/article/2015/09/01/us-usa-cybersecurity-russia-exclusive-idUSKCN0R12FE20150901
http://www.usnews.com/news/articles/2015/09/01/cybersecurity-gives-obama-leverage-ahead-of-xi-jinping-talks/
http://www.usnews.com/news/articles/2015/09/01/cybersecurity-gives-obama-leverage-ahead-of-xi-jinping-talks/
http://eandt.theiet.org/news/2015/aug/china-bank-cyber.cfm
http://www.businessinsider.com/china-is-setting-up-cybersecurity-police-stations-at-major-internet-companies-so-they-can-crack-down-on-illegal-internet-behavior-2015-8?IR=T
http://www.theguardian.com/world/2015/aug/05/cybersecurity-cisa-bill-hackers-privacy-surveillance
http://www.theguardian.com/world/2015/aug/05/cybersecurity-cisa-bill-hackers-privacy-surveillance
http://fortune.com/2015/08/06/european-union-cybersecurity-google-cisco/
http://dailysignal.com/2015/08/19/many-steps-remain-with-internet-governance-transition-to-icann/
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than one year after it first stated its intention to 

relinquish oversight of ICANN to a ‘global 

multistakeholder community’. Various proposals to 

increase the accountability of ICANN are under 

consideration, but the process will be lengthy as the 

proposals have to go to ICANN before coming back to 

the public for comments and eventually to the US 

government before a final decision can be made.  

 

There has been overwhelming support for a reduced US 

government role in internet management, but some 

analysts have raised concerns about who would step 

into the US-sized hole in the system. In particular, 

there are worries that the open nature of the internet 

could be compromised if governments with more 

insular views are allowed to gain a foothold. The 

prospect of China and Russia teaming up has been 

suggested, fuelled by the bilateral agreement on 

information security signed by the two countries earlier 

this year.  

 

Africa is considered by many to be the “next frontier of 

the internet” due to the large number of potential users 

on the continent. Several important conferences on 

internet governance were held in August, including the 

Global Commission on Internet Governance meeting in 

Accra which discussed access and sustainable 

development. The Nigeria Internet Governance Forum 

took place in Abuja with a special focus on young 

internet users and the opportunities that could be 

derived for them from greater internet usage. The 

Media Institute of Southern Africa (MISA) in 

Zimbabwe addressed many issues coming to the fore in 

African internet governance, such as net neutrality, 

intellectual property protection and digital 

monetization strategies, as well as the effect of the 

internet on small businesses. 

 

 

 

   

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

http://www.wsj.com/articles/plotting-against-the-internet-1440367683
http://blogs.cfr.org/cyber/2015/08/20/the-next-level-for-russia-china-cyberspace-cooperation/
http://blogs.cfr.org/cyber/2015/08/20/the-next-level-for-russia-china-cyberspace-cooperation/
http://www.ghanaweb.com/GhanaHomePage/regional/Global-Commission-on-Internet-Governance-holds-meeting-378149
http://www.ghanaweb.com/GhanaHomePage/regional/Global-Commission-on-Internet-Governance-holds-meeting-378149
http://dailytimes.com.ng/nigf-beckons-use-internet-governance-ecosystem-nigerian-economic-growth/
http://www.techzim.co.zw/2015/08/some-takeaways-from-misa-zimbabwes-internet-governance-conference/
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COMMENTARY I 

ICANN, the Internet Corporation for Assigned Names 

and Numbers, was created in 1998 by the US 

Commerce Department, to form a multi-stakeholder, 

non-regulatory institution that could manage the 

burgeoning domain name industry for the Internet.  

ICANN develops policy and manages the contracts 

that control registrars of domain names, and registries 

which operate top level domains.  Funding comes 

from a fee levied on registrations in the generic top 

level domains (gTLDs).  Its sphere of influence in 

terms of the country codes or ccTLDs such as .us or .in 

is limited, but many country code operators 

participate at ICANN meetings and contribute funds.  

ICANN is also responsible, under contract to the US 

Commerce Department, for the assignment of blocks 

of IP addresses, known as the IANA functions 

(Internet Assigned Number Authority). In recent 

years, it has granted a large number of new generic 

top level domains (e.g. .book, .Paris, .gay) and there 

appears to be a market for many more domain names 

in each of these new top level domains.  

Registrants must provide contact data to the registrar 

who sold them the service, and that data in turn is 

made public in the WHOIS directory (not an 

acronym).  Along with considerable other data about 

the customer transactions (eg. IP address, all email 

correspondence about the domain, and financial 

information) it must be maintained by the registrar 

for two years after the last contact with the customer.  

The registrar must also escrow a range of data 

elements with ICANN and an escrow agent.  Some of 

this data retention is for the benefit of the customer, 

guarding against the sudden disappearance of a 

registrar, and with that the records of ownership of a 

domain, which can have considerable financial 

impact.  The stated purpose, however, is for law 

enforcement access. 

The contract that has been used since the inception of 

ICANN to enforce these data collection, use and 

disclosure requirements is the Registrars 

Accreditation Agreement (RAA).  A registrar cannot 

participate in the lucrative business of selling domain 

names unless it is accredited by ICANN, and in order 

to be accredited they must agree to collect a growing 

list of data elements, publish some in the WHOIS 

servers, and retain and escrow the ones listed in the 

agreement (see 

https://www.icann.org/en/system/files/files/approve

d-with-specs-27jun13-en.pdf section 3). 

New uses for this information have grown over the 

years, causing concern with respect to privacy and 

human rights.  When ICANN started there were only a 

few million Internet users, and domains were not 

often owned and operated by individual end users, 

they were more likely to be owned by universities, 

companies, and other organizations.  Once individuals 

and small business and associations became involved, 

it became much more of a violation of privacy and 

confidentiality rights to post name, address, and 

phone numbers on the Internet for the whole world to 

see.  Since the Internet is the dominant method of 

expression in 2015, some of the rights of 

confidentiality are extremely important to vulnerable 

groups, political speakers, and dissidents.  The debate 

at ICANN over disclosure has gone on for at least 15 

years, fought by a small team of civil society groups, 

and it is focused on both data protection and the 

broader human rights issues associated with speech 

and freedom of assembly. 

Who cares about WHOIS privacy?  Why do they care? 

These are good questions, given that there have been 

numerous task forces to “solve” the problem, and yet 

we appear to be no closer to an agreed balance 

between the benefits of transparency and disclosure of 

registrant identification data, and the rights of users 

to privacy and confidentiality.  Here is a list of some 

stakeholders who have intervened on the issue, and a 

brief summary of their contentions: 

 Governments have asked, through the 

Government Advisory Committee (GAC) at 

ICANN that WHOIS data be verified to ensure 

https://www.icann.org/en/system/files/files/approved-with-specs-27jun13-en.pdf
https://www.icann.org/en/system/files/files/approved-with-specs-27jun13-en.pdf
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greater accuracy, and that the data be made 

available. 

 Civil Society, notably through the Non-

Commercial Users Constituency and then 

later the Non-Commercial Stakeholder Group, 

have pushed for greater privacy through 

application of data protection law, and for the 

ability of anyone to use privacy/proxy services 

to register their names (a service where the 

proxy puts their data into the WHOIS). 

 Attorneys for small business owners and 

individuals who have received threatening 

letters from big intellectual property and 

trademark interests in order to get them to 

give up their domains have commented on the 

unfairness of some of the WHOIS 

requirements and dispute mechanisms. 

 The Intellectual Property Constituency (IPC) 

has demanded greater accuracy, accreditation 

of proxy services, expedited revelation of 

registrant data upon presentation of a 

complaint, and increased vigilance and 

cooperation from registrars in the matter of 

provision of customer data. 

 Registrars have objected to publishing the 

personal data of their customers, for business 

confidentiality reasons (other registrars try to 

market to them) and for customer service 

(privacy and confidentiality) reasons.  They 

have also objected to being asked by ICANN 

to act in non-compliance with data protection 

law. 

 Law enforcement agencies have alleged that 

P/P services hide criminal behavior. 

 Data protection commissioners and other 

authorities have written to ICANN to inform 

them that this data collection requires a stated 

purpose, that the disclosure to the entire 

Internet is unwarranted, that the data 

retention is now unconstitutional in Europe 

due to a recent decision of the European Court 

of Justice.  They commented on the 2013 

Registrars Accreditation Agreement that 

certain WHOIS provisions are not in 

compliance with data protection law and 

therefore European registrars will all require a 

waiver of the WHOIS publication 

requirements. 

In 2005, the WHOIS task force recommended a 

procedure be developed to manage compliance with 

data protection law, called the “WHOIS conflicts with 

law” procedure1.  Basically, a registrar has to provide 

proof, preferably in the form of a ruling from a data 

protection commissioner, that he is in non-

compliance with law, and he can then take that proof 

to ICANN and get a waiver for the offending aspects of 

the data collection and retention.  Every registrar in 

the same jurisdiction has to apply for a waiver, it is not 

automatically granted after the first one.  ICANN has 

established a volunteer working group to see if there 

are ways to streamline the waiver procedure, but the 

group is not empowered to alter the policy.   

In 2012, when the report of the latest WHOIS task 

force failed to resolve these fundamental tensions 

between transparency and data protection2, the CEO 

of ICANN, Fadi Chehade, struck an Experts Working 

Group (EWG) to start from scratch and fundamentally 

rethink the directory service model, offering a 

replacement for the WHOIS which was declared 

“broken”.  The group grappled with many of the same 

issues that other task forces before them struggled 

over, and when the report3 was released in June 2014 

the only privacy expert on the team issued a 

dissenting report4.  

There are many good elements in the EWG report: 

                                                        
1https://www.icann.org/resources/pages/whois-
privacy-conflicts-procedure-2008-01-17-en 
 
2https://www.icann.org/resources/pages/whois-rt-
final-report-2012-05-11-en 
 
3https://www.icann.org/en/system/files/files/final-
report-06jun14-en.pdf 
4 I was recruited in February 2013 to serve on the EWG. 
Although I agreed to many compromises in the process 
of developing the recommendations, at the end I had to 
dissent because I felt certain changes were 
unacceptable.  The dissent is available here 
https://community.icann.org/pages/viewpage.action?p
ageId=48343061. 
 

https://www.icann.org/resources/pages/whois-privacy-conflicts-procedure-2008-01-17-en
https://www.icann.org/resources/pages/whois-privacy-conflicts-procedure-2008-01-17-en
https://www.icann.org/resources/pages/whois-rt-final-report-2012-05-11-en
https://www.icann.org/resources/pages/whois-rt-final-report-2012-05-11-en
https://community.icann.org/pages/viewpage.action?pageId=48343061
https://community.icann.org/pages/viewpage.action?pageId=48343061
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 Recognition that users of the directory should 

not be anonymous, but that there should be 

layered access to credentialed individuals 

 Harmonization of the system to one unified 

database, whether regionally segregated or 

centralized, but not run by each registrar 

 Greater accuracy requirements in the system, 

to ensure valid contact data 

 Recognition of the need for a privacy policy 

 Recognition of the concept of secure 

anonymous credentials to enable vulnerable 

groups to register domains without being 

traced. 

 

However, from a privacy perspective, there are 

problems: 

 A mandatory requirement to allow individuals 

to consent to all uses of their data, including 

future uses as yet undefined. 

 Many elements of the system which mitigate 

privacy risk have not been accounted for, and 

might not be implemented. 

 Certain elements of the personal data lifecycle 

were determined to be out of scope (eg. the 

Registrar’s Accreditation Agreement, which 

sets out the data collection and retention 

requirements). 

 The disparity of power between the individual 

and the corporate actors does not inspire 

confidence in how the system will be 

administered.  A new type of contact, the 

“legal contact” was to be subject to mandatory 

disclosure.  Individuals who could not afford 

to hire a lawyer or other individual to 

represent them, would have their own address 

and telephone number disclosed. 

 There were no recommendations in the report 

to deal with the value-added services that feed 

on the WHOIS data, such as “WHOWAS” 

services.  For a fee, operators provide a 

historical archive of WHOIS data. Anyone 

who did not realize that it was important to 

protect her personal data through use of a 

proxy service, will find their personal data in 

WHOWAS databases, available to all for a fee, 

even years after they started using a proxy 

service.  Some providers will remove it on an 

annual basis, for a fee, but there are numerous 

competitive services so this could get 

expensive. 

An issues report on the final report of the EWG and of 

other matters relating to WHOIS is out for public 

comments until September 6, 2015 

(https://www.icann.org/public-comments/rds-

prelim-issue-2015-07-13-en). Furthermore, there is a 

plethora of other work related to the WHOIS directory 

going on simultaneously at ICANN5.  Will 2016 see 

progress on WHOIS debates at ICANN?  Stay tuned! 

 

The author is a PhD candidate at the University of 

Toronto. She can be reached at 

Stephanie.perrin@mail.utoronto.ca 

                                                        
5http://singapore52.icann.org/en/schedule/mon-
whois/presentation-whois-activity-roadmap-09feb15-
en 
 

mailto:Stephanie.perrin@mail.utoronto.ca
http://singapore52.icann.org/en/schedule/mon-whois/presentation-whois-activity-roadmap-09feb15-en
http://singapore52.icann.org/en/schedule/mon-whois/presentation-whois-activity-roadmap-09feb15-en
http://singapore52.icann.org/en/schedule/mon-whois/presentation-whois-activity-roadmap-09feb15-en
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COMMENTARY II 

The NETmundial Initiative (NMI) is a platform for 

collaboration among stakeholders that aims to improve 

synergy and coordination in the Internet Governance 

ecosystem, in cooperation with existing organizations. 

The Initiative significantly derives its name and core 

mission from NETmundial – the Global 

Multistakeholder Meeting on the Future of Internet 

Governance –held in April 2014, in Brazil.  

NETmundial was organized by the Brazilian Internet 

Steering Committee (CGI.br) with the support of the 

Internet Corporation for Assigned Names and Numbers 

(ICANN). It was convened by the government of Brazil 

in the aftermath of Edward Snowden’s revelations of 

mass surveillance. One of the goals of NETmundial was 

to restore a positive governance environment that 

would foster trust and cooperation to face common 

challenges.  

NETmundial was explicitly aimed at addressing two 

problems: the need to identify a set of universally 

acceptable Internet governance principles and the need 

to propose a way forward for the evolution of the 

Internet governance institutional ecosystem. Both 

issues were tackled in the NETmundial outcome 

document, which embodies a rough consensus across 

stakeholder groups. Dissenting voices were few, albeit 

vocal. Article 19 raised concerns that privacy and net 

neutrality were not adequately addressed, on behalf of 

some civil society organizations. Among countries, 

Russia, India and Cuba expressed their reservations.1 

This public divergence seemed to have driven further 

apart countries that pursued alliances in the past, such 

as India and Brazil, and showed some of the difficulties 

in articulating political alliances among the BRICS 

nations.  

                                                        
1See Transcripts of NETmundial closing session,April 24, 
2014, http://netmundial.br/wp-
content/uploads/2014/04/NETMundial-23April2014-
Closing-Session-en.pdf. 

On a substantive level, NETmundial’s outcome 

document represents several achievements. It placed 

human rights as the cornerstone of the Internet 

governance ecosystem, it supported distributed 

mechanisms of governance, it emphasized the 

importance of enhancing both democratic and 

multistakeholder participation, and it ultimately 

represents progress towards public interest-driven 

Internet governance.  

After NETmundial, ICANN, the World Economic 

Forum and CGI.br decided to work together in order to 

carry forward the spirit of collaboration that emerged 

in São Paulo and to make sure the outcome document 

became a reference point for global discussions. These 

were the three founding organizations of the 

NETmundial Initiative.   

The creation of NMI was not free of criticism. While 

some argued that NMI represented a takeover of 

Internet Governance by business interests, others 

believed that it represented a move towards 

centralization and mistook it for a “UN security council 

of the Internet”. There was also fear that NMI would 

compete with existing organizations, such as the 

Internet Governance Forum.  

Amidst controversy, the NMI coordinating council was 

appointed, consisting of a group of 25 representatives 

from different stakeholder groups. The political weight 

of the council is indisputable. The Minister of 

Cyberspace of China, Lu Wei, shares a seat on the table 

with the US Secretary of Commerce, Penny Pritzker, 

with representatives of companies, such as Telefonica 

and Alibaba group, and with reputed civil society and 

academic organizations, such as the Association for 

Progressive Communications (APC) and Human Rights 

Watch. The multistakeholder composition of the 

council strengthened the legitimacy of NMI, however, 

some resistance to the Initiative still persists. 
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The first task of the coordinating council was to define 

the mission and scope of the NMI, enshrined in its 

terms of reference. In a nutshell, the Initiative aims to 

catalyze cooperation among stakeholders in order to 

advance the implementation of the NETmundial 

Principles and Roadmap. This mission can be 

accomplished in different ways. For instance, NMI aims 

to serve as a clearinghouse for the collection and 

dissemination of information about Internet 

governance as well as to provide a platform on which 

diverse actors can present projects, solicit partners and 

establish collaboration. Both goals are being 

accomplished with the creation of the NETmundial 

solutions map – which identifies clusters of policy 

related Internet issues and correlates them with 

relevant actors, documents and processes – and with 

the upcoming launch of the NETmundial collaboration 

platform, which will host project proposals.  

The inaugural meeting of NMI took place in June, in 

São Paulo. It was a remarkable experience of 

multistakeholder interaction. Those who watched the 

webcast of the meeting were able to witness a lively 

debate between the Chinese Minister of Cyberspace and 

the representative of the Human Rights Watch over 

online activism and the protection of human rights. 

They could also see Internet tycoons from China and 

Africa discussing the inclusion of young people in the 

job market. The less formal environment of the council 

allows for interactions that would never take place 

under the United Nations. This could help to create 

channels for fruitful and pragmatic dialogue. 

In December 2015, a UN high-level meeting will be 

held to assess the progress made in the ten years that 

followed the World Summit on the Information Society 

(WSIS). One of the key points emerging from the 

preparatory discussions is that, at least on the level of 

discourse, most countries give support to the idea of a 

multistakeholder Internet governance. China 

mentioned it in several occasions. India’s IT Minister, 

Ravi Shankar Prasad, supported the multistakeholder 

approach during his speech in the 53rd ICANN meeting. 

The path towards convergence seems less cloudy, 

including among the BRICS. In this scenario, the way 

to concretely implement multistakeholder 

collaboration will probably be the key dispute in the 

upcoming years. 

The NETmundial Initiative allows the chance to 

experiment with new models of collaboration. NMI’s 

solution-driven approach, made possible by the 

environment of trust and openness that is being built in 

the coordinating council, may provide a breath of fresh 

air. It can pave the way for the implementation of the 

NETmundial outcome document, a remarkable result 

of multistakeholder dialogue and participation. 

The author is a researcher and coordinator of the 

Center for Technology and Society of the Rio de 

Janeiro Law School of the Getulio Vargas Foundation 

(FGV). She is one of the five co-chairs of the 

NETmundial Initiative.  

 

http://map.netmundial.org/
http://map.netmundial.org/
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COMMENTARY III 

In 1995, 41 NATO countries signed the Wassenaar 

Arrangement on Export Controls for Conventional 

Arms and Dual-Use Goods and Technologies, defining 

export restrictions on some technologies leftover from 

the Cold War. In 2013, the Arrangement was amended 

to include "intrusion software" and surveillance 

systems. As a result, the signatories couldn't export 

spyware even for legitimate purposes to emerging 

markets. Since then, a decision made by NATO 

countries has forced countries like India to consort 

with dodgy purveyors like the Italian Hacking Team, 

the British FinFisher and the French VUPEN for 

hacking and interception tools. The nature of such 

deals was outed when, in an ironic twist, hackers outed 

the internal communications of Hacking Team on 

WikiLeaks in July 2015. 

 

The amendments have already been panned for being 

too broad - "unworkably" so, per the EFF: "the 

definition risks sweeping up many of the common and 

perfectly legitimate tools used in security research". 

The amendments also subject spyware to the same 

restrictions as those in place for, for example, 

electronics, avionics and propulsion systems. And 

finally, the arrangement leaves it up to individual 

countries to enforce the specified controls and is not 

legally binding, i.e. non-proactive, letting private 

enterprises engage in the irresponsible trade of 

spyware. 

 

Then again, would India have purchased anything from 

the US government following Edward Snowden's 

revelations in 2013? As long as the US reserves the 

right to hack, surveil, spy, and plant trojans and zero-

day exploits, there will be smaller countries seeking to 

access defensive capabilities like encryption and 

firewalls one way or another in order to level the 

playing field - and someday justify mass surveillance 

and censorship by the persistence of need. 

 

Moreover, software development is already one of 

India's strong suites and it's not inconceivable that 

some years from now both India and China will become 

exporters of surveillance equipment and "intrusion 

hardware" in general. Even the Wassenaar 

Arrangement would've been more credible and effective 

had it invited such 'major' importers to participate in 

drafting the export controls for "intrusion software" at 

least. The US Deputy National Security Advisor had 

said the Obama administration supported India's 

inclusion in the Wassenaar Arrangement, but that was 

in 2010. 

 

For all these reasons, attempts to create a level playing 

field hence shouldn't be ad hoc or perfunctory. Such 

attempts should also be multilateral and mindful of the 

needs of countries facing sophisticated threats from 

entities like the Islamic State. In fact, two features, 

borrowed from the regulatory regime surrounding 

nuclear technology, come to mind: 

 

1. Requiring aspiring receivers of surveillance 

and censorship technologies like India to have 

meaningful privacy laws before prospective 

senders agree to transfer technologies with 

guarantees provided through a binding 

agreement. This would protect the selling 

government from liabilities, allow it to claim 

meaningful guardianship over other countries' 

use of spyware and surveillance technology, 

and also help make headway on issues like 

native encryption on ubiquitous electronic 

devices like mobile phones, which often make 

their way across borders. 

 

Having an independent body to monitor compliance, 

facilitate the resolution of disputes, and control which 

companies can sell surveillance tools to governments 

through licenses. Non-compliance with 'standard 

practices' - themselves arbitrarily defined, such as 

basic privacy laws - often results in either protracted 

https://www.eff.org/deeplinks/2015/05/we-must-fight-proposed-us-wassenaar-implementation
https://cyberlaw.stanford.edu/publications/changes-export-control-arrangement-apply-computer-exploits-and-more
https://cyberlaw.stanford.edu/publications/changes-export-control-arrangement-apply-computer-exploits-and-more
https://en.wikipedia.org/wiki/Wassenaar_Arrangement
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disputes or disputes in which one party comes off 

smarting, and neither are desirable outcomes because 

they delay infrastructure development. Moreover, 

overreaching governments are often spurred by 

terrorism and other persistent threats to justify 

widespread surveillance and censorship, where 

counter-surveillance tools are neither accessible nor 

deemed necessary by a majority of the population, and 

where "bigger problems" often supersede such 

debates. Finally, it will also help countries have honest 

conversations on international surveillance regimes 

and not be distracted by programmes like PRISM. An 

independent international body could check and, by 

invitation, enforce compliance as well as help contain 

the use of networking tools for legitimate purposes. 

 

Going after companies like Hacking Team - and 

VUPEN and FinFinisher - alone is meaningless because 

they fulfil a need, albeit one we may not have fully 

understood but whose legitimacy manifests from time 

to time. But to keep such companies from selling what 

are tools of oppression in the hands of an oppressor, 

the recognition of certain first principles of digital 

privacy must be universal so that sanctions may be 

more uniformly and consensually imposed; so that 

groups like the NATO don't have too much bargaining 

power in who gets to access surveillance equipment; so 

that the technical standards may be defined keeping a 

perspective more humanitarian than political in mind. 

 

The author is the Science & Technology editor, The 

Wire.  
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COMMENTARY IV 

For more than a year now, the customers and 

operational communities performing key internet 

functions related to domain names, numbers and 

protocols have been negotiating the transfer of IANA 

stewardship. India has dual interests in the ICANN 

IANA Transition negotiations: safeguarding 

independence, security and stability of the DNS for 

development, and promoting an effective transition 

agreement that internationalizes the IANA Functions 

Operator. 

 

Last month the IANA Stewardship Transition 

Coordination Group (ICG) set in motion a public 

review1 of its combined assessment of the proposals 

submitted by the names, numbers and protocols 

communities. 

 

In parallel to the transition of the NTIA oversight, the 

community has also been developing mechanisms2 to 

strengthen the accountability of ICANN and has 

devised two workstreams that consider both long term 

and short term issues. 

 

Currently, the root of the Internet's domain name is 

managed by ICANN as the IFO in coordination with 

VeriSign Inc. acting as the Root Zone Maintainer 

(RZM). The Root Zone Management process is limited 

to the performance of two specific functions with 

respect to a root zone change request: 

 

 NTIA verifies that ICANN (IFO) has followed 

established policies and procedures in 

processing the request; and 

 NTIA gives the final authorization to the 

VeriSign (RZM) to update the contents of the 

root zone to implement the change request.8 

                                                        
1 NTIA IANA Functions' Stewardship Transition See: 
https://www.icann.org/stewardship 
2CCWG on Enhancing ICANN Accountability See: 
https://community.icann.org/display/acctcrosscomm/
CCWG+on+Enhancing+ICANN+Accountability 

 

 
Source: http://content.netmundial.br/files/96-1.png 

 

The ICG-consolidated proposal and accountability 

mechanisms are limited, in that, they only address the 

concerns of NTIA oversight with respect to the IFO 

aspect of root zone management. The security, stability, 

and resiliency of the Internet DNS rests on uncertain 

foundations with two critical aspects of the DNS 

Management — the Root Zone Administrator (RZA) 

and RZM -- having been precluded from the scope of 

the transition proposal being developed through the 

multistakeholder process. Precluding jurisdiction from 

the transition process and relegating the long term 

contractual, legal and geopolitical issues to the second 

accountability workstream without a specific timeline 

for resolution of issues the process is a substantive 

failure in resolving long standing DNS management.  

 

It is often argued that the NTIA exercises little 

influence in either oversight roles and there exists a 

direct channel for data exchange between the IFO and 

the RZM in order to ensure that all data changes stay 

consistent from user submission to ultimate inclusion 

in the root zone. The NTIA claims it neither determines 

the contents of the root zone, which is done through the 

implementation of policies that have been defined by 

the ICANN policy development process, nor does it act 

an intermediary between the IFO and RZM functions. 

https://www.icann.org/stewardship
https://community.icann.org/display/acctcrosscomm/CCWG+on+Enhancing+ICANN+Accountability
https://community.icann.org/display/acctcrosscomm/CCWG+on+Enhancing+ICANN+Accountability
http://content.netmundial.br/files/96-1.png
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However, it is this direct channel for data exchange that 

has also led NTIA to acknowledge in its IANA 

Functions and related root zone management 

transition questions and answers, that “Aspects of the 

IANA functions contract are inextricably intertwined 

with the VeriSign cooperative agreement (i.e., 

authoritative root zone file management), which 

would require that NTIA coordinate a related and 

parallel transition in these responsibilities.”3 

 

While initially the RZA and RZM were not within the 

scope of this transition, several proposals have 

considered this relationship. The Indian government’s 

submission4 to the CWG names had noted this 

relationship and called for the role of RZM to be 

included in the transition process. The ICG combined 

proposal too noted that some form of agreement 

between the RZM and the IFO will be essential when 

NTIA withdraws. The names community had called for 

doing away with this authorization role altogether.5 By 

not addressing the NTIA’s administrative role 

associated with root zone management there was little 

or no clarity on whether the RZA and RZM would be a 

part of the stewardship transition. That is, until now.  

 

The Verisign/ICANN proposal6 on root zone 

management is controversial, not least because of the 

                                                        
3 NTIA, IANA Functions and Related Root Zone 
Management Transition Questions and Answers, March 
18, 2015 See: http://www.ntia.doc.gov/other-
publication/2014/iana-functions-and-related-root-
zone-management-transition-questions-and-answ 
4Comments of Government of India on the ‘2nd Draft 
Proposal of the Cross Community Working Group to 
Develop an IANA Stewardship Transition Proposal on 
Naming Related Functions’ See: 
http://forum.icann.org/lists/comments-cwg-
stewardship-draft-proposal-
22apr15/pdfJGK6yVohdU.pdf 
5Revised CWG Draft Proposal Section III.A.iii Proposed 
changes to root zone environment and relationship with 
Root Zone Maintainer, reference the Internet 
Governance Project blog. August 8, 2015 See: 
https://community.icann.org/download/attachments/5
2894950/DT-F_III.A.iii-
Revised.docx?version=1&modificationDate=143442083
2000&api=v2 
6Verisign/ICANN Proposal in Response to NTIA Request 
Root Zone Administrator Proposal Related to the IANA 
Functions Stewardship Transition See: 
http://www.ntia.doc.gov/files/ntia/publications/root_z

secrecy and limited consultation involved in its 

development. The proposal developed by ICANN and 

Verisign advocates for the IFO taking on an 

authentication role and running a parallel system 

(RZA2) replicating the existing RZA functions for three 

months. The proposal does not provide clarity if the 

Cooperative Agreement between NTIA and VeriSign 

will be amended. Importantly, the transition of the 

administrative role performed by NTIA to the IFO will 

be initiated only after the IANA transition has been 

completed. Further, RZA2 has to be operational 

without any discrepancies for three months to be 

considered capable of performance in the absence of 

the RZA / NTIA role.  

 

The proposal does not state a deadline for termination 

of the existing cooperative agreement between NTIA 

and Verisign nor is it evident whether ICANN will be 

the contracting party or if Verisign will wield the 

contract over the IFO. Further, it is the Verisign 

Cooperative Agreement, not the IANA functions 

contract, that gives the US government authority over 

all root zone file changes.7 Since Verisign has 

operational control of the root zone, if the Cooperative 

Agreement with NTIA is not modified the US control of 

the DNS root remains unchanged. In the RZA 

transition proposal circulated by NTIA, the reasons for 

the continuation of the agreement are unclear. For 

example, it does not clarify if the continuation is linked 

to Verisign being shielded from liability of making root 

zone changes by the USG.8 

 

Critically, the proposal limits the scope of the transition 

and excludes the RZA role of NTIA and RZM role of 

VeriSign in the maintenance and publication of the 

Root Zone. It ignores the important structural 

separation that is needed between the DNS-related 

                                                                                             
one_administrator_proposal-relatedtoiana_functionsste-
final.pdf 
7 Milton Mueller, Oops, The Fly in the IANA Transition 
Ointment, March 22, 2014 See: 
http://www.internetgovernance.org/2014/03/22/oops
-the-fly-in-the-iana-transition-ointment/ 
8Milton Mueller, What's Going On Between NTIA, ICANN 
and VERISIGN? Internet Governance Project, August 18, 
2015 See: 
http://www.internetgovernance.org/2015/08/18/wha
ts-going-on-between-ntia-icann-and-verisign/ 

http://www.ntia.doc.gov/other-publication/2014/iana-functions-and-related-root-zone-management-transition-questions-and-answ
http://www.ntia.doc.gov/other-publication/2014/iana-functions-and-related-root-zone-management-transition-questions-and-answ
http://www.ntia.doc.gov/other-publication/2014/iana-functions-and-related-root-zone-management-transition-questions-and-answ
http://forum.icann.org/lists/comments-cwg-stewardship-draft-proposal-22apr15/pdfJGK6yVohdU.pdf
http://forum.icann.org/lists/comments-cwg-stewardship-draft-proposal-22apr15/pdfJGK6yVohdU.pdf
http://forum.icann.org/lists/comments-cwg-stewardship-draft-proposal-22apr15/pdfJGK6yVohdU.pdf
https://community.icann.org/download/attachments/52894950/DT-F_III.A.iii-Revised.docx?version=1&modificationDate=1434420832000&api=v2
https://community.icann.org/download/attachments/52894950/DT-F_III.A.iii-Revised.docx?version=1&modificationDate=1434420832000&api=v2
https://community.icann.org/download/attachments/52894950/DT-F_III.A.iii-Revised.docx?version=1&modificationDate=1434420832000&api=v2
https://community.icann.org/download/attachments/52894950/DT-F_III.A.iii-Revised.docx?version=1&modificationDate=1434420832000&api=v2
http://www.ntia.doc.gov/files/ntia/publications/root_zone_administrator_proposal-relatedtoiana_functionsste-final.pdf
http://www.ntia.doc.gov/files/ntia/publications/root_zone_administrator_proposal-relatedtoiana_functionsste-final.pdf
http://www.ntia.doc.gov/files/ntia/publications/root_zone_administrator_proposal-relatedtoiana_functionsste-final.pdf
http://www.internetgovernance.org/2014/03/22/oops-the-fly-in-the-iana-transition-ointment/
http://www.internetgovernance.org/2014/03/22/oops-the-fly-in-the-iana-transition-ointment/
http://www.internetgovernance.org/2015/08/18/whats-going-on-between-ntia-icann-and-verisign/
http://www.internetgovernance.org/2015/08/18/whats-going-on-between-ntia-icann-and-verisign/
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RZM functions performed by Verisign and its duties as 

the exclusive registry for the dot-com registry which it 

has been managing since 2000. VeriSign took over the 

management of the dot-com registry after acquiring it 

in a deal valued at 21 billion dollars9 and while it has 

sold off most of the Network Solutions business in 

2003, VeriSign has continued to retain control of the 

dot-com registry. As of, 31 December, 2014, there were 

115.6 million registered dot-com names and the dot-

com TLD remains the largest domain based on the 

number of registered domains.10 Simply put, VeriSign 

has a stake in ensuring it continues to retain its 

advantage as a first mover with no competitors.  

 

Since it is the IANA contract that decides who gets to 

run an internet registry, in the event of the transfer of 

the NTIA administrative role over the RZM to the IFO, 

it still remains unclear who would be the Steward of the 

RZM Cooperative Agreement and therefore have the 

power to move the ownership of the dot-com to a 

different entity. While there are processes for such a 

transfer of ownership, these have been actively abused 

in the past in cases of  Iraq's '.ir' registry and 

Afghanistan's '.af' registry following the USG takeover 

of both countries.11 

 

It should also be noted that the USG has also used its 

contract with VeriSign to extend its jurisdiction on 

domain names. Previously, registering a domain name 

with a non-U.S. registrar and avoiding U.S. servers was 

sufficient to fall outside U.S. jurisdiction as a court 

order requiring the domain name registrar to transfer 

ownership of the domain (or redirect the site) was only 

enforceable in the jurisdiction in which it was issued.  

In 2012, the State of Maryland prosecutors were able to 

obtain a warrant ordering Verisign, the company that 

                                                        
9 Sean Michael Kerner, Dot-Com Domain Turns 30 and Is 
Still Growing, March 2015 See: 
http://www.eweek.com/clo, "ud/dot-com-domain-
turns-30-and-is-still-growing.html 
10 VeriSign Domain Name Industry Brief (DNIB), 31 
December, 2014 See:  
http://www.verisigninc.com/assets/domain-name-
report-march2015.pdf 
11 Kieren McCarthy, “If you read anything today about 
ICANN taking over the internet, make sure it's this”, 4 
August, 2015. See: 
http://www.theregister.co.uk/2015/08/04/removal_us
_government_from_internet_control/?page=2 

manages the dot-com domain name registry, to redirect 

the website to a warning page advising that it has been 

seized by the U.S. Department of Homeland Security.12 

The domain name was registered in Canada with 

Vancouver-based DomainClip and this particular case 

highlights the supra-jurisdiction that US exercises over 

the Internet and which it can exercise through the 

location of the domain name registry. That VeriSign's 

accountability issues related to its RZM function and 

the conflict of interest arising from its role as the 

dotcom registry under contract with IANA not being 

addressed by the operational communities is a serious 

gap in the internationalization of the DNS root. 

 

For India, the NTIA's oversight role for both the RZM 

and IFO are essential aspects of a future DNS regime. 

This peculiar arrangement in the efforts to 

internationalize the DNS neither meets the needs and 

expectations of the global customers and partners of 

the IANA services nor lends credibility or support to a 

viable multistakeholder model. In view of the recent 

developments, India should seek that the IANA 

Functions Operator (IFO) transition process should be 

coordinated and aligned with the transition of the RZA 

and RZM Functions within DNS Management. 

 

The author is a Programme Officer working on 

internet governance at the Centre for Internet and 

Society, India.  

 

 

                                                        
12Michael Geist “All Your Internets Belong to US, 

Continued: The Bodog.com Case”, March 6, 2012 
See: http://www.michaelgeist.ca/2012/03/bodog-
case-column-post/ 
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COMMENTARY V 

The strategic importance of cyberspace – for providing 

economic benefits, socio-cultural advancement, and 

enabling a level playing field between haves and have-

nots – is widely acknowledged. Cyberspace is considered 

by many as a global commons. Military establishments 

consider it as the fifth domain — after land, sea, air and 

space. Some experts, however, argue that since all 

components of cyberspace – cables, devices, servers, 

networks, data etc -- have established ownership, it 

doesn’t qualify as one of the global commons.  

 

On the lines of nuclear doctrines, comprehensive cyber 

doctrines and treaties will emerge sooner rather than 

later, with countries signing non-aggression pacts on 

cyberattacks, and forging cyber defence agreements that 

put cyber attacks in the same policy bucket as kinetic 

acts. The White House is reportedly developing economic 

sanctions against individuals and companies in China, 

and possibly against the Chinese government, who they 

believe, might be involved in espionage against the US 

government and corporations. It reflects how cyber 

security is becoming fundamental to core policies of 

nation states, with domain experts calling it an 

unprecedented move. 

 

Problems are growing at a worrisome rate, with security 

attacks increasing exponentially, what with 2014 getting 

termed as the year of Data Breaches, targeted cyberattack 

on critical infrastructure, and rising cybercrime 

numbers. Cyber security concerns, which were earlier 

considered merely a technical or an IT problem, have 

today escalated into a business-risk concern for senior 

management and boards of organizations. Ashley 

Madison’s CEO recently resigned in the wake of a hack, 

which led to a data breach. A growing number of 

companies in the West are appointing Board of Directors 

with specific information security or cyber security skill 

sets; companies like Wells Fargo, AIG and General 

Motors being a few examples.  

 

With impetus on the Digital India programme roll out, 

smart city projects gaining momentum, and IoT 

interactions and M2M communications getting 

actualised, security issues will only aggravate. It has 

become a national security concern for nation states as 

well. Prime Minister Narendra Modi at the launch of the 

Digital India program said “I dream of an India where 

Cyber Security is an integral part of National Security”. 

He highlighted that future wars will not be kinetic, but in 

cyberspace, calling ‘Rakht-Vihin Yudhha (Bloodless 

war)’, a reality.  

 

At NASSCOM’s 25th year celebration event in New Delhi 

earlier this year, Mr. Modi mentioned in his interactions 

with world leaders after he came to power, that 

cybersecurity had emerged as a common concern. Given 

our successful track record of establishing leadership in 

the global IT space, PM Modi suggested that solutions 

should come from India. To establish leadership in this 

domain as well, he suggested NASSCOM to create a Task 

Force on Cyber Security and propose solutions that 

address national and global requirements. Accordingly, 

NASSCOM constituted ‘Cyber Security Task Force 

(CSTF)’ with security and business leaders across sectors 

and verticals, including the government and with DSCI 

anchoring the CSTF initiative.  

 

NASSCOM envisages the Indian IT industry to achieve a 

size of USD 350-400 billion by 2025. Given the existing 

status and possibility of rapid growth, CSTF’s vision is 

that the country can aspire to build a cyber security 

product and services Industry of USD 35-40 billion by 

2025, and generate a million skilled jobs in the security 

space, to cater to the rising global demand. Around 1000 

successful security companies are expected to be built in 

the process- ambitious, but not impractical!   

 

Israel’s cyber exports, majorly dominated by cyber 

security products, doubled from USD 3 billion in 2013 to 

USD 6 billion in 2014. The overall market for Indian 

product companies in the security space has increased at 
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a rate of about 50% over the past two years, while annual 

growth in security services (consulting, managed security 

services, implementation and support) is estimated to be 

around 10%. Overall revenues for Indian companies from 

both domestic and global market clock at around USD 4 

billion currently.  

 

As part of the CSTF initiative, four Working Groups – 

Industry Development, Technology Development, Skills 

Development and Policy Development – were formed. 

Over a period of two months, more than 300 experts 

from industry, academia and government participated in 

the exercise to prepare a set of recommendations to be 

given to the Task Force. The Task Force would then 

prioritize recommendations to be offered to the 

government. The team is now in the process of 

supporting the draft recommendations with secondary 

research, to see what exists that can be leveraged, what 

needs amendment and needs to be newly created. At the 

time of writing, the final report is expected to be ready in 

a few weeks. 

 

With cyber security on the PM’s agenda, things appear to 

be moving in a positive direction in India. The Joint 

Working Group (JWG) on Public Private Partnership 

(PPP) in Cyber Security serves as an institutional 

mechanism for Cyber Security dialogue amongst 

Industry and Government. Setting up a federal structure 

on Cyber Security, and appointment of nodal 

agency/coordinator for the said purpose was highlighted 

as priority item in the 2012 NASSCOM-DSCI report 

‘Securing our Cyber Frontiers’1. 

 

Countries are realizing the importance of cyber security, 

but suffer from acute shortage of skilled workforce to 

tackle such challenges. Japan vows to train thousands on 

cybersecurity ahead of 2020 Olympics. Nations have to 

take appropriate steps in their respective jurisdictions to 

create necessary laws, promote the implementation of 

reasonable security practices, incident management, and 

information sharing mechanisms, and continuously 

educate both corporate and home users about cyber 

security. It is a global problem that has to be addressed 

globally by all governments jointly. 

                                                        
1https://www.dsci.in/sites/default/files/NASSCOM-
DSCI%20Cyber%20Security%20Advisory%20Group%2
0(CSAG)%20Report.pdf 

The author is working as a Senior Consultant with the 

Data Security Council of India. Views expressed are 

personal.  
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STATEMENTS 

First  Session of the Review by the UN General 

Assembly on the implementation of the 

outcomes of the World Summit on 

Information Society 

Statement by Mr. Santosh Jha, Director 

General, Ministry of External Affairs 

New York - July 1, 2015  

Thank you distinguished co-facilitators for giving me 

the floor. We would like to place on record our 

sincerest appreciation to both the co facilitators for 

their able stewardship of this process and for the well 

crafted road map that has been placed before us. At 

the outset, my delegation would like to align itself with 

the statement delivered by the distinguished 

representative of South Africa on behalf of the Group 

of 77 and China.  

In identifying areas for incorporation in the WSIS + 10 

review process, we should keep the Modalities 

Resolution, as the guiding benchmark for us. More 

specifically, in this context, we would like to flag the 

following SEVEN key issues: First, we believe that the 

overarching focus of the review must be anchored in 

the vision of the Tunis Agenda to utilize ICT’s for 

development and for the benefit of developing 

countries. We need to take stock of the 

implementation of the WSIS Action lines in the Tunis 

Agenda, review their existing mechanism and update 

them and provide the necessary course correction to 

make them relevant for the challenges of the 21st 

century.  

Second, we need to explicitly recognize the lack of 

follow up on the funding mechanisms for ICTs to 

implement the Tunis Agenda. There is a need to 

address capacity building, and transfer of technology, 

in keeping with the yet unfulfilled mandate outlined in 

Para 9 of the Tunis Agenda.  

Third, the stark gap in the digital divide between the 

developed and developing world needs to receive our 

attention. Despite significant advances, 50% of the 

world’s population, mostly from developing and least 

developed countries, continues to be denied access to 

ICTs. The growing gender digital divide which has 

become even more sharp and acute is a related area of 

concern and needs to be specially factored into the 

review agenda. There is also a need to go beyond 

access issues and focus on affordability and 

multilingualism for inclusive growth and 

development. The formal launch of the “Digital India” 

programme earlier today by the Hon’ble Prime 

Minister of India seeks to address these and other 

issues related digital empowerment of all its citizens.  

Fourth, on the issue of internet governance, it is 

imperative to acknowledge the platform of the 

internet as a global public good, where all 

stakeholders have an equal stake in its functioning 

and efficiency. India would like to reaffirm and renew 

its commitment to the multi-stakeholder processes. 

My delegation welcomes the participation of all 

relevant WSIS stakeholders in the review process and 

looks forward to incorporating their inputs to make 

the IGF more broad-based and globalised. At the same 

time, we also believe that enlisting and encouraging 

participation from the developing world in these 

processes needs particular attention.  

Fifth, the mandate of Para 69 of the Tunis Agenda, 

which had called for the process of Enhanced 

Cooperation, remains as yet unfulfilled and needs our 

special consideration. In this context, India especially 

recognizes the need for identifying issues which have a 

direct impact on national security and calls for 

enhanced role for governments in dealing with such 

issues.  

Sixth, we need to recognize the need to build a 

common understanding on the applicability of 

international rights and norms, particularly the 

freedom of expression to activities in cyberspace; to 

ensure better protection of all citizens in the online 
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environment and strike an ideal balance between 

national security and internationally recognized 

human rights; and to create frameworks so that 

internet surveillance practices motivated by security 

concerns are conducted within a truly transparent and 

accountable framework. Further, my government 

would also like to express our strong affirmation of the 

principles of net neutrality.  

And finally, we must keep in mind that our work is 

taking place in the 70th anniversary year of the UN. In 

this historical year, we are also seeking to conclude the 

post-2015 Development Agenda and to hold the 

Financing For Development Conference and the 

COP21 meeting on Climate Change. We need to 

acknowledge the synergy and inter-linkages between 

the WSIS Review and these three major meetings of 

UN system in 2015 and reflect them appropriately in 

our outcome document.  

Co Facilitators, our engagement at the WSIS + 10 

process stems from our deep and substantive 

understanding of the wherewithal needed to make 

ICTs truly relevant for the benefit of the entire planet 

and not just the privileged few. Please rest assured of 

our fullest and steadfast support in helping you drive 

this process to its successful conclusion. I thank you 

Co Facilitators. 

Source: Permanent Mission of India to the United 

Nations, July 1, 2015 

 
 
 
Joint Statement: 2015 India-United States 
Cyber Dialogue 
 
Washington, DC - August 13, 2015 
 
To increase global cybersecurity and promote the 
digital economy, the United States and India have 
committed to robust cooperation on cyber issues. To 
that end, the United States and India met at the U.S. 
Department of State in Washington, DC on August 11 
and 12 for the 2015 US - India Cyber Dialogue. 
 
The whole-of-government Cyber Dialogue, fourth in 
the series, was led by the U.S. Cybersecurity 
Coordinator and Special Assistant to the President 
Michael Daniel and by India's Deputy National 

Security Advisor Arvind Gupta. The Department of 
State Coordinator for Cyber Issues Christopher 
Painter and the Ministry of External Affairs Joint 
Secretary for Policy Planning, Counter terrorism, and 
Global Cyber Issues Santosh Jha co-hosted the 
Dialogue. U.S. whole-of-government participation 
included the Departments of State, Justice, Homeland 
Security, Treasury, and Commerce. The Indian 
government was represented by the National Cyber 
Security Coordinator at the National Security Council 
Secretariat, the Ministry of External Affairs, the 
Ministry of Home Affairs, and the Ministry of 
Communication and Information Technology. 
 
The delegations discussed a range of cyber issues 
including cyber threats, enhanced cybersecurity 
information sharing, cyber incident management, 
cybersecurity cooperation in the context of 'Make in 
India', efforts to combat cybercrime, Internet 
governance issues, and norms of state behavior in 
cyberspace. 
 
The two delegations identified a variety of 
opportunities for increased collaboration on cyber 
security capacity-building, cyber security research and 
development, combatting cybercrime, international 
security, and Internet governance, and intend to 
pursue an array of follow-on activities to bolster their 
cyber security partnership and achieve concrete 
outcomes. 
 
In addition to the formal Dialogue, the delegations 
met with representatives from the private sector to 
discuss issues related to cybersecurity and the digital 
economy. The Indian delegation also met with Deputy 
Secretary of State Antony Blinken and Assistant to the 
President for Homeland Security and 
Counterterrorism Lisa Monaco. 
 
The two countries decided to hold the next round of 
the Cyber Dialogue in Delhi in 2016. 
 
Source: Ministry of External Affairs, India, August 
14, 2015 
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