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THIS MONTH IN CYBER 

Governance 
 
Human Rights Watch (HRW) has criticised a 
telecommunications law recently adopted by Kuwait, 
saying it appeared “designed to give prosecuting 
authorities even wider legal authorization for violating 
Kuwaitis’ right to free speech.” The law allows the 
government to block Internet access, censor content, 
and arbitrarily revoke the licenses of service providers. 
  
India hit an e-milestone, with more than 1.5 billion e-
governance transactions taking place in the country 
during the first seven months of 2014. In a report to the 
Parliament, Minister for Communications and 
Information Technology Ravi Shankar Prasad also 
noted the rapidly growing number of Internet users in 
India. 
 
New criticism of the American National Security 
Agency (NSA) has emerged, with recently declassified 
documents from the Foreign Intelligence Surveillance 
Court showing that private Internet communications 
were ‘overcollected’. The NSA could not collect 
permitted metadata without also collecting private 
information like the contents of emails – surveillance 
which was beyond their legal mandate.  
 
A Tennessee-based company that was a victim of a 
‘cyberheist’ is suing the bank where its accounts were 
held in an attempt to recover its financial losses. If the 
case proceeds it could provide a standard by which to 
determine responsibility in such cybercrime cases, 
which in the past have had varied results.  
 
Google is joining forces with China Mobile, Global 
Transit, China Telecom, SingTel, and KDDI to build 
‘Faster’, a trans-Pacific fibre optic cable connecting 
Japan and the United States. The trans-Pacific route is 
one of the longest globally, and Faster has 
unprecedented capacity, and should be able to transmit 
60 terabytes a second.  

Leading civil society organisations in Africa got 
together to draft an “African Declaration for Internet 
Rights and Freedoms” to set out the principles and 
practices to take the Internet forward in Africa. 
 
The Internet of Things has taken a new leap forward, as 
scientists at the University of Washington have 
discovered a way to harness the energy from wi-fi 
signals, called ‘Wi-Fi backscatter’, which can charge 
small devices and connect them to the Internet.  
 
Internet freedom has taken a hit in Russia, where a 
system of registration for blogs which get more than 
3,000 daily views has been instituted. Bloggers must 
register with the government, eliminating anonymity, 
and will be held liable for profanity and 
‘misinformation’ published on their blogs and 
comment sections. 
 
This month also saw Melbourne host the Australian 
Internet Governance Forum (auIGF), featuring 
discussions on metadata retention, privacy, 
accountability and more in cyberspace.  
 
 
Security 
 
The big news in cybersecurity this month was the 
revelations that American bank, J.P. Morgan was 
struck by hackers in a series of coordinated 
sophisticated cyberattacks. While premature, there is a 
theory that Russian hackers carried out these attacks in 
retaliation for Western economic sanctions. It is not 
clear if these actions are State-backed or not. New 
articles also point to a flourishing black market where 
sensitive information stolen by hackers, such as bank 
passwords, are bought and sold. Similarly, the 
Ukrainian prime minister’s office	   and ten Ukrainian 
embassies have been attacked by a cyber espionage 
weapon, linked to Russia.  
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There are also reports of hacktivist attacks against 
Israel, which are following the fighting in Gaza. 
However, analysts indicate that while the attacks have 
been stepped up by 500% against the country there is 
very little substantial harm. The source of the attacks is 
unknown, though last month the group Anonymous 
took credit for some of the attacks. At the same time, 
the Israeli Elite Force is reportedly hitting back by 
attacking Palestinian websites.  
 
A report by SurfWatch Labs has collated cyber crime 
incidents in the first half of 2014. It reveals that attacks 
on consumer goods data has been on the increase, 
citing the examples of Target and Michaels stores as 
well. Malware is on the increase in attacks on financial 
institutions; with Bitcoins, the digital currency, under 
attack. Similarly, the healthcare industry, espionage on 
governments, hacks on the entertainment industry in 
the forms of ransomware, extortion, and sextortion are 
reportedly on the rise. In June 2014, it was also 
revealed that Nokia had paid millions of dollars of 
ransom to online hackers to protect the source code of 
Symbian. Many other information technology 
companies have similarly revealed payouts to protect 
their systems. The report concludes that the rising 
instances of cyber crime means that companies and 
governments alike need to invest in security training 
and measures.  
 
Chinese security measures to ‘clean up cyberspace’ 
have resulted in new regulation that requires people to 
use their real names when registering for messaging 
services. These rules also apply to the popular app 
WeChat, owned by Chinese conglomerate Tencent 
Holdings, owner of Alibaba. Incidentally, the UK’s 
electronic spy agency is legally allowed to track the 
activities of the Britons using social media such as 
Facebook, Twitter and Google.  
 
The Australian Securities and Investment Commission 
(ASIC) has revealed that in attempting to block a small 
number of websites defrauding Australian citizens, it 
accidentally blocked access to 250,000 websites. The 
accident reveals the lack of basic understanding the 
staff had in blocking sites, an incident that could well 
be repeated by different agencies the world over. The 
need for better technical education in cyber security is 
emphasized through this incident.  

Meanwhile, India is getting ready to expand its internet 
infrastructure by setting up a pan-India fibre optic 
network, under the aegis of the Department of 
Telecom, to realize the Prime Minister’s dream of a 
‘Digital India’. The initiative seeks to roll out various 
economic and social services through this network. 



	  
	  
	  
	  
	  
	  

ICANN and GAC – A Review of Proposed Byelaw Changes 
 
Amitabh Singhal	  
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COMMENTARY I 

Background 

ICANN is the Internet Corporation for Assigned 
Names and Numbers tasked with the responsibility for 
Internet Protocol (IP) address space allocation, 
protocol identifier assignment, generic (gTLD) and 
country code (ccTLD) top-level domain name system 
management, and root server system management 
functions. More generically, ICANN is responsible for 
managing the assignment of domain names and IP 
addresses 

As the Internet grew and expanded globally, and 
following the January 1998 invitation for comment on 
Proposal to Improve Technical Management of 
Internet Names and Addresses, by the NTIA under 
the U.S. Department of Commerce and based 
proposals and feedback  thereon, ICANN was 
established to manage the Internet Assigned Numbers 
Authority (IANA) functions under contract to the US 
Department of Commerce.  

Current ICANN Governance Structure 
 
ICANN’s structure is a unique mix of being a public 
nonprofit company registered as a 501(c) (3) charity 
and also referred to as a multistakeholder 
organization  managed by an international Board of 
Directors, consisting of sixteen voting members and 
five non-voting liaisons. Three supporting 
organizations namely the Address Supporting 
Organization (ASO), Generic Names Supporting 
Organization (GNSO) and Country Code Names 
Supporting Organisation (ccNSO), each select two of 
the voting Board Members, the “nominating 
committee” selects eight directors, the at-large 
community selects one director and ICANN’s CEO 
also votes on its board. Both business interests and 
civil society participate in ICANN policy development 

either through the at-large community, which advises 
the board on a wide variety of issues, or through the 
Generic Names Supporting Organization (GNSO), 
which makes policy recommendations specifically 
related to generic top-level domains.  
 
Role of GAC 

Article IX, Section 2 of ICANN byelaws provides for 
setting up of advisory committee and hence 
governments participate at ICANN in an “advisory” 
capacity via the Governmental Advisory Committee 
(GAC) and also via a non-voting liaison on the board 
of directors. GAC has representatives from 111 
countries and about 30 other international/regional 
organizations act as GAC observers. The GAC 
considers and provides advice on the activities of 
ICANN as they relate to concerns of governments, 
particularly matters where there may be an interaction 
between ICANN's policies and various laws and 
international agreements or where they may affect 
public policy issues. 

The Byelaws Consultation and Proposed 
Resolution 

It is this very relationship and the working mechanism 
between the GAC and ICANN that is now under a 
round of public comment period,  where the last of the 
3 sub sections (K) of the Article IX, Section 2 has been 
proposed to be amended as under (proposed 
amendment as sought to be added is underlined): 
 

i. The Governmental Advisory 
Committee may put issues to the board directly, either 
by way of comment or prior advice, or by way of 
specifically recommending action or new policy 
development or revision to existing policies. 
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j. The advice of the Governmental 
Advisory Committee on public policy matters shall be 
duly taken into account, both in the formulation and 
adoption of policies. In the event that the ICANN 
board determines to take an action that is not 
consistent with the Governmental Advisory 
Committee advice, it shall so inform the Committee 
and state the reasons why it decided not to follow that 
advice. The Governmental Advisory Committee and 
the ICANN board will then try, in good faith and in a 
timely and efficient manner, to find a mutually 
acceptable solution. 
 

k. If no such solution can be found, the 
ICANN board will state in its final decision the 
reasons why the Governmental Advisory Committee 
advice was not followed, and such statement will be 
without prejudice to the rights or obligations of 
Governmental Advisory Committee members with 
regard to public policy issues falling within their 
responsibilities. A final decision by the ICANN board 
to not follow the advice of the Governmental 
Advisory Committee must be supported by a by a 
two-thirds vote of all members of the board that are 
eligible to vote on the matter. 

 
Currently, the ICANN byelaws require formal 
determination by the board that it is taking action 
inconsistent with GAC advice, if that were to ever 
occur. Pursuant to the byelaws, a simple majority of 
the board (50%+1) is required to make this 
determination. 
 
It was the first ICANN Accountability and 
Transparency Review Team (ATRT1) that had 
recommended the formalization of that consultation 
process. Consequently a Board-
GAC Recommendations Implementation Working 
Group (BGRI) developed a formalized process that 
included the raising of the voting threshold to 2/3 of 
the voting members and that the higher voting 
threshold would be applied in the 
event ICANN determined to act inconsistently 
with GAC. 
 
ATRT2 recommended for the completion of the 
byelaws revision process. At its meeting in June 2014, 
the BGRI determined that it was timely to send these 

proposed revisions to the board for consideration, and 
on 30 July 2014 the board approved this public 
comment posting. 

Assessing the reasons and need for the 
Amendment proposed 

So, what could be reasons for the ATRT appointed by 
ICANN itself; to make it more difficult for the ICANN 
board to refuse to heed any particular GAC input or 
advice?ICANN has always been regarded as an 
organization which has only a nominal oversight from 
the US government, mostly unaccountable to anyone 
including to its own constituencies. It draws immense 
flak and criticism for the supposedly opaque manner 
of its decision making, away from any public scrutiny.  

From an internet governance point of view, and the 
debate over the International Telecommunications 
Union (ITU) staking its claim over managing the 
internet resources and taking over the ICANN 
functions, GAC’s role is an important one, but which 
often finds itself as not having enough ‘clout’ in the 
ICANN decision making process. In some cases 
ICANN has even been accused of misleading GAC 
such as in the contentious .africa string allocation 
issue.   

I suspect that, the above perceptions, which have been 
long standing, could be the trigger to dilute the almost 
‘absolute powers’ of the ICANN board and make it 
more amenable to accept and implement any or all 
advice from the GAC. The attempt, in this proposed 
change of byelaw, could be an attempt to show that 
governments acting in concert through the GAC, 
finally have a more ‘pertinent and forceful’ role and 
insulate itself from the supposedly unquestionable 
independent decisions of the ICANN board.  

My personal sense is that coming as it is smack in the 
middle of an on-going IANA transition consideration 
and process, answers to which should be found by 
September 2015, just about a year away, where the 
whole decision making process, restructuring of the 
various constituent bodies and organizations, will be 
up for a transformation anyway, it might be a bit of an 
enthusiastic overkill to overhaul the GAC ICANN 
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policy development and decision process midway 
through the transition process.  

GAC ICANN advisory and consultation process is 
already so elaborately laid down and followed, that I 
personally think it does not leave much scope for GAC 
advices being summarily dismissed by the whimsies of 
an ‘independent’ ICANN Board. Sample the process 
that is laid down in the Article IX, Section 2 i,j,k and 
the back and forth it entails, and it makes me doubt 
that there is much scope left for arbitrariness in 
decision making whether in terms of acceptance or 
disregarding the advice from GAC. 

In addition, the ICANN byelaws in another place, 
Article IV to be precise, provide for an independent 
review of its actions and decisions, where anyone 
affected (person/entity) can seek for a reconsideration 
of the actions of ICANN. Hence, there is this 
additional layer of checks and balances available, and 
by implication makes all ICANN decisions capable of 
being questioned and scrutinized.    

This is not to say that attempts to reform processes 
should be overlooked or stalled; rather they should 
remain on-going; the point is that the probable 
outcomes of any attempted reform should be clear, 
and it is not clear to me yet what element of enhancing 
accountability, transparency, credibility in ICANNs 
decision making capacity, this particular byelaw 
change will bring in. All that it seems to achieve is for 
the governments’ voice in ICANN to be made harder 
to ignore and disregard. To my mind, that’s not 
something that really will ameliorate any ‘perceptions’ 
of ICANNs decisions process. Hence, I think, it’ll be 
prudent to wait for what emerges as the universally 
acceptable solution to IANA function globalization 
and transition process, before taking up this proposal 
for reconsideration and embarking upon and exercise 
of this byelaw amendment. 
 
 
The views of the author are personal.  
 
The author is the Director of Telxess Consulting 
Services (Pvt) Ltd and a board member of .ORG, the 
Public Interest Registry. He also works with the 
Digital Empowerment Foundation, the Open 

Knowledge Community, and was a Member of the 
Working Group on Internet Proliferation of DeiTY  

 



	  
	  
	  
	  
	  
	  

Emerging Cyber Capabilities in the Asia-Pacific 
Caitríona H. Heinl	  
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COMMENTARY II 

The Asia Pacific comprises diverse countries with 
conflicting ideologies and different states of 
development. Given the variety of challenges and 
tensions over territorial disputes and geopolitical 
uncertainties across the region, a careful analysis of 
cyber capabilities and their possible impact would be 
valuable. 

Commentary 

The Asia Pacific is a diverse region comprising 
countries with conflicting ideologies that are at very 
different stages in terms of cyber technologies and 
both strategy development and implementation. 
Capabilities considered as new and emerging 
technologies in one state or a number of states are not 
always new throughout the region; although the 
current speed of technological change means most 
countries are still challenged.  

This often means that timely and effective 
implementation of policy and legislation is made more 
difficult, especially when it can be difficult to fully and 
quickly understand the implications of these new 
technologies. 

Implications for the Asia Pacific 

There are four implications for the Asia Pacific. First, 
acquiring offensive cyber capabilities can often seem 
financially attractive, in particular for less wealthy 
states in the region, relative to the higher costs of 
other weapons. Moreover, by contrast, bolstering 
defences might be considered more difficult, more 
expensive and take longer to implement. In many 
cases, strong defence infrastructures are not even in 
place within these countries. 

This is particularly significant for this region where 
many states are spending increasing amounts on arms 

capabilities and the military compared to the U.S. and 
EU where military budgets are being considerably 
reduced. Although, in relative terms, the overall U.S. 
budget still far outweighs that of other countries and 
the U.S. has not decreased the cyber defence budget to 
the same extent as other fields, this balance could 
eventually shift over the medium term. If defence 
reports are correct in their analysis, China’s defence 
spending may be three times as much as the U.S 
within 20 years if China maintains its current levels of 
defence spending as its economy continues to grow. 

Second, accurately attributing responsibility for cyber 
incidents can be difficult. This means that 
misunderstandings could arise between states, 
tensions could possibly escalate, or it might be harder 
to ensure effective deterrence. These apparent 
difficulties in appropriating blame on top of the 
advantages of once-off or lower costs are therefore 
attractive, particularly for states with limited financial 
resources, capabilities and expertise. This is especially 
relevant where weaker entities might avoid open 
confrontation and instead exploit vulnerabilities. 
Although in light of more recent statements claiming 
that anonymity is not necessarily guaranteed, they 
could seriously risk reputation damage and physical 
retaliation if found responsible. 

Third, most countries in the region are challenged in 
the near term by a skills shortage in this domain. 
Although China and India are exceptional since they 
not only have excellent ICT sectors and financial 
resources, they also have large growing pools of 
manpower. For now, they are continuing to invest in 
this domain as well as cultivating indigenous ICT to 
reduce supply chain security concerns and reliance on 
imports. Likewise, defence reports suggest that the 
scale and pace of their innovative and industrial 
capacity will outpace many Western nations in a 
matter of years and China is likely to attain and 
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sustain global leadership in a number of technical 
areas including computer science.  

Fourth, non-state actors further complicate this space. 
Cyber criminals, terrorists, hackers, hacktivists, and 
proxy actors must equally be considered. Moreover, 
some argue that growing cybercrime in this region 
could cause further instability because of connections 
to espionage and military activities. These points align 
with projections that the character of war is likely to 
continue to be shaped not only by a system of rival 
states but by forces outside the state-centric systems. 

This is important given that there is a large and active 
“Internet militia” comprising hacker communities and 
information security experts in this region. The 
majority of these, according to defence reports, are 
likely to be part of government structures or 
programmes while others, although operating 
independently, are under the influence of or tolerated 
by national authorities. Where such actors are active 
on state instructions, or under its direction or control 
in carrying out conduct, experts’ findings conclude 
that this may then be attributable to the state and give 
rise to its international legal responsibility. Further, 
reports assert that countries are likely to mobilise 
these groups as part of coordinated national efforts 
during periods of conflict.  

Future Projections 

Military structures are still adapting to these emerging 
technologies and future warfare will most likely 
comprise a cyber component. These technologies will 
support or substitute conventional war and might be 
used to destroy a nation’s ability to wage war. 
Nevertheless, at this juncture, it seems most state and 
non-state actors do not have the operational 
sophistication for devastating attacks although 
unexpected outcomes could arise accidentally. Instead 
activities will likely include espionage, interference 
with information and networks, restricting situational 
awareness, and disrupting infrastructure, financial 
systems and social networks.  

Policy reports argue that increased military 
developments are expected in cyber within the region. 
Defence analyses equally predict that many South 

Asian states will undertake state-sponsored 
programmes facilitated by low barriers of entry, large 
pools of skilled manpower, and extensive IT 
infrastructures in order to project influence that 
would otherwise be limited using conventional 
instruments. The U.S, China, Australia, Singapore, 
and South Korea lead in military aspects of cyber 
capabilities according to a recent ASPI report. 
Significantly, this report highlights North Korea’s 
increased use of cyber capabilities over the period 
2013-2014 as especially concerning since it places the 
South Korean government under further pressure to 
ensure incidents do not escalate. 

Nevertheless, given current sensitivities surrounding 
cybersecurity, in particular cyber capabilities, it is 
difficult to precisely ascertain the extent to which 
states in the Asia Pacific have developed or acquired 
capabilities, especially advanced cyber capabilities. 

Transparency and Confidence Building 
Measures 

Although threat assessments calculate that advanced 
state actors are unlikely to launch a devastating cyber 
attack, this is based on the premise that there is no 
military conflict or crisis threatening vital interests. 

Maintaining stability in this region is of primary 
importance. Although it is unlikely that cyber 
capabilities will significantly change the power 
balance for the near term, there is still a need for 
improved confidence building and transparency 
measures like military-to-military engagements, 
increased dialogue, information sharing, joint 
exercises, official contact points, and crisis 
communication procedures or hotlines to prevent 
misunderstandings, false attribution, or further 
escalation in already terse relations. The proposal for 
a direct communications link between ASEAN 
Defence Ministers by 2015 to handle crisis situations, 
in particular for maritime security, therefore presents 
a timely opportunity to include cyber-related 
emergency situations.  

This article was originally published by the S 
Rajaratnam School of International Studies (RSIS) as 
Commentary No. 136 
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The author is a Research Fellow with the Centre for 
Excellence in National Security, a component of the S. 
Rajaratnam School of International Studies (RSIS), 
Nanyang Technological University. 

 
 
 
 
 



	  
	  
	  
	  
	  
	  

After US Cyber Revelations, China Looks Inwards 
Manoj Joshi 
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COMMENTARY III 

China polices its internet through a variety of means. It 
blocks western websites like Facebook, Twitter, 
Youtube and now even Google. It keeps a sharp watch 
and censors what appears on its Internet. The “great 
firewall” of China employs a variety of tactics to censor 
the Internet and block access to foreign content. The 
technique is not to block individual websites, but to 
scan URLs and web page content and blacklist 
keywords that are deemed inconvenient.  
 
The massive disclosure of National Security Agency 
(NSA) documents on US electronic spying on various 
countries, including China, has only given an added 
rationale to the Chinese policy. Among the more 
damaging documents leaked by Snowden and 
published in The Guardian on June 7, 2013, was the 
18-page Presidential Policy Directive 20, issued in 
October 2012, which called for Offensive Cyber Effects 
Operations (OCEO) against potential overseas targets. 
The OCEO, the directive said, "can offer unique and 
unconventional capabilities to advance US national 
objectives around the world with little or no warning to 
the adversary or target and with potential effects 
ranging from subtle to severely damaging". 
 
China has been cracking down on US companies for a 
while and the pressure has intensified after revelations 
that many of them have collaborated with the NSA to 
spy on the Internet. Google is virtually persona non 
grata in China now, as are Facebook, YouTube and 
Twitter. China is also alarmed at reports that the 
Americans have managed to plant “trapdoors” to get 
into the networks of Huawei, which is itself often 
accused of doing so on behalf of Chinese agencies. As a 
result, China is removing Cisco routers and planning to 
remove US-made servers from its banking system.  
 
The National Computer Network Emergency Response 
Technical Team /Coordination Center (CNCERT), their 
equivalent of our CERT-IN, said in a report in March 
that nearly 2,000 government websites were tampered 

with in 2012. 73,000 foreign IP addresses were used to 
hijack 14.2 million mainframes in the country with 
Trojans or Botnets, with the United States being the 
largest source of such hacking activities. They also 
charged the US with being the source of 83.2 per cent 
of the servers used for phishing attacks on China. 
 
Earlier China used to avoid naming the US as an 
originator of cyber-attacks, but after the indictment of 
five Chinese officers in May 2014 and the Snowden 
revelations, they have changed their position. A Xinhua 
commentary after the officers were charged called the 
US the “biggest cyber bully” and added that “China is in 
fact a major victim of persistent and large-scale cyber 
attacks from the U.S.” and that “allegations of rampant 
U.S. electronic espionage have unfolded on a global 
scale in the wake of damaging revelations by former 
NSA contractor Edward Snowden.”  
 
The Chinese have been alive to the enormous pluses 
and minuses associated with the cyberspace. A measure 
of this is the fact that following the 3rd Plenum, a 
decision was taken to set up a new leading small group, 
a Chinese leadership device akin to the Indian 
empowered group of ministers (EGOM), dealing with 
cybersecurity and internet issues. What was 
remarkable was that the party boss and president Xi 
Jinping himself was designated head of the central 
Internet security and informatization leading group 
when it was constituted in February 2014. Two of his 
top aides—Premier Le Keqiang and Liu Yunshan— both 
members of the top-most Politburo Standing 
Committee were also designated members of the group. 
   
Calling on China to become a “cyber power”, Xi 
explained that the work of the group was to lead and 
coordinate Internet security and informatization work 
among different sectors, as well as draft national 
strategies, development plans and major policies in this 
field. He said that the Chinese aim was to develop its 
Internet, as well as ensure its security.  
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The very Chinese  academic institutions that are 
accused of cyber attacks by the west-- the Cyberwarfare 
Laboratory & Network Attack and Defense Laboratory 
of the People’s Public Security University in Beijing or 
the Information Network Attack and Defense Research 
Centre of Wuhan University, Sichuan University’s 
Institute of Information Security, Shanghai Jiaotong 
University’s School of Information Security, as well as 
various companies like Beijing Xipu Technological Co—
are the ones used to develop cyber defences. In June 
this year, the PLA announced the establishment of the 
Cyberspace Strategic Intelligence Research Center 
which would be their premier resource for Internet 
intelligence and information security.  
 
More recently, Beijing has announced a shift away from 
Microsoft products, having banned Windows 8 for 
government systems. But it is not clear whether the 
decision is related to purely commercial issues or 
security. Microsoft’s announcement in April 2014 that 
it would stop providing security updates for Windows 
XP has created consternation in China where 70 per 
cent of PCs run on the system. In any case many of 
these were pirated and never got any updates, and all of 
them are now vulnerable for exploitation.  In the 
interim, Chinese companies like Qihoo have announced 
that they will develop and distribute for free security 
shields for the XP systems.  
 
In July, there were surprise raids in the offices of 
Microsoft in four cities across China. The 
investigators—officers from the State Administration 
for Industry & Commerce—seized documents and 
computers saying they were investigating anti-
monopoly charges. They said they were trying to find 
out how Microsoft bundles software together and about 
some of its security features. However, it is not clear 
whether this was linked to the Snowden’s revelations 
that Microsoft was perhaps the most cooperative US 
tech giant with the NSA.  
 
China is now leading a shift away from western 
systems. China’s state-run Science and Technology 
Daily reported on July 29 that key industries are 
shifting to more secure, indigenously produced 
networks and operating system software to prevent 
NSA cyber spying. 

The state-run Shuguang Co. has deployed software 
aimed at “safeguarding national security information 
systems,” the report said. Science and Technology Daily 
is the official publication of the Chinese Academy of 
Sciences’ State Science and Technology Commission, 
and the State Administration of Science, Technology 
and Industry for National Defense, which runs China’s 
military and defense industry and also conducts foreign 
economic spying. 
 
The report said Shuguang recently designed a new 
independent and secure computing system to safeguard 
national security information systems. Specifically, 
Shuguang’s secure Longteng server was developed over 
11 years, and is now in its fourth generation. It uses 
what is called the “Loongson” central processing unit, 
and firewall and virtual network gateway software. 
 
Shuguang software is used in government and industry, 
including the energy sector, research and development, 
national defense and cloud computing. 
 
Beijing is encouraging the development of apps like 
WeChat which will use systems that are Chinese 
developed and physically located in China. Indeed, the 
government is backing the global spread of its search 
engines like Baidu. Indeed, the revelations may be 
spurring moves to propel China itself to emerge as a 
major software power in the world. 
 
The US and China are trying to achieve a modus 
vivendi in relation to cyber security. The issue has been 
discussed in high level meetings, including the Obama- 
Xi summit in Sunnylands in 2012, and a US-China 
Cyber Working Group set up in 2011. The US 
Department of Defense had made public its Strategy for 
Operating in Cyberspace as an effort in promoting 
transparency.  
 
In Beijing earlier this year during talks with his Chinese 
counterparts, US Defense Secretary Chuck Hagel had 
his officials lay out a briefing on US cyber capabilities, 
including their command and control structures and 
policies regarding red lines and escalation in the 
network domain. The Chinese have disdained from any 
formal response or attempt at transparency. It was in 
the wake of this that the US,  in an unprecedented 
move in May this year, charged five officers in the 
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People’s Liberation Army (PLA) with crimes related to 
cyber espionage directed six American victims in the 
U.S. nuclear power, metals and solar products 
industries. The officers are identified as Wang Dong, 
Sun Kailiang, Wen Xinyu, Huang Zhenyu, and Gu 
Chunhui, associated with the PLA’s Unit 61398. 
Predictably, the Chinese denied the charge with their 
official statement noting “The Chinese government, the 
Chinese military and their relevant personnel have 
never engaged or participated in cyber theft of trade 
secrets.”  
 
After the damaging Snowden revelations, the Chinese 
could not be expected to take US statements at face 
value. Anyway, according to one analyst, “On a 
theoretical level, PLA academicians believe that the 
network domain is offense-dominant by its nature due 
to the difficulty of attack attribution, the ongoing 
inadequacy of defensive technologies and the potential 
for adversaries to launch attacks that are high-speed, 
large-scale and low-cost.” This means that the realists 
in Beijing are unlikely to take efforts to moderate the 
cyber cold war in any significant fashion, at least in the 
near term.  
 
 
The author is a Distinguished Fellow at the Observer 
Research Foundation.  
 



	  
	  
	  
	  
	  
	  

Lessons from BRICS: Developing an Indian Strategy on Global Internet Governance 
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COMMENTARY IV 

In between headlines of a BRICS bank and other 
successes at Fortaleza, Brazil in July 2014, there was 
another aspect to India’s Prime Minister Narendra 
Modi’s speech that had special relevance to cyber 
analysts. Addressing the conference, he said, “…while 
cyber space is a source of great opportunity, cyber 
security has become a major concern. BRICS countries, 
should take the lead in preserving Cyber Space, as a 
global common good. I am happy we are cooperating 
on this through our National Security Advisors.” 
  
For India, this might be the first public occasion when 
its new Prime Minister, Narendra Modi, has officially 
mentioned cyber issues, although, quite squarely from 
the prism of security. In the arena of cyber security, 
India has already committed itself to bilaterals with 
countries like the US, UK, Australia and Japan, and 
seems to have a keen focus on beefing up cyber security 
to protect both its critical infrastructure as well as its IT 
industry and service sector. The same was revealed in 
last year’s National Cyber Security Policy 2013, which 
also aimed to train about 500,000 cyber security 
experts over the ensuing five years. However, India’s 
official policy towards cyber governance, on the other 
hand, has been difficult to read. 
  
Presently, the governance architecture of the internet is 
divided between various platforms – separated into 
layers (as characterized by Vint Cerf) of infrastructural- 
logical (ITU, ICANN, IEEE etc), content (WIPO, WTO, 
OECD, IGF) and social (HR Council and UNESCO). 
There are also conferences such as Netmundial, held in 
Brazil in April 2014 in the aftermath of the Snowden 
revelations, which sought to build a consensus in the 
international community about the attitude towards 
values prescribed to the internet and also global 
governance mechanisms. India’s stand has varied in 
language, but the sentiment has indicated that it is not 
comfortable with the current Western-dominated 
structure of internet governance, especially given the 
fact that the West seeks to encourage commercial 

interests by keeping the internet a free trade zone, 
while developing countries like India are still struggling 
with baser questions of access and inclusion. Therefore, 
India is keen to retain a system that is government-led 
and not market-led. In fact, in a speech by an Indian 
official at Netmundial in April 2014, the term “equinet” 
was used to denote the quality being ascribed to the 
purpose of the internet. These competing philosophies, 
while moving towards the aim of keeping the internet 
“free” and a “global common good”, have often put 
India at odds with the US, Europe and other countries 
at global internet governance meets. 
  
It would then also be fair to say that members of the 
BRICS grouping are also in the same boat as India – 
they do not align themselves completely with the multi-
stakeholder internet governance structures the West 
promotes. In fact, given that the BRICS members are 
divided between these two differing views of internet 
governance, it is interesting to see civil society actors 
express hope that perhaps the BRICS could provide a 
new model of internet governance to the world. A 
statement released by the JustNet coalition, an 
association of organizations that seeks to bolster the 
view from the Global South states that, “to ensure a just 
and effective distribution globally of the rewards and 
benefits of the digital economy”. The demands include 
a number of action points, including ensuring that the 
internet’s critical resources are developed in the global 
public interest, the digital domain is subject to 
‘legitimate’ political authority and not private (read: 
corporate) law, human rights abuses by multinational 
corporations are reined in, and finally open internet 
platforms and tools are promoted. 
  
A wish-list from a coalition aside, it is interesting to 
note the internal dynamics of internet governance in 
the BRICS countries. China, quite famously, has 
strongly indicated that it believes in the internet being 
subject to its national laws, as was indicated in a White 
Paper released in 2010. China’s People’s Daily 
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newspaper has carried articles that seek to explain this 
view further. They seem to stress that cyberspace 
should essentially be under different domestic spheres 
and not subject as a whole to international values. It 
seems China would look to build an international 
consensus on this idea, especially “defining cyberspace 
boundaries and rules of conduct.” In particular, China 
has been critical of the US using its technological 
advantages to conduct cyber espionage and attacks. 
However, China’s distinct worldview has not hindered 
it from making some interesting moves on the 
international world stage when it comes to internet 
governance. At the Internet Corporation for Assigned 
Names and Numbers (ICANN) – 50 held at London, in 
June 2014, China’s Minister for Cyberspace Affairs, Lu 
Wei, addressed the gathering, showing China’s 
willingness to engage with the organization. However, 
at the same meeting, he made China’s position quite 
clear, which involved countries adhering to certain 
principles of internet governance that included ‘equal 
and open’ internet, which in turn means respecting the 
sovereignty of each country’s network, the right to 
develop that network, network management rights, and 
the right to participate in internet governance. Some 
panellists have read the speech as China asking for 
‘intergovernmental supervision of ICANN’, ironically at 
one of the largest multi-stakeholder meetings. 
  
Meanwhile, the Russian approach to international 
governance has also been critical of the current 
dominant governance paradigm. After the Netmundial 
meeting in April 2014, the Russians revealed the 
various facets of internet governance they objected to: 
the first had to do with surveillance. Referring to the 
Netmundial outcome statement, Russia stated 
that “these documents actually confirm the right of 
intelligence services of the countries, in which the basic 
units of Internet traffic exchange are located, for 
uncontrolled collection of information about 
individuals from around the world.” There was also 
disappointment expressed that this document did not 
refer to the roles of the UN, ITU and other core internet 
bodies. Since the Russian government felt that the 
Netmundial document largely ignored the view of 
states and NGOs, it feels it cannot be used as an 
internationally approved document. Russian President 
Vladimir Putin has also famously called the internet a 
“CIA project”. 

  
Brazil, of course, has been much in the news because of 
its President, Dilma Rousseff’s highly vocal reaction to 
the Snowden revelations of extensive US spying on 
international citizens. The very idea of Netmundial 
came up because of this, and at the time even Edward 
Snowden has indicated he wanted to seek asylum in 
Brazil. However, events following the announcement of 
this conference clearly indicated that the US and Brazil 
had reconciled. Brazil denied that Snowden had 
requested asylum. Netmundial moved its focus away 
from US espionage programs; the term ‘surveillance’ 
was used in the outcome document, instead of the 
world ‘espionage’. At the same time, moving away from 
its former position of 2012, in which Brazil had joined 
China and Russia to call for a government-led internet, 
the country squarely put its weight behind the multi-
stakeholder system. However, there can be no doubt 
that by taking the lead on the global stage in the 
aftermath of the Snowden revelations, and hosting a 
conference that the world felt invested in, Brazil has 
catapulted itself to the status of a leading nation in the 
sphere of global internet governance. 
  
South Africa had also put its weight behind a 
government-led internet governance system in 2011, 
after an India-Brazil-South Africa (IBSA) meeting. This 
proposal, tabled by India at the UN, had signalled a 
move away from multi-stakeholder platforms like the 
ICANN and IGF to an UN-led system. The 
United Nations Committee for Internet 
Related Policies (CIRP) was to be a 50 member body – 
based on geographical representation -- that would 
meet for two working weeks in Geneva to discuss 
internet issues, and would take inputs from Advisory 
Groups through the year. The proposal was dismissed 
by most media as trying to put an archaic, bureaucratic, 
controlling system on something as free, open and 
dynamic as the internet. Though the suggestion has 
been tempered over time (even India no longer believes 
the body necessarily needs to be under UN aegis), the 
sentiment has remained. More recently, South Africa 
was also part of the group of governments that co-
hosted Netmundial. 
  
Therefore, the BRICS grouping, aside from Brazil, 
which seems to have moved closer to the US position, 
share a certain affinity in their view of the global 
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governance system, but for vastly different reasons. In 
fact, within the countries there is a huge divide in the 
way the internet is regulated. In China and Russia, 
content is highly regulated. Brazil has just signed into 
law the Marco Civil Bill that is aimed at guaranteeing 
some principles in the use of the internet like privacy 
and open government among others. Indeed, internet 
is a tool for democracy and it has become indispensible 
to the exercise of civil rights. India and South Africa 
both guarantee the right to free expression, with 
reasonable restrictions, in their respective 
Constitutions. How difficult it would be to come up 
with a joint “values” based approach is evident in 
another civil society appeal to the BRICS countries, this 
time from Brazil’s Association for Progressive 
Communications (APC). The group has called for the 
BRICS countries to address a number of issues 
including, “the commitment of BRICS countries to 
promote and protect human rights online and to 
implement their obligations from international 
agreements…” and “the inclusion of civil society in 
democratic, inclusive, transparent, and multi-
stakeholder processes on internet-related public policy 
at a national, regional and global level.” 
  
This lofty goal might not be in reach, but there are 
learnings from the individual positions of the BRICS 
nations. Most have engaged with the international 
system in a deep manner, even if they were in 
disagreement with it. Some have even proposed new 
ideas and philosophies to guide any global consensus. 
India too, must develop some of the ideas it has alluded 
to on the international stage, and present them to the 
world as workable alternatives – or complimentary 
ideas – to the current dominant governance structures. 
At Netmundial, India called for the development of 
‘cyber jurisprudence’ to institutionalize safeguards 
against misuse of the internet and ensure free flow of 
information. A detailed report on how this could be 
achieved would help India further this debate. Another 
policy challenge India has often highlighted is the 
inability of the current internet governance structures 
to respond to some of the core and strategic concerns of 
member states, and this includes, very much, the 
management of critical internet resources. India has 
mentioned broad basing these institutions. However, 
no concrete proposal has arisen from the country. 
Further research must flow into developing these ideas. 

For example, France has suggested in a report released 
by the French Senate, the idea that internet governance 
should evolve by an international treaty open to all 
states and that ICANN be reformed into the ‘World 
ICANN’ or WICANN, where it would adhere not to US 
law but the international or Swiss law. 
  
Ultimately, if not together, but individually, the BRICS 
countries have tried to move internet governance 
debates by taking strong stands at the global level. 
India too, has flirted with the idea, time and again. If 
nothing else, the biggest takeaway from this grouping 
needs to be the commitment to putting across new 
ideas to the global community. Only then can India 
hope to assume the mantle of one of the more 
significant players in international internet governance, 
a status befitting its heavy internet user base. 
 
This article originally appeared on the Science, 
Technology and Security Forum (STSf) website.  
 
The writer is a Fellow at the Observer Research 
Foundation 



	  
	  
	  
	  
	  
	  

Cyber-Snooping by China: Is Anyone Really “Shocked”? 
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COMMENTARY V 

On July 29, during Canadian Foreign Minister John 
Baird’s visit to China, the Canadian Government 
announced that Canada’s National Research Council 
(NRC) had been the victim of a cyber-attack by a 
"highly sophisticated Chinese state-sponsored actor" 
which had recently managed to hack into the NRC’s 
computer systems. 
 
Exactly when the attack occurred, or what information 
was compromised, was not revealed but the fact that 
the information was released publicly during Baird’s 
visit to China was no doubt intended to send a signal to 
the Chinese that this kind of activity has the potential 
to undermine the moves by both countries toward 
closer relations. Baird, who was in Beijing to prepare 
for the fall visit to China by Prime Minister Stephen 
Harper, is reported to have raised the attack with his 
counterpart, Foreign Minister Wang Yi, in a “full and 
frank exchange of views”. China, not surprisingly, 
denied any involvement in the hacking incident. 
However, just a few days later, on August 4, a Canadian 
couple that operated a coffee shop in Dandong, a 
Chinese city on the border with North Korea, 
was arrested on charges of espionage and stealing state 
secrets. No information on the exact nature of the 
charges has been made available but it appears that the 
couple, Kevin and Julie Garratt, who have lived in 
China for 30 years, were involved in efforts by 
evangelical groups to assist North Korean Christians. 
Given the vagueness and secrecy surrounding China’s 
state security laws, this activity could have put them 
into legal jeopardy but again, just as with Canada’s 
timing in “calling out” China on cyber-spying charges 
during Baird’s visit--which was interpreted as an 
attempt to send a shot across Beijing’s bow--the timing 
of the arrests has been seen by many as China’s 
retaliation for Canadian actions. 
 
These apparently reciprocal actions will do nothing to 
strengthen Canada-China relations, which have 
generally been on the mend. Commentators in Canada, 

including Canada’s former ambassador to China (now 
retired), in an op-ed published prior to the arrest of the 
Garretts called on the Government of Canada to 
respond to China with skill, not rhetoric, and argued 
that despite the distasteful reality of cyber-snooping 
(by many countries, not just China), Canadians need to 
recognize that their “future prosperity, security and 
well-being depend on maintaining (an) intelligently 
self-interested relationship with China.” China’s 
ambassador to Canada, Luo Zhaohui, also waded into 
the op-ed wars, with a piece entitled “China and 
Canada: We Can Manage our Differences”. 
 
Luo’s article, published in Canada’s leading national 
paper, The Globe and Mail, was intended to remind 
Canadians of the stakes involved in the bilateral 
relationship—and no doubt was an attempt by the 
Chinese Foreign Ministry to lower the temperature in a 
bilateral dispute that can be laid largely at the door of 
China’s security agencies. Luo noted China’s $50 
billion in investment in Canada, the annual two way 
trade of $55 billion (largely in China’s favor, a fact not 
highlighted by Luo), the fact that China is the largest 
source of foreign students in Canada and one of the 
fastest growing sources of tourists plus the usual litany 
of areas of exchange and cooperation, twin cities, etc. 
Luo closed with a plea to not allow “cases of illegal 
activities” to kidnap bilateral relations.  What will 
happen next is anyone’s guess although the hope is that 
both sides will step back and allow their common 
interests to overcome their current differences. One 
sign of this could be a Chinese decision to expel the 
Garratts from China rather than locking them up for 
the next few years. While after 30 years of working in 
China they would no doubt prefer to stay, expulsion 
would certainly be preferable to time spent in a Chinese 
prison, after which expulsion would follow in any case. 
 
This case offers a cautionary tale for US-China relations 
where accusations of cyber-spying have clouded the 
bilateral agenda. When US Justice Department officials 
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indicted five PLA officers attached to Shanghai PLA 
Unit 61398 for cyber-espionage against several US 
companies, China retaliated against US high-tech 
companies operating in China. Edward Snowden’s 
revelations have, at the very least, cast some doubt on 
US claims that they do not spy for commercial purposes 
and do not use private companies for spying. An added 
complication is that with regard to China, the line 
between a private commercial enterprise and the state 
is less clear than in the West, and what constitutes 
information for national security as opposed to 
commercial purposes is also less clear. It has to be 
accepted in the modern world that states will use 
intrusive electronic means to collect information that is 
valuable to them. 
 
By using various forms of retaliation, from arresting 
the Garratts on apparently flimsy charges to 
investigating US companies such as Microsoft, Apple 
and Qualcomm, China is making it clear that “naming 
and shaming” will not deter them from doing what they 
perceive to be in their political and economic interest, 
although they will always hide behind “plausible 
deniability”. Both Canada and the US have too much at 
stake in their relations with China to allow hacking 
incidents to derail their larger bilateral agendas. The 
best response is to expect that other countries, 
including China, will be active in seeking to exploit 
weaknesses in computer systems, both governmental 
and private, in order to obtain information and 
intelligence, and then to take effective defensive 
measures to protect against these intrusions. 
 
It is to be expected that the US and Canada will do what 
they need to do to advance their national interests, as 
will China. Those national interests are arguably best 
served by protecting one’s assets as fully as possible 
while dealing with inevitable incidents—whether spying 
or cyber-espionage—in a firm but non-public manner, 
away from the spotlight of the media. De-escalate the 
rhetoric and focus on finding areas of cooperation. 
Ambassador Luo’s article is evidence that China is 
trying to extend the olive branch, while at the same 
time admitting no culpability and making no 
commitment to change its behavior. 
 
How will Canada respond? The immediate fate of Kevin 
and Julie Garratt probably hang in the balance. If they 

are quietly deported from China, it will be a sign that 
pragmatism has prevailed; if they disappear into the 
Chinese prison system, Ambassador Luo’s statement 
that “in pursuit of common interests for our two 
peoples, there are no difficulties that cannot be 
overcome” will have little hope of being realized. 
Resolution may not come until Mr. Harper’s visit to 
China at the time of the APEC summit in November. A 
successful visit will be a sign that Canada and China 
have been able to set aside the hacking incident and 
move on. In the meantime, Canada, the US and other 
Western companies with strategic assets would do well 
to build a better firewall. 
 
This article was originally published on the China-US 
Focus website, on August 22, 2014.  
 
The author is Senior Fellow at the Asia Pacific 
Foundation of Canada, a Fellow of the Canadian 
Defence and Foreign Affairs Institute and Principal of 
TransPacific Connections. He has more than 35 years 
of government and private sector experience in Asia. 
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STATEMENTS 

“Cybersecurity as Realpolitik”, Keynote 
Speech by Dan Geer, Chief Information 
Security Officer of In-Q-Tel, at Black Hat USA 
2014 

August 7, 2014 

Good morning... 

Power exists to be used.  Some wish for cyber safety, 
which they will not get. Others wish for cyber order, 
which they will not get.  Some have the eye to discern 
cyber policies that are "the least worst thing;" may 
they fill the vacuum of wishful thinking. 

As if it needed saying, cyber security is now a riveting 
concern, a top issue in many venues more important 
than this one... 

[I have a] long-held and well-substantiated belief that 
all cyber security technology is dual use...[There have 
been comments]  confirming at the highest level not 
only the dual use nature of cybersecurity but also 
confirming that offense is where the innovations that 
only States can afford is going on... 

Let me now turn to some policy proposals on a suite of 
pressing current topics...   

1. Mandatory reporting  

The United States Centers for Disease Control are 
respected the world around.  When you really get 
down to it, three capabilities describe the CDC and 
why they are as effective as they are: (1) mandatory 
reporting of communicable diseases, (2) stored data 
and the data analytic skill to distinguish a statistical 
anomaly from an outbreak, and (3) away teams to take 
charge of, say, the appearance of Ebola in Miami.  
Everything else is details.  The most fundamental of 
these is the mandatory reporting of communicable 
diseases. 

So let me ask you, would it make sense, in a public 
health of the Internet way, to have a mandatory 
reporting regime for cybersecurity failures?  Do you 
favor having to report cyber penetrations of your firm 
or of your household to some branch of government or 
some non-government entity?  Should you face 
criminal charges if you fail to make such a report?  ... 

My answer to this set of questions is to mirror the 
CDC, that is for the force of law to require reporting of 
cybersecurity failures that are above some severity 
threshold that we have yet to negotiate. Below that 
threshold, I endorse the suggestion made in a piece 
two weeks ago, "Surviving on a Diet of Poisoned 
Fruit," by Richard Danzig where he made this policy 
proposal: 

Fund a data collection consortium that will illuminate 
the character and magnitude of cyber attacks against 
the U.S. private sector, using the model of voluntary 
reporting of near-miss incidents in aviation. Use this 
enterprise as well to help develop common 
terminology and metrics about cybersecurity. 

2. Net neutrality  

There is considerable irony in the Federal 
Communications Commission classifying the Internet 
as an information service and not as a 
communications service insofar as while that may 
have been a gambit to relieve ISPs of telephone-era 
regulation, the value of the Internet is ever more the 
bits it carries, not the carriage of those bits...   

I've nothing new to say to you about the facts, the 
near-facts, nor the lying distortions inherent in the 
debate regarding network neutrality so far or still to 
come.  What I can say is that network neutrality is no 
panacea nor is it anathema; peoples' tastes vary and so 
do corporations'.  What I can say is that the varied 
tastes need to be reflected in constrained choice rather 
than the idea that the FTC or some other agency can 
assure happiness if and only if it, rather than 
corporations or individuals, does the choosing. 
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In other words, ISPs get the one or the other; they do 
not get both. The FCC gets some heartache but also a 
natural experiment in whether those who choose 
common carrier status turn out differently than those 
who choose multi-tiered service grades with liability 
exposure. We already have a lot of precedent and law 
in this space.  The United States Postal Service's term 
of art, "sealed against inspection," is reserved for 
items on which the highest postage rates are charged; 
is that also worth stirring into the mix? 

3. Source code liability  

Nat Howard said that "Security will always be exactly 
as bad as it can possibly be while allowing everything 
to still function," but with each passing day, that "and 
still function" clause requires a higher standard.  As 
Ken Thompson told us in his Turing Award lecture, 
there is no technical escape; in strict mathematical 
terms you neither trust a program nor a house unless 
you created it 100% yourself, but in reality most of us 
will trust a house built by a suitably skilled 
professional, usually we will trust it more than one we 
had built ourselves, and this even if we have never met 
the builder, or even if he is long since dead. 

Today the relevant legal concept is "product liability" 
and the fundamental formula is "If you make money 
selling something, then you better do it well, or you 
will be held responsible for the trouble it causes."  For 
better or poorer, the only two products not covered by 
product liability today are religion and software, and 
software should not escape for much longer.  Poul-
Henning Kamp and I have a strawman proposal for 
how software liability regulation could be structured. 

And that is it really:  Either software houses deliver 
quality and back it up with product liability, or they 
will have to let their users protect themselves.  The 
current situation -- users can't see whether they need 
to protect themselves and have no recourse to being 
unprotected -- cannot go on.  We prefer self-
protection (and fast recovery), but other's mileage 
may differ... 

 

 

4. Strike back  

I suspect that a fair number of you have, in fact, struck 
back at ome attacker somewhere or, at least, done 
targeting research even if you didn't pull the trigger.  
I'd trust many of you to identify targets carefully 
enough to minimize collateral damage, but what we 
are talking about here is the cyber equivalent of the 
smart bomb. As I implied earlier, cyber smart bombs 
are what the national laboratories of several countries 
are furiously working on.  In that sense, you do know 
what is happening behind the curtain, and you know 
how hard that targeting really is because you know 
how hard attribution -- real attribution -- really is. 

The issue is shared infrastructure, and that issue is not 
going away.  There are some entities that can operate 
globally and strike back effectively, Microsoft and the 
FBI teaming up on the GameOver Zeus trojan for 
example, but that's an expensive therapy in limited 
supply that can only be applied to the most damaging 
malware. Nevertheless, that is the therapy we have.  
Smaller entities cannot act globally nor can they act in 
certain ways without pairing with national agencies.  
That can, and must, go on, but I don't see how the 
individual or the smaller entity can shoot back.  All I 
see is for the individual or the smaller entity to put all 
their effort into having fast recovery. 

5. Fall backs and resiliency 

There has always been a lot of talk about what to do 
when failure is unacceptable and yet failure is 
inevitable.  Heretofore, almost anything that has come 
to be seen as essential to the public gets some sort of 
performance standard imposed upon it, electricity and 
water, say.  But let's talk about software. 

Resiliency is an area where no one policy can be 
sufficient, so I've suggested a trio of baby steps: 
embedded systems cannot be immortal if they have no 
remote management interface, embedded systems 
must have a remote management interface if they are 
to be immortal, and swap-over is preferable to swap-
out when it comes to data protection. 
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6. Vulnerability finding  

Vulnerability finding is a job...If you are finding vulns 
for fun and fame, then the minute you find a good one 
you'll let everybody know just to prevent someone else 
finding it and beating you to the punch.  If you are 
doing it for profit, then you don't share.  That's where 
the side effect is -- once coin-operated vuln finders 
won't share, the percentage of all attacks that are zero-
day attacks must rise, and it has. 

In a May article in The Atlantic, Bruce Schneier asked 
a cogent first-principles question: Are vulnerabilities 
in software dense or sparse?  If they are sparse, then 
every one you find and fix meaningfully lowers the 
number of avenues of attack that are extant. 

If they are dense, then finding and fixing one more is 
essentially irrelevant to security and a waste of the 
resources spent finding it...   

If a couple of Texas brothers could corner the world 
silver market, there is no doubt that the U.S. 
Government could openly corner the world 
vulnerability market, that is we buy them all and we 
make them all public... 

7. Right to be forgotten 

After a good amount of waffling, I conclude that a 
unitary, unfakeable digital identity is no bargain and 
that I don't want one.  I want to choose whether to 
misrepresent myself.  I may rarely use that, but it is 
my right to do so.  If that right vanishes into the 
panopticon, I have lost something and, in my view, 
gained next to nothing.  In that regard, and 
acknowledging that it is a baby step, I conclude that 
the EU's "Right to be Forgotten" is both appropriate 
and advantageous though it does not go far enough... 

8. Internet voting  

Motivated & expert opponents are very nearly 
undefendable against. People like us here know that, 
which is why it is natural for people like us here to 
oppose voting over the Internet.  The National Center 
for Policy Analysis thinks online voting is a bad idea.  
NIST thinks online voting is a bad idea.  With Pamela 

Smith, Bruce McConnell editorialized in the pages of 
the Wall Street Journal that online voting is a bad 
idea.  The fact that we here have near universal 
disdain for the idea has not seemed to change much 
policy... 

9. Abandonment 

Apple computers running 10.5 or less get no updates 
(comprising a significant fraction of the installed 
base).  Any Microsoft computer running XP gets no 
updates (likewise comprising a significant fraction of 
the installed base).  The end of security updates 
follows abandonment.  It is certainly ironic that 
freshly pirated copies of Windows get security updates 
when older versions bought legitimately do not. 

Stating what to me is the obvious policy stance, if 
Company X abandons a code base, then that code base 
must be open sourced. Irrespective of security issues, 
many is the time that a bit of software I use has gone 
missing because its maker killed it.  But with respect 
to security, some constellation of {I,we,you,they} are 
willing and able to provide security patches or 
workarounds as time and evil require... 

10. Convergence  

Let me ask you a question: Are the physical and digital 
worlds one world or two?  Are cyberspace and 
meatspace converging or diverging over time?  I 
conclude that they are converging, but if they are 
converging, then is cyberspace looking more and more 
like meatspace or is meatspace looking more and 
more like cyberspace?  That is not so clear. 

In sum, as a matter of policy everything that is 
officially categorized as a critical infrastructure must 
conclusively show how it can operate in the absence of 
the Internet.  The 2008 financial crisis proved that we 
can build systems more complex than we can operate, 
the best policy counter to which has been the system 
of "stress tests" thereafter administered to the banks.  
We need other kinds of stress tests even more.  
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Conclusion 

I titled this talk "Cybersecurity as Realpolitik."  
Realpolitik means, in the words of British historian E. 
H. Carr, that what is successful is right and what is 
unsuccessful is wrong, that there is no moral 
dimension in how the world is, and that attempting to 
govern based on principles cannot succeed.  
Realpolitik is at once atheistic and anti-utopian. 

I find that distasteful and, it seems, that in governing 
my own life I daily give up power advantage for 
principle...It is realism and realism alone that remains 
when all else fails. 

Political realism of the sort I am talking about is based 
on four premises: 

.   The international system is anarchic 

.   States are the most important actors 

. All states within the system are unitary, rational 
actors 

.  The primary concern of all states is survival 

This is likewise the realism of the cybersecurity 
situation in a global Internet.  It is anarchic, and states 
have become the most important actors.  States' 
investment in offensive cyber is entirely about survival 
in such a world.  States are driven to this by the dual, 
simultaneous expansion of what is possible and what 
their citizens choose to depend on. 

This speech has been edited for length. The full text is 
available here 
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It is my pleasure to welcome you to Sasana Kijang for 
the SEACEN Cyber Security Summit 2014.  

Cyber security risk gives rise to new challenges 

Cyber security risks are inherently complex. These 
threats are real and can have severe implications on 
financial institutions should the threat not properly 
managed. In 2013, more than 100 million customers 
had their credit card and personal information stolen 
as a result of a data breach at a major retail outlet in 
the US. The estimated cost of this incidence was close 
to $150 million. For a single cyber attack, this is a 
staggering amount. 

Increased cyber security risk is a direct consequence 
of the more digital world we live in, where computing 
devices, online networks and technology 
infrastructure are becoming more integral to our daily 
lives. Modern financial systems also operate and 
depend heavily on these same networks and 
infrastructure. We can expect the management of 
cyber security risk to be even more relevant and 
challenging in the financial sector. Financial 
institutions operate critical payment and settlement 
systems and maintain sensitive customer information. 
This makes the financial system an attractive target 
for cyber security attacks. The adoption of more 
sophisticated and digital technology for key systems 
such as trading platforms, data warehouses and 
internet banking introduces new sources of cyber 
security issues which could be more systemic. For 
example, a distributed denial of service (DDoS) attack 
on banks in the United States in 2013 caused serious 
disruptions in access to online services. While causing 
no major losses, the increasing sophistication of the 
cyber attack raises concerns over critical functions of 
the financial system. This offers a glimpse of the 
potential harm confronting us in the years ahead. 

No doubt, technological advancements are a force for 
good. They are crucial to the efficient operations of the 
financial system, such as through greater automation 
of processes, better risk management and the wider 
offering of products served through online platforms. 
This in turn benefits business and retail customers. 
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However, the increasingly widespread adoption of 
advanced technology also exposes financial 
institutions to new cyber security risks that need to be 
better understood. For example, increased 
accessibility to a financial institution's systems by 
employees and customers through the use of 
smartphones and tablets serve as entry points for 
cyber crime. Cloud computing and the use of third 
party services also have the potential to undermine 
firewalls. Putting a balance to the needs of various 
parties would be a challenging task... 

These challenges demand a stronger and forceful 
response by all parties. Recent global regulatory 
reforms, such as the Basel III capital adequacy and 
liquidity rules, have tended to focus on financial risks. 
There has been much less focus on technology and 
cyber security risks despite the real systemic threats 
that they pose. So far, no financial institutions in this 
region have encountered an attack, severe enough to 
disrupt its critical services or cause material losses, 
but we cannot leave this to chance. The regulatory 
community and the industry must act to ensure that 
supervisory practices and internal controls within the 
financial institution remain vigilant and install the 
necessary safeguards against cyber security threats. 
There is a need to intensify our efforts in this regard 
and to place cyber security issues as a priority in our 
effort to make the financial system safe and sound. 

Driving the cyber security agenda forward in 
the industry 

In many countries, supervisors place significant 
emphasis on the oversight role of the boards of 
financial institutions as a primary line of defence. 
However, in reality, the focus on technology risk 
remains superficial in most board discussions. In 
2012, a survey by Carnegie Mellon among senior 
executives and directors from among the world's 
largest firms across various sectors indicated that, 
57% of respondents viewed that boards are not 
reviewing the existing policies for cyber-related risks 
sufficiently. Faced with a multitude of issues, board 
members are likely to prioritise headline issues that 
are more pressing or more directly related to the core 
business of the financial institution. More often than 
not, the cyber security agenda gets side-lined. 

It is equally important to ensure that the board of 
directors' of the financial sector invests adequately in 
cyber security infrastructure systems and procedures. 
The amount of funds allocated should commensurate 
with the nature and scale of an institution's business 
activities, and its strategic direction. 65% of 
respondents in an Ernst and Young survey in 2013 
cited an insufficient budget as the primary challenge 
for information security functions to meet the 
demands of the business. .. 

Today, the lack of skilled resources remains a key 
barrier to value creation in regard to information 
security. Financial institutions must be convinced that 
there is a long term gain by hiring cyber risk 
specialists, including in-house specialists that can 
develop timely and customised solutions based on a 
deep understanding of the institution's operating 
systems, business needs and organisational culture...  

Concluding remarks 

Let me now conclude. The digitisation of the economy 
and the financial sector is a process that cannot be 
stopped and we need to embrace it to our benefit. As 
financial institutions grow bigger and have greater 
international presence, the nature and extent of cyber 
risks will continue to expand. Events like this summit 
help propel the cyber security agenda forward. It is my 
hope that the sharing of knowledge and experiences 
here will generate new ideas to stem threats to cyber 
security. With that, I wish you all a productive and 
fruitful experience for the next two days. Thank you. 

This speech has been edited for length. The full text is 
available here 


