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THIS MONTH IN CYBER 

Governance 

 

Nearly 1.2 million people will vote in Africa’s first e-
election, the presidential polls in Namibia. The use of 

the e-voting machines, built in India, will allow the 

votes to be counted more quickly, which could lead to 
the result being available just 24 hours after the polls 

close. Namibia’s High Court dismissed a case lodged by 

opposition parties which claimed the e-voting 

machines would lead to vote rigging.  
 

On his first day in office, newly-appointed director of 

the UK’s Government Communications Headquarters 
(GCHQ) Robert Hannigan penned an editorial in the 

Financial Times lamenting the use of social media by 

terrorists – and calling on technology companies to 

cooperate more with government intelligence agencies. 
He described the web as “a terrorist’s command-and-

control network of choice”, and said debates about 
privacy should not interfere with government decision-

making. Industry groups in both the USA and the UK 

criticised Hannigan’s comments and said a clear legal 
framework was need to facilitate data sharing.  

 

A big change may be coming at Google, to reflect the 
company’s evolving role. Chief Executive Larry Page 

said the time was right to alter the company’s 1998 
mission statement to “organise the world’s information 

and make it universally accessible and useful”, 

although no firm decision has been taken on a new 

statement.  
 

In the first six months of 2014, Facebook restricted 

nearly 5,000 pieces of content in response to requests 
from Indian law enforcement agencies, making India 

the world leader for such requests. Much of the content 

restriction could be put down to local laws prohibiting 

criticism of religions or the state. Additionally, the 
Indian government sent 4,559 requests for user data, 

around half of which were granted.   

 

Drones may hold the key to the future of journalism. 

Reports suggest that unmanned aerial vehicles (UAVs) 

are playing an increasing role in newsgathering, able to 
bring back photos, videos, and other information from 

places where it may be unsafe for journalists to venture 

– from natural disasters to political demonstrations. 
Concerns have however been raised about the safety 

and legality of using drones as they may cause physical 

damage to people and property apart from invading 

privacy.  
 

Young people have always adapted well to technology, 

but at just eight years old Reuben Paul may be the 
world’s youngest cyber security expert. Paul is the CEO 

of Prudent Games, a firm which he founded. Speaking 

at the Ground Zero Summit on cyber security, Paul 

highlighted the importance of parents teaching their 
children about internet use and how to stay safe online.  

Republicans in the US Senate blocked a bill, the “USA 
Freedom Act”, which would have restricted the NSA’s 

data collection powers. The bill had support from 

various tech companies, including Microsoft, Google 
and Yahoo, as well as from President Obama’s 

administration. Detractors said that the bill was a “gift 

to terrorists”.  
 

Sweden may become the world’s first cashless 
economy. In the latest technological leap, mobile 

payments company iZettle has teamed up with street 

paper Situation Stockholm to provide card readers to 

vendors. The paper is sold by homeless vendors who no 
longer have to rely on passersby having loose change; 

sales have already jumped by around 60%. The push to 

move away from cash has high-profile supporters, from 
ABBA’s Björn Ulvaeus to the Better Than Cash Alliance 

of the UN Capital Development Fund. It has been 

noted, however, that pensioners may find using plastic 

and mobile technology more difficult than traditional 
cash mechanisms.  

 

US users of Mozilla’s Firefox browser will find that 
Yahoo has become their default search engine after a 
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tie-up between the two companies. Yahoo continues to 

invest in search, and will hope that the partnership 

with Firefox helps them break into Google’s 67% share 
of the search market; Yahoo’s share is currently around 

10%. In the US, Firefox itself is the browser of choice 

for 10% of users compared to 33% who use Google 
Chrome across computers, mobiles and tablets.   

 

Google’s large share of the search market – 90% 

globally – may be causing it problems in Europe. The 
European Parliament has backed a motion calling on 

regulators to break up Google under anti-trust 

provisions. Though non-binding, the motion was an 

indicator of political will to challenge Google’s 
monopolies. The company is also facing privacy 

concerns, tax issues, copyright problems and is 

grappling with various right-to-be-forgotten provisions.  
European regulators are also challenging websites and 

advertisers over their tracking and collection of user 

data. The Article 29 Working Party suggests that 

“device fingerprinting”, a method of data collection, 
may now be considered in the same way that website 

cookies are. This would mean that Google, Facebook, 

Microsoft and other companies which use the process 
will have to seek consent from users before tracking 

them.  

 

 
Security 

 

The biggest story in Cyber Security for the month of 
November was companies of all sizes scrambling to 

upgrade their cyber security infrastructure in 

expectation of Black Friday, Cyber Monday and the 

subsequent holiday season.  
 

November also witnessed the U.S. government issuing 

a warning to iOS users notifying them of vulnerability 
in the mobile operating system which could potentially 

allow hackers to steal sensitive data from their systems. 

The U.S. Computer Emergency Readiness Team 

(CERT) posted a statement on their website outlining a 
technique known as a "Masque Attack", where an 

attacker can substitute a legitimate app with his or her 

own malware. It also emerged that Cyber criminals are 
using a new malware -- Regin -- to penetrate and 

monitor GSM networks in India and other countries 

including Pakistan, Brazil, Germany and Russia, 

security researchers have said. In other news, it was 

alleged that hackers from China breached the federal 

weather network in the U.S., forcing cybersecurity 
teams to seal off data vital to disaster planning, 

aviation, shipping and scores of other crucial uses, 

officials said. In Australia, even though the G20 went 
off without any significant security issues, an 

Australian intelligence agency had warned of 

cybercriminals targeting the G20 summit in Brisbane, 

saying they could include state-sanctioned hackers, 
trade spies or activists. 

 

Meanwhile, Russia and China are all set to sign an 

international cyber security agreement in the first half 
of 2015, said a source familiar with the progress of 

relevant negotiations. The document was initially 

planned to be approved during President Vladimir 
Putin's visit to China. However, the source told the 

newspaper it was decided that the agreement should be 

made "more extensive and practical" and that this 

would take several more months. The UK signed a 
security pact with Qatar to share classified intelligence 

and deepen ties between the two countries’ security 

agencies in the face of a burgeoning international 
threat from jihadism and cyber warfare. The European 

Union in November, carried out its biggest exercise to 

prevent cyber-attacks on Europe's public utilities and 

communications networks. The director of the 
European Network and Information Security Agency, 

Udo Helmbrecht, told The Associated Press that the 

one-day exercise involving 29 countries and 200 
agencies dealt with attack scenarios against "critical 

infrastructure". President Abdel Fattah Al-Sisi 

approved the adherence of Egypt to an Arab convention 

that will see greater cooperation within the Arab states 
on matters of cyber security. The president’s decree saw 

Egypt sign the Arab Convention for Combating 

Information Technology Crimes, reported state-owned 
MENA. 

 

According to data from American cybersecurity 

foundation Arbor Networks, cyberattacks against 
Turkey are above the global average. In the first quarter 

of 2014, while cyberattacks decreased by 68 percent 

across the globe, attacks against Turkey increased by 6 
percent. Attacks against Turkey were mostly been 

carried out by individuals or groups from Russia, the 

U.S. and Switzerland, respectively. Mauritania hosted a 
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workshop on cybersecurity in Nouakchott with the goal 

of training professionals to manage a cyber-security 

centre. Bolstering information and network security as 
well as protecting private data are essential 

prerequisites for developing the information society 

and consolidating trust among technology, said 
Employment Minister Mohamed Lamine Ould El 

Memy. Also, The Central Bank of Kuwait (CBK), in 

collaboration with the Institute of Banking Studies 

(IBS), organized a forum on "Securing Payments in the 
Cyber World". The Forum's objectives were to highlight 

the growing importance of information security in the 

banking and financial industry and to raise the 

awareness of Cyber Security risks through various 
discussions, presentation, research and best practices 

in this field. 

 
In education, a $45 million grant was initiated to fund 

new cybersecurity centers at UC Berkeley, MIT and 

Stanford. UC Berkeley, the William and Flora Hewlett 

Foundation, the Massachusetts Institute of Technology 
(MIT) and Stanford University announced the 

establishment of three major new academic initiatives 

focused on laying the foundations for effective, 
sustainable public policy to deal with growing cyber 

threats. In Europe, a new master's degree programme 

will connect Ukrainian students with European 

universities and cyber security experts to bolster 
Ukrainian cyber security capabilities. 

 

In the world of business, Microsoft acquired Aorato 
Ltd., an Israel-based cybersecurity startup. According 

to the WSJ, Microsoft will pay around $200 million in 

the deal. KPMG completed the acquisition of P3, a 

privately-owned German cyber-security firm that 
provides risk management, security assessments, and 

mobile and fixed network protection to clients across 

the financial services sector. Raytheon announced its 
acquisition of privately held Blackbird Technologies, 

which provides cyber security, surveillance and secure 

communications to spy agencies and special operations 

units, for $420 million. While Spanish cybersecurity 
firm S2 Grupo confirmed that it will begin operating in 

Colombia in the first quarter of 2015 as part of an 

expansion effort that also includes plans to set up shop 
elsewhere in Latin America and other parts of Europe 

later this decade. 

 

Researchers in Israel have forced the auto industry on 

alert – former members of an Israeli intelligence unit 

dedicated to thwarting cyber crimes announced that 
they had remotely hacked into a vehicle that contained 

an aftermarket device with a big security hole. Once 

they had exploited the vulnerability in the device, called 
a Zubie, they controlled vehicle functions, like 

unlocking doors and manipulating instrument-cluster 

readings. The researchers, now founders of Argus 

Cyber Security, say they could have also controlled the 
vehicle's engine, brakes and steering components. 
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COMMENTARY I 

‘Cyfy 2014: The India Conference on Cyber Security 
and Cyber Governance’ was held in New Delhi, from 15-
17 October, 2014. It was attended by 350 participants, 
with speakers from over 12 countries representing 
government, business, academia and international 
organisations. Now in its second year, this conference 
has emerged as India’s biggest international cyber 
policy platform to date. Cyfy’s success highlighted two 
indisputable facts: the growing Indian interest and 
thought-leadership on internet governance and the 
increasing attention of the global community to cyber 
debates in India, as was apparent by the high-level 
participation at Cyfy. 

The Indian Minister for Communications and 
Information Technology Ravi Shankar Prasad 
inaugurated the conference. He discussed the 
ambitious ‘Digital India’ programme, the breadth and 
scope of which surpasses any similar endeavour across 
the globe. In order to bridge the digital divide, the 
Minister enumerated a number of projects that will 
serve the citizens, including e-government applications 
and financial inclusion programmes that will leverage 
the power of mobile technologies. He also mentioned 
the launch of innovative platforms to help solve 
pressing social issues. 

In his valedictory address, India’s Deputy National 
Security Advisor Arvind Gupta addressed the security 
challenges posed by a fast-growing internet ecosystem. 
He pointed out that India already has a billion mobile 
phones active on the ground. These, and others joining 
the network, need to be connected to the internet 
through effective and secure digital information 
infrastructure. Calling it a big focus area for the Indian 
government, the Deputy NSA remarked that India is at 
an advanced stage of implementing a comprehensive 
cyber security architecture. 

The discussions at Cyfy confirmed that the Indian 
government is not the only stakeholder grappling with 
the central question: Can, should and how will the 
internet be regulated, governed and managed? This 

crucial question, running as a common thread through 
the 14 sessions at Cyfy 2014, found resonance in the 
themes of jurisdiction, security, privacy, use of social 
media, critical infrastructure, global governance 
platforms and the rules of the global cyber market. 

While a detailed report of the conference will follow, 
below are a set of important initial impressions: 

*The role of states in the internet age was discussed in 
detail. Some experts framed the debate around the 
internet being a global commons, thereby arriving at a 
set of conclusions about its governance structure. This 
included the idea of a UN-led internet governance 
structure, and the application of an international legal 
regime. The commons would mean equal governance 
access for sovereign governments. However, another 
school of thought argued that the internet is a 
collection of interconnected public and private 
networks that exhibit the characteristics of a global 
commons, but fall short of being one. They reached a 
different set of conclusions. Multiple institutions 
comprising of multiple stakeholders, as they do today, 
are capable of governing different aspects of internet 
governance: from technical to social issues. There was a 
feeling that talk of global governance arrangements 
may be moving away from the “ideal” to realpolitik.  

*However, on the topic of developing cyber norms, the 
sentiment of the house was that there can be no single 
grand design that will produce, in one instance, a set of 
principles or guidelines on organising the cyber world. 
It was argued that a sectoral approach might have more 
success.  

*It was also noted that ‘internet multilateralism’ was at 
an interesting juncture. Will the rules of the medium be 
decided by dialogue between major powers like the US, 
China and Russia? The possibility of a ‘Digital 20’ was 
flagged: Nations with similar interests could band 
together to sign a digital treaty, compelling the rest to 
either opt in or opt out. The experience of the Arms 
Control debate of the 20th century, it was held, offers 
an interesting perspective.  
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*On the topic of internet governance, ICANN reform 
was discussed in some detail. The organisation is facing 
a question of legitimacy over the issue of ‘space 
capturing’ by some players. An alternative―possibly 
moving ICANN functions to the ITU (or other fora) 
faces concerns regarding efficiency. Many felt that the 
multilateral ITU will not serve as an appropriate 
platform for a fast-moving medium like the internet. 
Others suggested the ITU be reformed to enable it to 
absorb these functions. However, it was noted that even 
proponents of multistakeholderism are trying to 
nuance their positions, since the ‘characteristic’ of an 
institution being ‘multistakeholder’ seems to be taken 
as the solution itself. It must be determined if the 
resultant multistakeholder structure(s) is 
interventionist in nature, and if the presumed 
universalised values underlying debates at these forums 
are helpful to the particular challenges of developing 
countries. ICANN, it emerged, was keen to discuss ‘all 
issues,’ including its internationalisation and matters of 
jurisdiction, as it undertakes the IANA transition.  

*The future of internet governance, it was clear, is not 
going to be a straightforward division of emerging 
powers vs. major powers. The multipolar nature of the 
world and the tension between values and interests are 
likely to have a significant impact on future 
arrangements within this medium. 

*Participants raised key questions on the quality of 
interconnectivity and appropriate mechanisms for 
securing critical infrastructure. While everyone wants 
system security, some difficult questions need to be 
addressed: What are the costs and how will they be 
shared? Who will be the interlocutor for defining what 
constitutes the definable objectives? On the question of 
international security, it was held that traditional 
notions of deterrence do extend to the cyber domain. 
The challenge will be to adapt to this particular 
medium and generate better understanding of concepts 
of offence, defence, deterrence, pre-emption and 
prevention in cyberspace.  

*Terror networks flourishing over the internet were 
flagged as a common cause of concern by most 
individuals present. This moved the conversation 
towards solutions by way of real-time information 
sharing and closer cooperation between countries, 
despite varying interests. There is also a need for the 
‘state’ to find the right balance between surveillance 
and privacy in order to secure its citizens without 

infringing their rights. Accountability of agencies of the 
‘state’ involved in surveillance activities was also 
identified as a key area of concern.  

*Freedom of speech was discussed extensively, along 
with the reality that there is no global consensus on 
normative value of free expression. Does simply being 
connected by an open internet mean universalisation of 
these values? As for social media, while it gives rise to 
the same contradictions as older communication 
technologies, there is today integration and 
fragmentation at the same time. Polarisation in some 
cases is contrasted by greater unity in others. Social 
media is far broader in scope, reach and impact, and 
thus more powerful―or dangerous. Regulation of 
content is also a very contentious issue. Who should be 
regulated? Those who generate the information, those 
who transmit it or those who use it―and in which 
proportion and order? Countries like India who believe 
in ‘reasonable restrictions’ need to find the golden 
mean between needing to preserve free speech and 
maintaining law and order.  

*The conversation noted the importance of finding the 
balance between anonymity and connectivity, between 
privacy and security, as also―as increasingly apparent 
today―between innovation and regulation.  

*The discussion highlighted the slow move towards 
private censorship as intermediaries are given more 
powers by technology, governments and citizens to be 
arbitrators of speech.  

*The debate on the global cyber market―the engine 
fuelling the growth of the internet―hinted that 
harmonisation of laws across the world could be an 
effective way to solve many of the jurisdictional issues 
that arise because of international data flows and 
transactions. This includes data protection laws. 
Further, while the development of government-to-
business relationship in cyberspace is important, the 
problem is that ‘business’ is not a united actor. The 
state will still need to mediate between competing 
capital and sector interests.  

*The idea of data localisation was brought up several 
times. Whether or not sovereignty over data translates 
into economic progress and security was a matter of 
intense debate. The tension between dispersion and 
centralisation of power was highlighted. The question 
of localisation of internet infrastructure was also raised. 
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Those who wanted centralised power argued for data 
localisation to ensure data security. Others, however, 
argued that dispersion is needed to provide security 
and efficiency, and that data nationalisation is no 
guarantee of security. 

What the high-level and complex debates at Cyfy 2014 
revealed was, as C. Raja Mohan, Distinguished Fellow 
at the Observer Research Foundation, captured in his 
closing comments―“the age of innocence is over…., the 
widely held beliefs that cyberspace will be a libertarian 
utopia for individuals and a technological cornucopia 
for corporations now look utterly unrealistic..… the 
experiment in constructing a cyber world beyond states 
has come to an end.” Cyberspace needs common rules 
so that all stakeholders can use it legitimately, legally 
and safely. India has taken a strong position to preserve 
the democratic nature of the internet. At the same time, 
India’s Minister of Communication and Information 
Technology expressed his willingness to “take that extra 
step as far as the evolution and stabilisation of these 
frameworks” is concerned. These frameworks must be 
inclusive and democratic. Cyfy 2014 was an important 
step in bringing Indian ideas and debates to the world. 
Indian audiences were also exposed to some key global 
conversations. We are looking forward to continuing 
these efforts in the years to come. 

Samir Saran is Chair, Cyfy and Vice President of the 

Observer Research Foundation



	
	
	
	
	
	

Market Net Neutrality: A Better Way Forward 
Anahita Mathai and Shalabh Upadhyay	
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COMMENTARY II 

Proponents of net neutrality and stricter broadband 

regulation in the United States received a boost this 
month when President Obama made a statement in 

support of classifying the internet as a public utility.  

Advocates of net neutrality point towards creation of 

‘fast lanes’ in the absence of such legislation which 

would provide an unfair advantage to companies or 
individuals who could afford to pay extra for premium 

services thereby striking at the very heart of the idea of 

an equal internet.  

However, in 2014, companies such as Facebook, 
Amazon, Netflix, etc - the big data generators - are 

already benefiting from fast lanes and privileged access. 

These web giants have circumvented the traditional 

internet systems by establishing direct connections to 
big ISPs such as Verizon and Comcast. The reality of 

today’s internet is the existence of dedicated computer 

servers deep inside these ISPs for a faster and more 

privileged access than the rest of the internet. 

50% of today’s internet traffic is generated by a group 

of 30 websites . The notion of an ‘equal’ internet is a 

thing of the past. The internet is not equal and has not 

been equal for quite some time now. The entire debate 
on net neutrality has been skewed by this false notion 

of equality.  

Maintaining the status quo, where content providers 

have to eke out deals with individual service providers, 

is not an option. Moreover, it is a fine line between 
guaranteeing faster speeds to certain sources, and 

simply providing access to them at all. Preventing start-

ups, bloggers and other content creators who may not 
have vast resources from ever reaching consumers – 

perhaps an extreme possibility, but one that could arise 

through paid prioritisation – creates an unfair 

environment heavily favouring incumbent successful 

companies.  

Time and again, proponents of net neutrality cite the 

possibility of differential pricing which would 
inadvertently hurt consumers. But differential pricing 

occurs across the board in well established industries 

and services such as cable subscriptions, phone 
subscriptions; proving to be more financially beneficial 

for consumers as they can choose to pay for customized 

services which they intend to use rather than a one-for-

all umbrella package.  

With internet speeds increasing continuously, the 
threat of network providers slowing the internet speed 

to manipulate consumers into buying premium 

packages would be commercial suicide for network 

providers if consumers could always switch to a 
competitor. Network providers would be more inclined 

to offer increased speeds for premium packages than 

slowing the existing speeds.  

The reality, however, is that often consumers have little 
choice in the matter. In the US, nearly one third of 

users have only one option for broadband. Close to 

another 40% have only one or two options – not 

conducive to competition. As a result, the US ranks 
42nd in the world in terms of broadband speeds, much 

behind other developed countries.  

A possible solution to the problem could be to pass a 

minimum service guarantee – a certain speed that 
everyone is entitled to, beyond which they can choose 

to pay more. While reclassifying broadband providers 

as common carriers would allow the government to set 

a blanket minimum standard, it’s not the only option.  

Obama’s statement  includes what he calls ‘bright lines’, 
rules for the internet including no blocking of legal 

content, no throttling of speeds, increased transparency 

and banning paid prioritisation. The Federal 

Communications Commission (FCC), the independent 
body which regulates internet services, has the power 

to pass new rules which would protect these principles 
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without passing control of the internet to the 

government.  

The high costs of entry into the broadband provision 

market dissuade potential competitors. Increased 
competition among ISPs would allow customers to 

choose from a wide variety of ISPs thereby limiting 

monopolistic practices. This would also likely allow for 

fairer deals to be negotiated between content providers 
and ISPs.  Initiatives like Google Fiber, involving 

cooperation with municipal governments are positive 

steps, but not commercially feasible on a large-scale 
basis. Increasingly consumers are accessing the 

internet through wireless and mobile services rather 

than traditional wired broadband services. Promoting 

these types of services could be a way to increase 

competition in the market.  

The basic governing structure of the internet has 

changed dramatically in the last decade and the net 

neutrality debate is still hinged on the traditional 
structures which have ceased to be relevant. The need 

of the hour is to allow the internet to thrive dynamically 

and rapidly reach households around the world without 

burdening it with over-regulation. Rather than 
debating whether the internet should be reclassified as 

a public utility, the discourse should be focused on how 

to promote increased competition in the sphere and 

harness its potential.  

 
Anahita Mathai is a Junior Fellow and Shalabh 

Upadhyay is a Research Intern with the Observer 

Research Foundation.   
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COMMENTARY III 

The old boys know it and so do the young upstarts. The 

world of the internet is never going to be the same. 

That's the gist of two fascinating days of debates, 
discussions and breakout sessions at CyFy 2014: The 

India Conference on Cyber Security and Cyber 

Governance. Every single expert from almost every 
single corner of the networked world said the nuts and 

bolts of the internet governance and policy have to 

change. 

 
That disruptive big picture has been hovering in the 

background for close to two years. What is adding an 

increasing sense of urgency is the recent context 
provided by the decision of the US commerce 

department's national telecommunications and 

information administration (NTIA) to give up its rather 

cosy arrangement with ICANN to oversee global 
internet protocol (IP) address allocation and root zone 

management in the domain name system (DNS). 

Currently the arrangement works something like this. 
The NTIA, which is the sovereign US government for 

all practical purposes, has a contract with ICANN, 

which is a non-profit entity but registered in the US 

and hence completely governed by US laws. ICANN, in 
turn, has handed over that responsibility to its 

department called the internet assigned numbers 

authority (IANA), which needless to say is fully 
controlled by ICANN.  

 

NTIA also has what it calls a 'cooperative agreement' 

with VeriSign, again an American company, to perform 
root zone management functions. VeriSign controls two 

of the internet's 13 root names servers and is the go-to 

registry for .com, .net and .name generic top level 
domains (gTLDs), the .cc and .tv and country-code top 

level domains (ccTLDs). It also provides backend 

systems for the .jobs, .gov and .edu TLDs. 

 
The long and short of it is that the US does decisively 

control the internet. But to be fair to the Americans, 

such a system is also a product of a time and age when 

the internet had not become the overarching and 

overbearing presence that it is today. Moreover, again 

in the interest of objective assessment, it must be 
mentioned that transitioning NTIA out of its role marks 

the final phase of the privatisation of the DNS as 

outlined by the US government in 1997. 
 

Of course, one can quibble that it has taken the US a 

good 17 years to loosen its grip, but that would obscure 

the larger tussle at play; one that is going to determine 
the future power structure of who, how and in what 

way will the internet be controlled and modulated.  

 
As things stand today, the US wants to divest itself of 

this 'responsibility' by September 2015 and give it over 

to what it calls the 'global multi-stakeholder 

community'. ICANN has been given the mandate to 
collaboratively work with the internet engineering task 

force (IETF), the internet architecture board (IAB), the 

internet society (ISOC), the regional internet registries 
(RIRs), top level domain name operators, VeriSign, and 

other interested global stakeholders. The NetMundial 

initiative in Brazil in April has been the biggest effort 

till date with over 850 stakeholders, including 
individuals like Tim Berners-Lee, the father of the 

internet, attending it. 

 
On the face of it, the US decision to let go of the 

internet, in a way, and the emerging broad consensus 

for evolving a multi-stakeholder community to take 

care of the internet in the future are positive 
developments. The real power tussle, despite what 

many may consider as needless hair splitting, lies in the 

semantics. There are two arenas of contestation that 
need to be mapped, and the implications of each 

marker in the landscape clearly pegged, for any kind of 

informed debate.  

 
The first revolves around the term multi-

stakeholderism. Journalist Suhasini Haider, who was 

one of the moderators for a session in CyFy, asked 
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everyone around, half seriously, as to how multi-

stakeholderism can even be a word. The English 

grammar aside, the varying power architecture of the 
term indicates a different kind of grammar that each of 

the stakeholders wants to impose on the ongoing 

discussions. In itself, multi-stakeholderism is an 
inclusive term with the potential to encompass all the 

interested parties and players in the internet world. 

The problem begins when the specific form of multi-

stakeholderism advocated by the US and the western 
world gets juxtaposed with multilateralism and 

democracy. The basic assumption behind this 

particular multi-stakeholder approach is that every 

single interested party is given the space to come and 
congregate on the same platform. It does not, however, 

explicitly specify two things. The first is whether each 

stakeholder will have equal rights. The second is how 
these rights, equal or otherwise, translate into leverage, 

jurisdiction and decision-making responsibility.  

 

These inconsistencies are amplified when compared 
with the multilateral approach, advocated by many 

countries, where the internet is seen as a collective 

world resource that needs to be mandated and 
managed by sovereign entities. Russia and China are 

strong advocates for the multilateral approach. It has 

its strong points, equality among stakeholders 

(countries) for one. But it is also a framework that 
fundamentally strengthens the hands of states and, as 

several civil society organisations and corporate entities 

have pointed out with justification, can be used to 
muzzle dissent, control the flow of information, people 

participation and mobilisation in undemocratic ways. 

The US and the western world have gone all chips in for 

a multi-stakeholder approach.  
 

From a realist geopolitics point of view, some will say 

cynical, the specific form of multi-stakeholderism 
advocated by the western countries will only serve to 

maintain the current asymmetries of the internet power 

structure, albeit in a different form. The Edward 

Snowden revelations and the existence of massive US 
government-sponsored surveillance that cut across 

borders have finally brought to light the elephant in the 

room: something that several civil society groups have 
been alluding to for a long time. 

 

For all the rulebooks and rules of law that big private 

firms throw at Asian governments like India and China 

when asked for access to information and servers, the 

Snowden affair has revealed that companies like 
Google, Yahoo! and Microsoft actually ended up 

crawling when asked to bend by the US government. It 

is in the American and western interest to specifically 
define the internet as a global resource that does not 

have any boundaries and hence be kept away from any 

multilateral mechanism or state control. The west, in 

more ways than one, controls the internet 
infrastructure: from codes and algorithms to standards 

and protocols to undersea cables and massive server 

and traffic infrastructure. It is easier to control 

corporate houses than sovereign entities.  
 

In this tussle between multi-stakeholderism and 

multilateralism, a few countries led by India have 
suggested a third path. The Indian suggestion, 

articulated quite beautifully at NetMundial, was to look 

at a 'democratic multi-stakeholderism'. The 

introduction of the term 'democratic' completely 
changes the power dynamics and quite decisively 

answers the question of equal rights and how each of 

those rights will be leveraged for decision making roles 
and responsibilities. 

 

Not surprisingly, it has not gone down well with the 

western world, nor has it found any takers in the 
multilateralism camp. Democratic multi-

stakeholderism has the potential to mitigate the 

genuine concerns of sovereign nations in terms of 
protection of their cyber resources and infrastructure - 

not only from anonymous hackers and non-state 

actors, but also from the overarching surveillance 

mounted by the US and its allies. (The NetMundial 
statement, disappointingly, does not explicitly or 

implicitly take a stand on the American surveillance of 

cyber assets, resources, infrastructure and 
communication of other sovereign nations and 

countries.)  

 

The second argument revolves around the arena of 
technology, standards, protocols, processes, technical 

specifications, hardware and software. The internet is a 

technology-intensive set of resources. There can be no 
disputing that basic fact. So, in a sense the school of 

thought that wants to create and maintain some sort of 

a gated enclave, an engine room so to speak, of the nuts 
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and bolts of the internet seems reasonable and 

justifiable in the first instance. After all, what could an 

average user of internet possibly know about the finer 
nuances of creating a framework for the allocation of 

IPv6 internet addresses? Point taken. But it starts 

becoming a complex power play when the school of 
thought transforms itself into a technocratic singularity 

where engineers and scientists are seen as the Holy 

Grail and social scientists and policy makers as 

'corrupting influences' bent on damaging the proverbial 
Garden of Eden. Such technocratic singularity was also 

amply in evidence in the CyFy conference where, 

ironically, both policy makers and technocrats used 

popcorn terms like 'bad actors' and 'lack of 
understanding' and seemingly chocolate-coated ones 

like 'capacity building' and 'bringing up everyone to the 

same level', amplifying the divide between the western 
world, which controls the cyber forces of production, 

and the emerging world that is justifiably demanding a 

greater control and role in the shaping of the internet. 

 
So a bad actor, for instance, which could mean any 

country from Russia to Iran to China, or an individual 

like Edward Snowden, will invariably be used to try and 
keep as many of the current power players, 

stakeholders if one goes by the new lingo, within the 

system while systematically keeping out the newer 

emerging players. Similarly, the term 'capacity 
building', a benign expression usually denoting 

facilitation, hand holding and empowerment, is often 

used to keep countries, institutions and people on the 
margins by categorising them as not having the ability 

to contribute to a process of decision making that has 

to be completed by September 2015. Such countries 

and institutions are implicitly positioned as 'disrupters 
and delayers'. Unfortunately, some of the speakers at 

CyFY, unwittingly, displayed similar structural 

semantics used by early European colonisers to 'civilise 
native populations'. 

 

No doubt, a technocratic approach has its strengths, 

and some areas of internet governance have to be 
completely technocratic. But there are areas that 

cannot justifiably be left to the apparently superior 

engineering mindset of technologists, programmers 
and technology policy makers. Many are, today, simply 

focused on meta-concerns of cybersecurity, 

information protocols, authentication procedures and 

big data: concerns that are shared by the institutional 

structures of state, market and civil society (or 

government, corporations and NGOs if you want the 
depoliticised avatar). Voice web, for instance, already 

has a separate protocol, hyper speech transfer protocol 

(HSTP), yet the technocratic ecosystem that manages 
the internet today has not given it the kind of attention 

that it deserves. It is heart-breaking because voice web 

does have genuine potential to break the literacy 

barrier, which has been a constraining factor in 
increasing the adoption of the internet and mobile-

based services in several Asian and African countries.  

 

Technology by itself is inert. One needs a particular 
socio-economic logic to be embedded, almost like a 

code, for it to become proactive and transformative. It 

is here that the concepts of multi-stakeholderism and 
technical independence need to be revisited and 

redefined. It is not going to please powerful 

institutional and corporate players in the internet 

space. It may also not completely please actors 
proposing a multilateral approach. But the key 

conundrum in all these debates remains the same. All 

of us are supposedly representing and acting for the 
last mile user. Can we, then, genuinely start bringing 

everyone on board and giving each one of them 

substantial voice and a vote? 

 
 

The author is a Visiting Fellow at the Observer 

Research Foundation and a Fellow at the National 
Internet Exchange of India 

 

This article originally appeared in Governance Now 
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COMMENTARY IV 

As you might imagine, I've been following the ITU's 

Plenipotentiary Conference very closely. It was built up 

to be the great showdown of our time — the pro-'free 
and open' Internet in one corner (comprised for the 

most part of developed and democratic nations), in the 

other corner a contingent of totalitarian regimes bent 
on a fractured, censored Internet — a near battle royale 

for control of one of the greatest communications tool 

the world has ever seen. 

 
In fact, the lead up to the past few ITU events has been 

more akin to an over-the-top sporting event rather than 

meetings of an international, bureaucratic institution. 
Sometimes the conferences live up to the hype. WCIT 

12 ended in a vote that led to months of bad feeling 

between countries that signed or didn't sign the new 

International Telecommunication Regulations. 
 

However, the current news out of Busan paints the 

Plenipotentiary as a non-event, at least by its midpoint. 
Where the hype may have been well-deserved, it 

appears that the main event won't live up to 

expectations. 

 
There were four main Internet-related resolutions 

going into the Plenipot. One was very broad, on IP-

based networks. Another was on internationalizing 
domain names, and yet another was on IPv6 transition. 

The one most directly related to Internet governance 

referenced "international public policy issues 

pertaining to the Internet and the management of 
Internet resources, including domain names and 

addresses." 

 
Of the four resolutions, it is the final one that caused 

the most concern in the Internet governance world. 

Where general governance ends and where public 

policy starts can be a hazy area and the cause of a lot of 
the debates between governments. This is where the 

'ITU taking over the Internet' statements of alarm come 

from. 

Apart from the resolutions on the table in Busan, there 

were proposals that would have seen the ITU move 

further into what many, including me, think is more 
properly the arena of multi-stakeholder governance, 

but what some governments think is more properly the 

area of multilateral public policy-making. There was a 
proposal to have ITU become an IP address registry. 

There were proposals to have ITU develop 

international laws and policy on online surveillance to 

prevent sovereign rights of states being violated (this 
being the first major ITU conference since the Snowden 

revelations). There was also a proposal for ITU to 

investigate a new architecture for the future Internet. 
All of these proposals alarmed various sectors of the 

Internet world to different degrees. 

 

In the end, however, rather uncontroversial resolutions 
were developed by the drafting group to move forward 

to a vote by the ITU plenary. Does this mean that 

Plenipotentiary won't have any affect on the Internet as 
we know it? 

 

The answer to that is 'yes and no'. It's true that the 

Busan resolutions won't have a direct effect on the 
Internet once the Plenipot winds up on November 7. 

However, this does not mean that certain governments 

will give up on the proposals they couldn't get through 
in Busan. We are likely to see them crop up again at 

another ITU or intergovernmental meeting in the not-

too-distant future. 

 
There is no doubt that the so-called 'Indian proposal' to 

develop a more secure and trustworthy Internet will 

resurface, as Member States were encouraged on 
Tuesday to take up the issues raised by the proposal 

and discuss them in relevant fora. 

 

Debate on what Internet issues are appropriate for ITU 
to discuss will also be a hot topic on a yearly basis, 

following a decision have the ITU's Council Working 

Group on International Internet-related Public Policy 
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Issues (CWG-Internet) decide at its first meeting of 

each year what it will discuss and conduct public 

consultations on for the rest of that year. This means 
that while new Internet issues may not have made it 

into the Busan resolutions, they could make it into 

ITU's agenda via the first CWG-Internet meeting held 
each January or February in Geneva. In other words, 

we now have even more meetings to keep an eye on and 

even more consultation processes to write responses to. 

 
This year's Plenipot also saw the election of new ITU 

leadership. Former Deputy Secretary General Houlin 

Zhao was elected, unopposed, to the post of Secretary 

General. Canada's lone candidate in the ITU's election, 
Bruce Gracie, lost out to Malcolm Johnson for the 

position of Deputy Secretary General. Zhao has made 

assurances that he has no intention of changing the 
relationship between ITU and the Internet world, and 

that he will continue Dr. Toure's efforts to work in 

cooperation with entities in the Internet space. 

 
Johnson, on the other hand, does not have a stellar 

history of working collaboratively with the Internet 

community, so his election has not been welcomed by 
some on the inside of the Internet governance world. 

Time will tell, however. History shows us that Deputy 

Secretary Generals generally stay in the shadows and 

let the Secretary Generals lead. If this continues to be 
the case, Johnson's election likely will not result in any 

great change in the way ITU's leadership will approach 

their engagement with key Internet organizations. 
 

The Plenipot isn't over yet. There's still opportunity for 

fireworks during the final week, though that's highly 

unlikely. And while there is little for those of us on the 
'free and open' Internet to bemoan, Busan will end 

without a clear victor. Those who would minimize any 

declarations that there are states that are using fora like 
the Plenipot to extend their reach over the Internet will 

use the outcomes from Busan to support their position. 

However, I think Busan will end in a tie — while there 

were no overt actions that extend the ITU's reach over 
the Internet, the field has been set for future plays. 

We're in a long game, and I'm not sure we're leading 

yet. 
 

The author is President and CEO of the Canadian 

Internet Registration Authority. 

This article originally appeared on CircleID.  
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COMMENTARY V 

In the night of November 6, 2014, Pakistani hackers 

defaced websites of 22 Government departments and 
organisations in India. On the defaced websites, the 

hackers identified themselves as ‘1337 & r00x! – Team 

MaDLeeTs’, greeted the Government of India, and 

leveled a range of allegations against the Indian Army in 
Kashmir. “We are not asking for Kashmir. We ask for 

peace. Nothing deleted or stolen. Just here to deliver my 

message to the government and the people of India,” the 
hackers wrote, signing off with “Pakistan Zindabad” 

(long live Pakistan). 

 

On November 1, 2014, Pakistan-based hackers, calling 
themselves ‘Pakistan Cyber Mafia Hackers’, hacked two 

websites of Gujarat Government – the official website of 

the Commissionerate of Higher Education 
(www.egyan.org.in) and the official website of the 

Agricultural Produce Market Committee of Ahmedabad 

(www.apmcahmedabad.com). The hackers put their logo 

and some text on the homepages of these websites, which 
read: ‘Hacked by Pakistan Cyber Mafia Hackers’, ‘Feel 

the power of Pakistan’, ‘Pk_Robot was here’ and 

‘Pakistan Zindabad’. 
 

These incidents are the most recent in a rising trend. 

Indeed, on July 14, 2014, Communications and IT 

Minister Ravishankar Prasad, in a written reply to the 
Lok Sabha (Lower House of Indian Parliament) 

disclosed, 

 
During the years 2011, 2012, 2013 and 2014 (till May), a 

total number of 21,699, 27,605, 28,481 and 9,174 Indian 

websites were respectively hacked by various hacker 

groups spread across worldwide. In addition, during 
these years, a total number of 13,301, 22,060, 71,780 

and 62,189 security incidents, respectively, were 

reported to the CERT-In [Computer Emergency 
Response Team-India (CERT-In)]. These attacks have 

been observed to be originating from the cyber space of 

a number of countries including the US, Europe, Brazil, 

Turkey, China, Pakistan, Bangladesh, Algeria and the 

UAE. A total of 422, 601 and 1,337 cases were registered 

under cyber crime related sections of the Indian Penal 
Code (IPC) during the year 2011, 2012 and 2013. 

 

The threat of cyber crime lies outside the conventional 

paradigm of terrorism, but has the potential to do 
incalculable harm. Indeed, even sustained low grade 

attacks impose cumulative costs that can be prohibitive. 

Cyber terrorism, moreover, is not only limited to 
paralysing computer infrastructures; it also 

comprehends the use of computers, the Internet and 

information gateways to support and organize traditional 

forms of terrorism, such as bombings and suicide 
attacks. The most common use by terrorists is for secret 

communications, as well as designing and uploading 

websites on which propaganda can be pasted, at least 
occasionally masking secret missives. Direct cyber 

terrorist attacks use hacking, computer viruses, 

computer worms, E-Mail related crime, denial of service 

attacks, etc. 
 

India and the United States (US) have decided to launch 

an all-out war against terror outfits and to annihilate 
them in the virtual world as well. Worried by the 

increasing presence of terrorist organizations in 

cyberspace, an Indo-US Joint Working Group (JWG) on 

cybercrime has been activated to dismantle the virtual 
command centres of terrorist networks across social 

networks, Indian Government sources stated, “The 

decision to activate the JWG was taken after weighing 
threat perception of outfits like IS [Islamic State], al 

Qaeda, AQIS [al Qaeda in the Indian Subcontinent], 

Tehreek-e-Taliban Pakistan (TTP), Indian Mujahideen 

(IM) and JMB [Jama'atul Mujahideen Bangladesh] etc., 
in the cyberspace.” 

 

Though such a pattern has long been in evidence, there 
has been a significant rise in high profile terrorist 

outreach attempts through the Internet in the recent 

past, particularly with the emergence of the IS, and the 

very sophisticated media campaigns this group has 
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deployed. For example, in a 20-second-long audio 

statement titled ‘A message to the Mujahideen and the 

Muslim Ummah in the month of Ramadan’ released on 
July 1, 2014, Abu Bakr al-Baghdadi, the IS ‘chief’, 

mentioned that Indians, among a host of other 

nationalities including Chinese, American, French, 
German, Australian, etc., figure among IS fighters. 

Another 11-minute-long IS propaganda video featuring a 

Canadian youth, who identifies himself as Abu Muslim, 

and uploaded on the internet in the first week of August 
2014, clearly underlines IS attempts to reach out to 

Indian youth, as the video has been subtitled in Hindi, 

Tamil and Urdu. 

 
Similarly, on September 3, 2014, al Qaeda leader Ayman 

al-Zawahiri, in a 55-minute video posted on the Internet, 

announced the launch of a new wing in the Indian sub-
continent, AQIS. Zawahiri described the formation of 

AQIS as “a glad tiding for Muslims in Burma, 

Bangladesh, Assam, Gujurat, Ahmedabad, and Kashmir” 

and claimed that the new wing would ‘rescue Muslims’ 
there from injustice and oppression. 

 

Cyber space has also been exploited by extremists to 
spread violence and unrest across India. Cyber wing 

officials investigating communal violence that erupted in 

July 2014 in the Bareilly District of Uttar Pradesh (UP), 

as reported on August 5, 2014, found that the Students 
Islamic Movement of India (SIMI) was possibly involved 

in sending controversial pictures to some Facebook users 

in Bareilly, which led to communal violence in the Meera 
Ka Paith locality. The origin of the controversial 

Facebook posts was traced to Secunderabad, 

Karmagunda and Madanpet – all in Hyderabad (capital 

city of Andhra Pradesh and Telangana) – where SIMI is 
known to have a considerable base. The officials also 

found evidence that funds were provided by some 

banned militant outfits from Jammu and Kashmir, to 
foment trouble in Bareilly. 

 

Earlier, in 2012, cyber space was used by anti-national 

elements during the Assam communal strife. Then Union 
Home Minister (UHM) Sushilkumar Shinde had noted 

on September 6, 2012, “It is unfortunate that the recent 

violence caused by the ethnic groups in Assam has been 
given communal colour… There is an increasing evidence 

of resort taken by terrorists to the cyber space domain.” 

Similarly, the 2013 riots in Muzaffarnagar (UP) were 

aggravated by the use of social media networks by 

suspected terror groups. On November 21, 2013, Shinde 
had observed, “More recently, the Muzaffarnagar riots 

were fanned by similar misuse (of social media).” 

 
There is mounting evidence that the abuse of the Internet 

against India is substantially orchestrated under the 

aegis of Pakistan’s external Intelligence agency, the 

Inter-Services Intelligence (ISI). A classified note of a 
high-level security review meeting held in New Delhi in 

September 2012, noted, “The ISI is now working on a 

bigger game-plan in training terrorists in the use of cyber 

and computer technology as the Pakistani agency feels 
India is not fully equipped in dealing with incidents of 

cyber war or attack.’’ Importantly, the note observed, the 

training given to subversive elements by ISI’s cyber 
experts played a key role in spreading hate campaigns 

through MMS [Multi-media Messaging Service] and SMS 

[short message service], targeting people from the 

Northeast in the wake of ethnic violence in Assam. The 
note warned that this trend would only increase in days 

to come, and this was also the reason why ISI was 

increasingly stressing the recruitment of more educated 
youth by Islamist terrorist formations. An unnamed 

Indian intelligence officer stated, further, “It is almost 

certain that the Pakistani agency was behind the recent 

cyber attack on India, at least indirectly. Having tasted 
success they will try it again in future and on a much 

bigger scale. So we must be prepared to deal with this 

challenge.” 
 

According to a Union Ministry of Home Affairs (UMHA) 

document, till September 15, 2014, the country witnessed 

479 riots in which 107 people were killed while another 
1,697 people sustained injuries in the current year. 

 

Indeed, concerned at the abuse of cyberspace by terrorist 
groups, the Union Home Minister (UHM), on June 17, 

2014, directed the UMHA to explore the possibility of 

setting up specialised cybercrime units in each of the 

country’s 671 Districts. Again on November 4, 2014, 
while participating in the 100th General Assembly 

Session of Interpol in Monaco, UHM Rajnath Singh 

underlined the role of information technology to bring 
about even better control in the field of cyber security, 

and preventing misuse of internet social media for 

spreading extremist ideologies and radicalisation. 
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The Cyber Security Initiatives taken up by the Indian 

Government include the setting up of the National 

Informatics Centre (NIC), a premier organisation 
providing network backbone and e-governance support 

to the Central Government, State Governments, Union 

Territories, Districts and other Governments bodies; the 
Cert-In, to “ensure security of cyber space in the country 

by enhancing the security communications and 

information infrastructure, through proactive action and 

effective collaboration aimed at security incident 
prevention and response and security assurance”; the 

National Information Security Assurance Programme 

(NISAP), for protection of the Government and critical 

infrastructures. Further, the Indo-US Cyber Security 
Forum (IUSCSF) seeks to establish an India Information 

Sharing and Analysis Centre (ISAC) for better 

cooperation in anti hacking measures; an India Anti Bot 
Alliance to raise awareness about the emerging threats in 

cyberspace, under the aegis of the Confederation of 

Indian Industry (CII); and to chalk out ways to intensify 

bilateral cooperation to control cyber crime in the two 
countries. 

 

The Indian Government has also undertaken various 
initiatives to strengthen the cyber security. On March 25, 

2014, the Central Bureau of Investigation (CBI) signed a 

memorandum of understanding (MoU) with Data 

Security Council of India (DSCI) with a view to seek 
expert services from the latter in managing the 

challenges in cybercrimes and updating officials with the 

latest technology. Nevertheless, these measures, in 
addition to earlier initiatives, have failed to adequately 

deal with the threat, which is approaching alarming 

levels. On October 31, 2014, while emphasising the 

severity of the cyber crime threat, UHM Rajnath Singh 
stated, “It can hit anyone, anywhere and anytime.” 

 

Cyber crime and cyber terrorism have now emerged as a 
national priority, and this is widely acknowledged in the 

policy establishment. It remains to be seen how long it 

will take such recognition and concern to be translated 

into effective action and institutional development to 
construct and implement a comprehensive cyber security 

paradigm within India’s counter terrorism strategy. 

 
The author is a Research Associate with the Institute for 

Conflict Management.  

 

This article was originally published by the South Asia 

Terrorism Portal (SATP) of the Institute for Conflict 

Management.  
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STATEMENTS

“The President’s Statement” 

Statement delivered by Barack Obama, 

President of the United States, on net 

neutrality.  

Washington – November 10, 2014 

An open Internet is essential to the American 
economy, and increasingly to our very way of life. By 

lowering the cost of launching a new idea, igniting 

new political movements, and bringing communities 

closer together, it has been one of the most significant 

democratizing influences the world has ever known. 

“Net neutrality” has been built into the fabric of the 

Internet since its creation — but it is also a principle 

that we cannot take for granted. We cannot allow 
Internet service providers (ISPs) to restrict the best 

access or to pick winners and losers in the online 

marketplace for services and ideas. That is why today, 

I am asking the Federal Communications Commission 
(FCC) to answer the call of almost 4 million public 

comments, and implement the strongest possible rules 

to protect net neutrality. 

When I was a candidate for this office, I made clear 

my commitment to a free and open Internet, and my 
commitment remains as strong as ever. Four years 

ago, the FCC tried to implement rules that would 

protect net neutrality with little to no impact on the 
telecommunications companies that make important 

investments in our economy. After the rules were 

challenged, the court reviewing the rules agreed with 

the FCC that net neutrality was essential for 
preserving an environment that encourages new 

investment in the network, new online services and 

content, and everything else that makes up the 
Internet as we now know it. Unfortunately, the court 

ultimately struck down the rules — not because it 

disagreed with the need to protect net neutrality, but 

because it believed the FCC had taken the wrong legal 

approach. 

The FCC is an independent agency, and ultimately this 
decision is theirs alone. I believe the FCC should 

create a new set of rules protecting net neutrality and 

ensuring that neither the cable company nor the 

phone company will be able to act as a gatekeeper, 
restricting what you can do or see online. The rules I 

am asking for are simple, common-sense steps that 

reflect the Internet you and I use every day, and that 
some ISPs already observe. These bright-line rules 

include: 

 No blocking. If a consumer requests access 

to a website or service, and the content is 
legal, your ISP should not be permitted to 

block it. That way, every player — not just 

those commercially affiliated with an ISP — 

gets a fair shot at your business. 

 

 No throttling. Nor should ISPs be able to 
intentionally slow down some content or 

speed up others — through a process often 

called “throttling” — based on the type of 

service or your ISP’s preferences. 

 

 Increased transparency. The connection 

between consumers and ISPs — the so-called 

“last mile” — is not the only place some sites 
might get special treatment. So, I am also 

asking the FCC to make full use of the 

transparency authorities the court recently 
upheld, and if necessary to apply net 

neutrality rules to points of interconnection 

between the ISP and the rest of the Internet. 

 

 No paid prioritization. Simply put: No 
service should be stuck in a “slow lane” 

because it does not pay a fee. That kind of 
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gatekeeping would undermine the level 

playing field essential to the Internet’s growth. 

So, as I have before, I am asking for an explicit 
ban on paid prioritization and any other 

restriction that has a similar effect. 

 

If carefully designed, these rules should not create any 

undue burden for ISPs, and can have clear, monitored 

exceptions for reasonable network management and 
for specialized services such as dedicated, mission-

critical networks serving a hospital. But combined, 

these rules mean everything for preserving the 

Internet’s openness. 

The rules also have to reflect the way people use the 
Internet today, which increasingly means on a mobile 

device. I believe the FCC should make these rules fully 

applicable to mobile broadband as well, while 
recognizing the special challenges that come with 

managing wireless networks. 

To be current, these rules must also build on the 

lessons of the past. For almost a century, our law has 
recognized that companies who connect you to the 

world have special obligations not to exploit the 

monopoly they enjoy over access in and out of your 
home or business. That is why a phone call from a 

customer of one phone company can reliably reach a 

customer of a different one, and why you will not be 
penalized solely for calling someone who is using 

another provider. It is common sense that the same 
philosophy should guide any service that is based on 

the transmission of information — whether a phone 

call, or a packet of data. 

So the time has come for the FCC to recognize that 
broadband service is of the same importance and must 

carry the same obligations as so many of the other 

vital services do. To do that, I believe the FCC should 

reclassify consumer broadband service under Title II 
of the Telecommunications Act — while at the same 

time forbearing from rate regulation and other 

provisions less relevant to broadband services. This is 
a basic acknowledgment of the services ISPs provide 

to American homes and businesses, and the 

straightforward obligations necessary to ensure the 

network works for everyone — not just one or two 

companies. 

Investment in wired and wireless networks has 

supported jobs and made America the center of a 
vibrant ecosystem of digital devices, apps, and 

platforms that fuel growth and expand opportunity. 

Importantly, network investment remained strong 

under the previous net neutrality regime, before it was 
struck down by the court; in fact, the court agreed that 

protecting net neutrality helps foster more investment 

and innovation. If the FCC appropriately forbears 
from the Title II regulations that are not needed to 

implement the principles above — principles that most 

ISPs have followed for years — it will help ensure new 

rules are consistent with incentives for further 

investment in the infrastructure of the Internet. 

The Internet has been one of the greatest gifts our 

economy — and our society — has ever known. The 

FCC was chartered to promote competition, 
innovation, and investment in our networks. In 

service of that mission, there is no higher calling than 

protecting an open, accessible, and free Internet. I 

thank the Commissioners for having served this cause 
with distinction and integrity, and I respectfully ask 

them to adopt the policies I have outlined here, to 

preserve this technology’s promise for today, and 

future generations to come. 

Source:  The White House, November 10, 2014 

 

“Government and business sharing 

information to combat cyber security threats” 

Keynote speech by the Rt Hon Francis Maude 
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London – November 20, 2014 

It’s a pleasure to speak to you today. 

Cyber security is a shared responsibility. The internet 

is too complex for any single organisation to respond 

alone. So it’s crucial that the public and private sectors 
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come together at events like this to discuss how we 

can work together to protect ourselves online. 

The timing is good too with The Imitation Game in 

cinemas, which tells the story of Alan Turing and 
Bletchley Park. It’s a reminder of Britain’s amazing 

heritage in cryptography and computer science. 

It’s amazing to think the computer age began in a 

quiet corner of Buckinghamshire, but the need for 

discretion and secrecy meant the UK’s part in this 

story was almost forgotten. 

Today, things are different, and we can’t afford to be 

modest. When Tim Berners-Lee invented the World 

Wide Web 25 years ago, he did it in a way that was 

open and free, so that anyone could take his creation 

and help it expand and grow. 

So as much as we focus on making the cyber threat 

sound dark and menacing so that people and 

businesses protect themselves online, we must never 
lose sight of the benefits and the opportunities that 

the internet has brought. 

The digital revolution has the power to create jobs, 

transform public services and to change the way we 

live and work. In so many areas – from cyber security 
to satellite communications – Britain is at the 

forefront of developments, and we should be shouting 

about this from the rooftops: this is a strength for 
Britain – and we’re determined to seize the 

opportunities that the digital age presents. 

 

Government leading by example 

It’s absolutely right that government should lead by 

example, and over the past few years we’ve launched a 

number of initiatives to secure our own systems and to 
support others. We want the UK to be one of the safest 

places in the world to do business – it’s part of our 

long term economic plan. 

We’re also keen for good cyber practice to reverberate 

through our supply chain. Since October this year, the 
government requires all suppliers bidding for certain 

personal and sensitive information handling contracts 

to be compliant with the 5 critical controls set out 

under the Cyber Essentials scheme. This scheme gives 
businesses clarity on good basic cyber security 

practice and will provide protection against the most 

common threats.  

GOV.UK Verify 

Cyber security is also an important consideration as 

we transform the government’s digital presence. We 
started with GOV.UK, a single website for all 

government services and information, 

which celebrated its 1 billionth visitor last month, 

despite the fact it’s only been open for 2 years. 

So as we go digital by default it becomes even more 
important that someone signing in to use a service is 

who they say they are. That’s why we’re 

developing GOV.UK Verify with funding through the 

National Cyber Security Programme. 

For the first time people will be able to prove their 

identity in an entirely digitally manner. It will allow 

government – and eventually private sector services 
too – to trust that a user is who they say they are. This 

work is still at a relatively early stage – it went into 

public beta testing earlier this month – but, in time, it 
will make a real contribution to trust and security in 

the digital age. 

Coupled with Verify, we’ve also been investing to 

ensure the public sector staff have the necessary skills 

and capabilities to help combat the threats 

government faces in cyberspace. 

Cooperation 

But while it’s right the government leads by example, 
we can’t do it alone. There’s no single magic bullet to 

neutralise the cyber threat, but the one thing common 

to all our efforts – whether it’s about resilience, or 

awareness, or capability and skills – is co-operation. 

Sitting as part of CERT-UK is the Cyber Security 
Information Sharing Partnership or CiSP for short. 

CiSP enables government and business partners to 

exchange information on threats and vulnerabilities as 
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they occur in real time. This enables a ‘fusion cell’ 

made up of analysts from business and law 

enforcement to draw together a single intelligence 

picture of cyber threats facing the UK. 

Critical national infrastructure 

The government is also working closely with owners 

and operators of the UK’s Critical National 

Infrastructure, most of it of course now in the private 

sector. 

Through the National Cyber Security Programme 
we’re funding an ambitious programme of work to 

make sure both government and businesses know our 

critical cyber assets – the ones that keep the country 

running. We want to understand their resilience to 
sophisticated cyber attacks so we can work together to 

keep these systems secure. 

Growth 

We also want to work with cyber businesses to help 

them grow. Later today I’m off to Worcestershire to 
visit the cluster of small cyber security firms that 

belong to the Malvern Cyber Security Cluster and to 

meet some of the brilliant people they employ. 

And with the support of funding from the National 

Cyber Security Programme, we’re working to bring 
together clusters of cyber firms in other places, 

including Cambridge, Bristol, London, Southampton 

and Brighton. 

We’re also working with business to identify and 

develop cyber skills and expertise in the next 
generation to meet the demands of the workforce. We 

can’t just look in the normal places. Some of the best 

are self-taught and we want them to help make the UK 

safe online. 

Earlier I mentioned Bletchley Park, which was full of 

people from all kinds of backgrounds – from chess 

grandmasters to experts in Egyptian papyrus. What 

they all had in common was sheer brain power. We 
need to be much better at finding and nurturing their 

modern day equivalents. 

The cyber threat is nothing that cannot be matched 

and defeated through human ingenuity or expertise, 

which is why we’ve got to get better at identifying and 
developing people with talent so they can help keep us 

secure. 

Conclusion 

So, in conclusion, my message today is that we must 

continue to work together – this is absolutely essential 

to success. Only by working together in real time can 
we share the information and intelligence necessary to 

combat the threats more effectively and mitigate our 

weakness before the cyber criminals have the 

opportunity to exploit them. 

But we can also turn a necessary evil into an exciting 
opportunity for jobs and growth, innovation and 

advancement. This will make the UK one of the safest 

places in the world to do business and ensure that our 
economy and society continues to benefit from the 

ongoing digital transformation. 

This speech has been edited for length.  

Source: Gov.uk, November 20, 2014 

 

 

 

 

 
 
 
 
 


