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THIS MONTH IN CYBER 

Cyfy 2014 
 

CyFy 2014, the India Conference on Cyber Security and 

Cyber Governance, held from October 15-17, once again 

brought together eminent cyber experts from all over 
the world to discuss some of the most pressing issues in 

the field. The second edition of the conference, 

organised by the Observer Research Foundation (ORF) 
and the Federation of Indian Chambers of Commerce 

and Industry (FICCI), featured participants from more 

than a dozen countries speaking across 14 sessions; 

pre-conference registrations topped 450.  
 

Indian speakers included Ravi Shankar Prasad, the 

Minister for Communications and IT, and Deputy 
National Security Advisor Arvind Gupta. Among the 

international speakers were UK Secretary of State for 

Culture, Media and Sport Sajid Javid, former Foreign 

Minister and Special Envoy to the Hague Cyber 
Conference 2015 Uri Rosenthal, US Coordinator for 

Cyber Issues Christopher Painter and many more.  

 
The conference explored themes of both security and 

governance, including questioning the death of privacy, 

analysing the protection of critical infrastructure, cyber 

conflict, the role of emerging powers and the divisive 
buzzword of governance – multistakeholderism.  

 

 
Governance  

 

The European Union has reiterated its support for a 

free and open Internet and the multistakeholder 
approach to governance. The European Council a 

resolution on Internet governance on October 17, to 

further guide the organisation’s Internet policy. The 
text of the resolution indicates support for the concept 

of a Global Internet Policy Observatory (GIPO), which 

would act as a central information hub to link the 

various layers of Internet governance.  
 

Support for the multistakeholder model was also 

reiterated by the United States, with Secretary of 

Commerce Penny Pritzker telling the Internet 

Corporation for Assigned Names and Numbers 

(ICANN) meeting in Los Angeles that one country 
would not control the Internet.  

 

There have been calls for a programme to expand 
Internet and communications technology in Africa, led 

by Africans; it was suggested that locally created 

initiatives would be more successful and legitimate 

than partnerships with Western organisations.  
 

 Hungarian Prime Minister Viktor Orbán announced 

the scrapping of a contentious Internet-tax plan, in 
what some analysts are calling a victory for democratic 

principles in the country. The proposed tax, which 

would have charged users based on usage, was 

criticised by civil liberties-activists and led to protests 
in Hungary. It is by no means the end of the road for 

Internet taxes in Hungary, but activists remain 
concerned but cautiously optimistic about future.   

 

Facebook has established an India Client Council, to 
bring together marketers and connect users and 

advertisers. So far, Tata Motors, Flipkart, Airtel, P&G, 

Madison World, ICICI Bank, HUL, Micromax and 
Future Group are among the partners of the Council. 

Outside its home in the US, Facebook’s largest market 
is India, where more than 100 million people are 

connected. The creation of the Council follows a visit by 

Facebook CEO Mark Zuckerberg to India.  

 
During his visit to India, Zuckerberg met with Prime 

Minister Narendra Modi. Neither party has revealed 

the exact content of the discussions, but local media 
reports that Zuckerberg expressed his support for the 

Digital India campaign, particularly plans for a national 

optical fibre network, and the use of social media in 

development, among other topics.  
 

Companies are taking greater steps to encrypt data, 

amidst the continuing fallout of the reveal of US 
surveillance programmes. The Federal Bureau of 
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Investigation, along with other agencies and prominent 

figures like Attorney General Eric Holder have 

vocalised their belief that decryption ‘back doors’, 
which would allow law enforcement agencies to access 

private information, should be inbuilt. Opponents say 

this would lead to catastrophic and invasive breaches of 
privacy. The debate over how to classify code, which 

has been protected under the First Amendment of the 

US Constitution since the mid-nineties, goes on. 

 
Tesla Motors chief Elon Musk has declared artificial 

intelligence (AI) to be “the biggest existential threat 

there is,” in a speech at the Massachusetts Institute of 

Technology (MIT), and warned that great care must be 
taken in the development of AI. Musk is one of many 

who have argued that allowing technology to achieve 

‘human-level intelligence’ could lead to the extinction 
of humanity; he and others have suggested oversight 

boards to prevent such an occurrence.  

 

AI is becoming more mainstream, with more than 2 
billion US Dollars worth of investment in the field in 

the last year, and large firms like Google and Facebook 

developing in-house AI research. The combination of 
cheap parallel computation, Big Data, and better 

algorithms is driving the success of AI. 

Verizon Wireless, the largest operator of 

telecommunications in the United States of America, is 
seeking to utilise information about its consumer base 

to better serve advertisers. Using the PrecisionID 

system, Verizon can track consumers across devices 
using a ‘permanent cookie’. It has been noted that this 

could lead to advertisers building a ‘profile’ of 

individual users without their consent, even if 

personally-identifiable data is absent.  
 

In an acknowledgement of the ubiquity of digital 

technology and pursuant to the government’s “Digital 
India” programme, India’s Department of Electronics 

and Information Technology has released a policy 

document on the Internet of Things (IoT) – a first for 

the country. The policy aims to facilitate research and 
development, create an industry around the IoT, as 

India may have as much as 6% of the global IoT 

industry by 2020.  
 

 

 

Security 

 

Speaking at CyFy 2014, Communications and IT 
Minister Ravi Shankar Prasad said the Indian 

government plans to spend 21 billion dollars on the 

Digital India Plan which he said would be a game 
changer, in a bid to bolster India’s cyber capabilities. 

However, according to consultancy firm PwC, average 

security spend by Indian firms has come down by 17 

per cent to $ 4 million this year as opposed to $4.8 
million last year even as information security breaches 

have become more frequent and damaging. On a 

similar note, Israel has invited India to be part of Prime 

Minister Binyamin Netanyahu’s latest pet project of 
national cyber defense authority. The PM extended the 

invitation to join a dedicated force to fight cyber threats 

during his meeting with his Indian counterpart 
Narendra Modi in New York on the sidelines of the 

UNGA. This invitation comes at a time when India is 

focusing a great deal on building its cyber security 

defense systems with countries across the world 
including the US and the UK. 

 

The Zambia Information and Communications 
Technology Authority (ZICTA) on behalf of the 

Zambian government hosted the first-ever cyber drill 

for Africa which attracted over 18 countries. Japan and 

the European Union held a cybersecurity dialogue in 
Tokyo. In the inaugural cybersecurity talks, officials 

from the two sides discussed the possibility of 

cooperation and information exchange in norms to be 
applied to cyberspace, measures to combat cybercrimes 

and each side's strategy on cyber issues, the ministry 

said in a statement. Japan also plans to launch bilateral 

talks with France, Australia, Israel and Estonia until 
the end of the 2014 fiscal year to fight cybercrime 

ahead of the 2020 Tokyo Olympics. Meanwhile, 

President Vladimir Putin said Russia must increase 
its cyber-security but pledged not to impose total 

control over the Internet, amid fears Moscow is mulling 

whether to limit access to the World Wide Web. It is 

also being reported that an unprecedented treaty on 
cybersecurity cooperation could be signed during 

Vladimir Putin’s state visit to China in November. The 

draft treaty states the two countries oppose the use of 
information technology to meddle in the internal 

affairs of independent states, to undermine national 

sovereignty as well as political, economic and social 
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stability and public order. In an attempt to stay 

relevant in cyberspace, the Information Technology 

Authority (ITA) of the Sultanate of Oman signed a 
Memorandum of Understanding (MOU) with Korea 

Internet & Security Agency (KISA) of the Republic of 

South Korea, aiming to promote and develop 
cooperation between the Sultanate and Korea in the 

field of cyber security. China, Japan and the Republic 

of Korea (ROK) discussed cyber security as they seek to 

enhance trust and cooperation in cyberspace. 
 

Interpol, the world's largest police organization, 

announced its intentions to open a centre in Singapore 

focused on fighting cyber crime, which many countries, 
it says, are poorly equipped to contain. Mexican 

operator Telmex has inaugurated its Cybersecurity 

Centre, the first in Mexico and Latin America. The 
centre has three main axes that allow the company to 

offer clients valuable services: certificated and 

specialist personnel; advanced laboratories (SCILabs - 

Scitum Cyber Intelligence Laboratories) and a 
cybersystem for collaboration. In Russia, Sopka teams, 

tasked to detect and prevent cyberattacks, have been 

created within the Russian Strategic Missile 
Forces (SMF). According to a government spokesman, 

the cyberspecialists will be tasked with detecting and 

reducing the vulnerability of information systems, 

when necessary. Committed to maintaining their 
regional supremacy, China's armed forces will ramp up 

their cybersecurity and speed domestic development of 

software. UK government for its part has initiated a 
project aimed at providing lawyers & accountants free 

cyber security training. The legal and accountancy 

sectors are to be offered access to a free, online IT 

security training course to help members of these 
professions learn how to avoid cyber attacks. 

 

Xiaomi has found itself in trouble yet again as Indian 
Air Force (IAF) personnel were cautioned, asking them 

and their family members to abstain from using Xiaomi 

smartphones. This caution was sent soon after the 

Indian Computer Emergency Response Team (CERT-
In) reported cases of Xiaomi mobile phones sending 

users’ data to its servers in China. Ice cream and fast-

food restaurant chain Dairy Queen has confirmed a 
security breach that may have compromised the 

payment card information of customers at several 

hundred locations across 46 U.S. states. Cyber-security 

experts have called into question Snapchat’s claims that 

it wasn’t compromised nor could it be blamed for the 

reported leak of thousands of its users’ pictures. 
 

In corporate world, London-based BAE Systems 

announced it has agreed to acquire Perimeter 
Internetworking Corp, which trades as SilverSky, for 

$232.5 million, cash in a bid to boost its cybersecurity 

business. In response to the growing sophistication of 

today’s cyber threats, PCCW Global, the international 
division of Hong Kong-based telecommunications 

service provider HKT, announced earlier this week that 

it has acquired Greek security startup Crypteia 

Networks for an undisclosed amount. Also, Pulse 
Secure recently acquired MobileSpaces, the Israel-

based leading provider of mobile security for the app-

centric enterprise, in a deal reported to be worth over 
$100 million. MobileSpaces is a specialist in the BYOD 

(bring your own device) market, meaning it helps 

organizations guard sensitive information even when 

employees bring their private laptop computers, 
smartphones or tablets from home to the office.  
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COMMENTARY I 

Overview 

At this month's Plenipotentiary Conference of the 
International Telecommunications Union (ITU) in 

Busan, South Korea, India will argue that the ITU has 

a role to play in Internet governance: first, because the 

Internet cannot be separated from 
telecommunications; and, second, because countries 

have legitimate security and access issues that are best 

addressed through multilateral institutions. However, 
this position does not mean that India opposes a 

bottom-up, "multistakeholder" approach to 

governance that includes organizations representing 

technical experts, governments, businesses, civil 
society, and individual users. Rather, Delhi hopes to 

strengthen the multistakeholder model by unbundling 

it and distributing various roles to different 

organizations, including the ITU. 

The Internet Rides on the Back of 

Telecommunication Networks 

In preparation for the 2014 plenipotentiary, India has 

sought to clarify the relationship between the Internet 

and telecommunications networks. In this line of 
argument, the Internet is defined as a bouquet of 

functions and services that rides on a network of 

networks and that owes its existence to 
telecommunication networks. The network of 

networks initially functioned through private 

circuits—hence, perhaps, the place accorded to the 

private sector in the traditional multistakeholder 
system—but this model is changing. Despite 

widespread conflation of the Internet with its "over-

the-top" services—services that are transported 
without the provider being able to control the content, 

such as email, server hosting, video streaming, and 

Skype—these functions ride on telecom networks. 

Moreover, domain-name system (DNS) servers—

which allow users to refer to websites using easier-to-

remember domain names, such as www.cfr.org, rather 

than the all-numeric IP address, such as 
75.101.137.229—also route traffic through the telecom 

networks. From the Indian government's point of 

view, the Internet cannot be separated from 

telecommunications. 

India most recently expressed this view of the Internet 
at the Fourth Asia-Pacific Telecommunity (APT) 

Preparatory Meeting in August 2014. The Indian 

delegation stated that the Internet has expanded to 
"occupy the space of connecting public networks 

through public networks, which is a 

telecommunications network." India also stressed that 

global investment in the Internet may remain heavily 
skewed toward the continued importance of these 

telecom networks, with 80 percent of investment in 

telecommunications, only 10 percent in the well-
known functions of over-the-top services, and the 

remaining 10 percent in DNS servers. 

A Clear Role for the ITU and National 

Governments 

The Indian proposal at the APT meeting also 

suggested that the problem was not whether the ITU 
should work on Internet issues such as naming and 

numbering, routing, address resolution, and network 

architecture standardization, but that the union 

already has such experience and so these duties 

should be appropriately placed under its purview. 

The APT proposal also recommended that numbering 

resources be equitably distributed to national 

authorities. Under the current technology standard, 
Internet Protocol version four (IPv4), there are a finite 

number of Internet addresses (this article explains 

why). The Internet Assigned Numbers Authority 

allocates these addresses to five regional Internet 
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registries, which in turn distribute addresses to local 

or national Internet registries. 

This international control is a source of anxiety for 

India that is heightened by the more than one billion 
Indians expected to come online in the next decade. 

This exponential increase in data will exert pressure 

on the country's telecom, security, and legal systems. 

Such massive expectations necessarily underlie the 
growing importance India places on international 

negotiations over the Internet. For example, the 

rollout of IPv4's replacement, Internet Protocol 
version six (IPv6), is perhaps more consequential for 

India than anywhere else, because the world's Internet 

growth will be concentrated there. 

The Indian government has argued that Internet 

Protocol (IP) address management at the national 
level should make it easier to identify IP addresses by 

country; intranational Internet traffic should be 

routed within that country. This would address many 
of India's concerns over the possibility of international 

jurisdiction over data flows that only affect Indians. 

The suggestion leaves open the complicated question 

of jurisdiction over cross-territorial data flows. It is 
possible that lessons from international call routing, 

where issues of legal jurisdiction have already been 

addressed, could help with this challenge. 

India in the Gray Zone 

India has navigated a complex gray zone on a wide 

spectrum of Internet governance issues, from 
domestic content control that has been criticized as 

censorship, to opposition to U.S. dominance over 

critical resources such as the domain-name system. In 
2011, India proposed creating the United Nations 

Committee for Internet Related Policies (UN-CIRP), a 

fifty-member geographically representative body that 

would convene twice a year to discuss such issues as 
privacy and data protection, online filtering, 

intellectual-property rights, and network neutrality. 

Although this idea was defeated, the Indian 
establishment has remained interested in shifting 

some aspects of Internet regulation to multilateral 

institutions and repeatedly demonstrated its 

skepticism of the current multistakeholder governance 

framework. 

The 2012 World Conference on Information 

Technology (WCIT) in Dubai made international 

headlines when Russia, China, and many African 
countries allegedly tried to bring Internet governance 

under the purview of the International 

Telecommunications Union (ITU). The United States 
and its allies argued that this would diverge from the 

ITU's traditional mandate of allocating the global 

radio spectrum, developing technical standards for 

telecommunications networks, and improving access 
to telecommunications, and that increasing the ITU's 

role in Internet governance would lead to censorship 

under the pretext of national security. Supporters of 

the ITU saw these arguments as disingenuous, 
designed to protect a multistakeholder model of 

governance that benefits the United States and its 

friends and neglects the needs of developing 

countries. 

Although India issued a statement in support of 

bringing Internet governance under the International 

Telecommunication Regulations (ITRs), a 1988 treaty 

designed to foster "global interconnection and 
interoperability" of telecommunications traffic across 

national borders, it did not sign the treaty at the 

WCIT, citing its need to "consider the wider 
ramifications" of the ITRs. By a vote of eighty-nine to 

fifty-five, a majority of states opted for the ITRs and 

thus potentially more government oversight, but the 

end result was no immediate change in the system and 
euphoric headlines such as "The U.N. Fought The 

Internet—And The Internet Won." 

In the twenty-odd months following the WCIT, the 

discussion over the Internet has become explosive. 
News of the National Security Agency's spying on 

citizens in other countries sparked such furor over 

U.S. dominance of Internet governance structures that 

outraged countries, like Germany and Brazil, 
threatened to move all their data to servers within 

their own borders, beyond U.S. government access. 

U.S. credibility is at an all-time low; after positioning 
itself as the custodian of privacy for all, the United 

States seemingly discards that principle beyond its 

borders. 

Situated between the views of the United States and of 

authoritarian states, India can leverage its nuanced 



 

 
	

VOLUME II | ISSUE 11 | NOVEMBER 2014 7

position to propose a possible solution to the thorny 

issues of Internet governance. India focused on 

incorporating information technology into the ITRs 
because of its intrinsic connection with telecom 

infrastructure, but India opposed including any 

content regulation in the ITRs and was open to 
including references to human rights at the WCIT. At 

the APT meeting, the Indian proposition sought to 

unbundle different aspects of the Internet with the 

goal of keeping it free, innovative, and protective of 
human rights, while addressing legitimate security 

and regulatory concerns. Although India suggests that 

certain processes and resources should be managed by 

multilateral organizations, Delhi prefers that protocol 
design and content development be managed through 

the multistakeholder process. India also avers that 

content management, control, and regulation, along 
with regulations affecting end devices and 

applications, are too important to consign to one 

process and should be managed by a combination of 

multistakeholder approaches and sovereign 
frameworks. Further work is needed to balance, in 

India's words, the "human rights, development, and 

security aspects" of Internet governance. 

Conclusion 

India's stand at the ITU might be misconstrued as a 
push for state control due to the posture it adopted at 

NETMundial, the Global Multistakeholder Meeting on 

the Future of Internet Governance, held in Brazil in 

April 2014. India did not sign that meeting's final 
document, which identified principles and values for 

"an inclusive, multistakeholder, effective, legitimate, 

and evolving Internet governance framework." India's 
hesitation to embrace the document stemmed in part 

from a desire to better define the role of governments 

and multilateral organizations. India is certainly not 

alone in its outlook. Germany and France, for 
example, are already looking at new ways to 

internationalize jurisdiction of the Internet. India's 

proposal that the ITU should be responsible for 
naming and numbering, routing, and address 

resolution might resonate with these countries. Still, 

its opposition at NETMundial might make others 

skeptical about the depth of India's commitment to 

multistakeholder approaches. 

India argues that the Internet's structure as a 

telecommunications network and its increased 

intersection with public networks justifies a major role 
for governments and the ITU in Internet regulation. 

The United States is likely to oppose India's 

suggestions. As the incumbent, Washington enjoys 
considerable sway over the management of critical 

Internet resources; its private sector, government, and 

civil society all benefit from this leadership position. 

China and Russia are likely to support India's position 
at the ITU, although these countries need not be too 

heavily invested in this debate, as they both control 

much of what they consider to be their critical digital 

infrastructure. 

The challenge for India will be to garner support 
among the European countries as well as emerging 

and developing countries. India must create a 

justifiable rationale for its ideas, demonstrating that it 
does not seek to circumvent or dilute the global mood 

for inclusive multistakeholder participation in 

Internet management, while ensuring equitable 

ownership and stakes for all in this digital space. For 
India, transforming the ITU into a more 

representative forum might achieve that elusive 

resolution. 

 
This article was originally published by the Council 

on Foreign Relations.  

The author is Vice President and a senior research 

fellow at the Observer Research Foundation 
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COMMENTARY II 

As worldwide concerns on cybersecurity grow, 
preventing war and regulating conflict in the cyber 

domain through a treaty have come to the top of the 
international agenda. The last few years have seen a 

growing body of effort to bring the cyber domain 

under international law. It is based on two sets of 

convictions. One is the historical experience. Every 
new domain that has emerged over the last few 

centuries of the modern age—maritime, air and 

space—have all been brought under international 
regulation despite the unique complexities that each 

presented. 

All of them were inevitably securitized; yet, a set of 

rules and norms have been negotiated for each 

domain by the international community. The other is 
the assessment no single country can address on its 

own all the security challenges that the cyber domain 

presents. Therefore a measure of international 
cooperation in the cyber realm, many believe, is a 

necessity. As international negotiations on a cyber- 

security treaty advance incrementally, there is need 

for a sustained and purposeful engagement between 
India and America. This paper explores some of the 

challenges of constructing such a dialogue. 

The U.N. Group of Governmental experts established 

by the Secretary General has provided a valuable 
forum for discussion on cybersecurity issues in the last 

few years among major powers. In a report submitted 

in August 2013, the GGE presented a number of 

propositions agreed by consensus among its members. 
The GGE asserted that the traditional principles of 

international law are applicable to the cyber domain, 

thereby bridging an important debate. Given the 
difficulties of delimiting state boundaries and affixing 

state responsibilities in the cyber domain, many had 

argued that the traditional international law is not of 

much value in regulating of cyberspace. Technological 
diffusion and the capacity of individuals and non-state 

actors to inflict considerable damage have also been 

viewed as limiting the possibility of inter-state 
agreements. In cyberspace, the GGE held, states 

should comply with the prohibition on the use of 

force, respect territorial sovereignty, and the principle 
of settling disputes by peaceful means in much the 

same way as in the physical world. The right, specified 

in Article 51 of the U.N. Charter, to self-defense 

including the use of force would apply if a cyber attack 
reached the level of an ‘armed attack’. The report, 

however, refrained from spelling out when this could 

be the case. 

The report offered a set of recommendations on the 

principles of responsible behavior in cyber space, 
proposed a slew of confidence building measures such 

as exchange of information on national cyber policies, 

sharing knowledge on best practices, promotion of 
regional consultations, and expansion of cooperation 

in law enforcement and international assistance for 

capacity building. While the recommendations of the 

report are a step forward, translating them into treaty 
language will not be easy. The devil as they say is 

always in the detail. Yet, the idea of a formal treaty to 

regulate cyber warfare draws mixed responses in both 
Washington and Delhi. For an entirely different set of 

reasons, some of which are rooted in their strategic 

culture, India and the U.S. are both ambivalent 

towards cybersecurity treaties. 

For America, the question is about sustaining its 
extraordinary lead in cyber technologies and its 

freedom of operation in the cyber domain. Many in 

the U.S. see regulation and arms control will end up 
constraining America while allowing its rivals and 

others catch up. Opponents of cyber arms control also 

point out that while the U.S. is compelled by its laws 

to abide by international agreements, other countries 
may not be so fastidious. This approach on the right is 

contested by the multilateralists in the American 

establishment who believe U.S. should take the 
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leadership in regulating cyber space because, 

American technological primacy is likely to be short-

lived in the cyber domain. They also argue that the 
U.S. is far more vulnerable than its adversaries given 

the centrality of cyberspace in the advanced U.S. 

economy. This also makes the U.S. more susceptible to 
asymmetric warfare. Therefore cyber arms control is a 

useful way of limiting potential threats and serves 

American interests over the long term.  

These arguments prevailed under President Barack 

Obama, who moved beyond the previous 
administration’s opposition to multilateralism in 

cyber space. Since then the U.S. has been more open 

to engagement with the other powers in various U.N. 

and other forums. This does not mean there is a 
domestic consensus in America on the best approach 

to cyber security. The divide between unilateral and 

multilateral approaches within the U.S. is deep. The 
history of arms control reminds that these differences 

limit the U.S. room to negotiate agreements and 

implement those that have been agreed upon in 

multilateral forums. This in turn makes other nations 

wary of engaging the U.S. on security negotiations. 

India too has an unresolved tension between 

multilateralism and unilateralism in dealing with 

international treaties. Given the liberal 
internationalist orientation of its national movement, 

India was a strong votary of international institutions, 

multilateralism and the development of norms in the 

global arena. Some of the security challenges it faced 
and the negative experience of taking the Kashmir 

question to the United Nations Security Council had 

dampened this enthusiasm for multilateralism but has 
not eliminated it as a major element in its approach to 

global issues. 

Over the decades, India has taken the lead in 

multilateral negotiations, including those relating to 

security and arms control. India’s emphasis was on 
three D’s—disarmament, development and non-

discrimination. This emphasis on universalism won 

India many plaudits from the liberal internationalists 

around the world. The problem, how- ever, was India’s 
idealist approach ran afoul of realpolitik at the 

international level and its security imperatives at the 

national level. India which initiated the debate on 

nuclear non-proliferation in the Eighteen Nation 

Disarmament Conference at Geneva in the 1960s, 

found itself at odds with nuclear non-proliferation 
treaty (NPT) that was finalized in 1968. Similarly on 

the question of a comprehensive test ban treaty, India 

was a great champion of the concept but was utterly 

isolated when the treaty came into being in 1996. 

India’s current positions at the international level on 
cybersecurity are largely derived from the Foreign 

Office’s inherited traditions of its multilateralism, 

deeply influenced since the 1970s by the North-South 
dimension. The national security establishment in 

Delhi, however, is conscious of the urgent imperative 

of building domestic capabilities. The realists there 

have no time for grand-standing on the global stage on 
cyber issues. India’s approach to international security 

issues in the past was dominated by principles of 

equity and non-discrimination. As a potential power 
in its own right, however, India might have to carve 

out a path that is bound to diverge from its traditional 

approaches to international security. As in the nuclear 

domain, so in the cyber realm, India’s national 
interests may not be aligned with the collective 

positions of the South. India’s primary challenge is to 

bring in a measure of pragmatism to its engagement 
on cybersecurity issues that can effectively combine its 

traditional tenets of internationalism with the 

strategic dynamic unfolding in the cyber domain.  

As the weakest of the major powers, India must learn 

to nimbly navigate the dynamic among the great 
powers on cybersecurity issues. In the past India used 

to urge great powers to abide by norms in the 

management of security challenges, but was deeply 
perturbed by any collaboration between the major 

powers. For example, India was deeply concerned 

about bilateral nuclear arms control between 

Washington and Moscow and the implications of their 
joint championship of the nonproliferation regime. 

Today India worries about the potential consequences 

of a cyber security treaty that might emerge out of 
bilateral negotiations between America and China. 

India must also be conscious of the fact that 

technological change and rise of new powers generates 

pressures for rewriting the international rules. 
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India has indeed stepped up its engagement with the 

major powers on cybersecurity issues. This 

engagement was hobbled by the weak governments in 
Delhi that were unable to overrule individual 

departments in the making of important policies. With 

a strong central government now in place under the 
leadership of Narendra Modi, considerations of 

national security and power balances are likely to have 

a greater salience in India’s international approach to 

cyber issues. As the cyber domain draws attention 
from the Modi government, India must necessarily 

look for building functional coalitions to secure its 

own interests in the global arena. Any which way that 

India looks at cybersecurity issues, the U.S. looms 
large. Despite being a democracy, internal security 

considerations often put India at odds with the U.S. 

and on the same side as Russia and China on some 
aspects of cyber regulation. But broader 

considerations of international regime building on 

cybersecurity and the new compulsions for security 

partnership between Delhi and Washington in Asia, 
Indian Ocean and beyond demand substantive 

consultations between Delhi and Washington. 

The current India-U.S. dialogue on cyber security 

issues is currently focused narrowly on technical 
issues. This needs to be expanded to cover the 

international dimensions of cyber security. Two 

factors constrain the prospects for such a dialogue. 

One, there is vast asymmetry in the cyber capabilities 
of India and America. Two, the national policy 

towards on international regulation of the cyber 

domain is work in progress in both Delhi and 
Washington. These realities, however, do not reduce 

the imperative for the Indo-U.S. dialogue on 

cybersecurity. Despite many differences, India and the 

U.S. have a shared interest in developing a sensible 
framework for regulating security politics in the cyber 

domain. Both are democracies and are vulnerable to 

similar threats like terrorism. Both have concerns 
triggered by the rise of China and Beijing’s approach 

to international security. There are strong corporate 

sectors in both countries and there is a growing 

integration between their IT industries. In the past, 
India and the United States ended up on opposite 

sides of drafting international security treaties. They 

can’t afford to let that pattern re-emerge in the cyber 

domain.  

This article originally appeared in the ORF-Heritage 

Foundation report, “Indo-US Cooperation on Internet 

Governance and Cybersecurity”. 

 The author is a Distinguished Fellow with the 

Observer Research Foundation.  
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COMMENTARY III 

Two countries who share so many common values; 

democracy, rule of law, freedom of expression, liberty, 

multicultural- ism, freedom of religion, have not yet 
been able to operationalize a strategic partnership that 

would define the 21st century. Instead, that ‘big idea’ 

which could form the basis for the next phase of the 
U.S.-India relationship has seemed elusive. Indian 

strategic thinker, C. Raja Mohan, suggested in 2010 

that this need not be the case, and the basis of this 

partnership could be the protection of the global 
commons – oceans, air, outer space and cyber. In this 

backdrop of the instability of these commons, and the 

growing pressure on U.S. ability to secure these spaces, 
Mohan suggests that since free flow of information and 

trade across these global commons is vital for both 

economies, India could serve as a natural ally for the 

U.S.1  Admittedly, this is not an easy task, especially in 
the area of the cyber domain. Misapprehensions about 

U.S. dominance, their capabilities and intent as 

revealed by the Snowden disclosures cast a shadow 
over common areas of interest. Yet both countries seem 

to understand there is much to be gained from closer 

collaboration, especially given the increasing intensity 

of threats to their digital boundaries, and State 
Responsibility in controlling the proliferation of such 

activities. 

 
Globally, accusations citing cyber attacks from across 

borders are becoming increasingly common. In fact, 

many countries who been vocal about being the victims 

of cyber attacks, have been at times been perpetrators 
themselves. For example, the United States, which has 

in May 2014, indicted members of the Chinese military 

for engaging in acts of hacking and spying on U.S. 
businesses and entities, has itself being accused of 

																																																								
1 C Raja Mohan. ‘India, the United States and the Global 
Commons.’ Centre for a New American Security. October 
2010: 
http://www.cnas.org/files/documents/publications/CNAS_
IndiatheUnitedState- sandtheGlobalCommons_Mohan.pdf  
 

launching the virus Stuxnet in 2010 (in collaboration 

with Israel) on Iran’s nuclear centrifuges, destroying 

one-fifth of them. And in turn, Iran has been accused of 
‘non-stop cyber attacks’ on major computer systems in 

Israel2. There is also the 2014 case of Russian hackers 

attacking U.S. bank J.P. Morgan and stealing sensitive 
data to sell in the global black market. Some analysts 

suggest that these actions are in retaliation to Western 

economic sanctions against Russia. Therefore some 

common, global understanding of the rules of state 
behavior in cyberspace is needed.  

 

Currently, under Article 51 of the U.N. Charter, States, 
individually or collectively, have the right to defend 

themselves should an ‘armed attack’ occur3. There is 

much work being done in the area of international law 

to understand the terms ‘armed act,’ ‘acts of aggression’ 
and ‘force’ when it relates to cyber, as there is no 

international consensus on the issue. And as witnessed 

in the U.S. case, acts of espionage (which have been 
attributed to the State, in this case China) are short of a 

cyber attack, but still considered to have significant 

consequences on the economy. Under these 

circumstances, and others that have preceded it, the 
global conversation has been veering towards chalking 

out rules of cyberspace.  

 
Two schools of thought have emerged. The first is a 

solution put forward by China, Russia and a few other 

countries, is to have an international code of conduct 

with a view to protecting the information security. This 
has been formalized in the Eurasian grouping called the 

Shanghai Cooperation Organization. The members are 

																																																								
2 Reuters. ‘Iran ups cyber attacks on Israeli computers: 
Netanyahu’ June 9, 2013. Accessed at: http:// 
www.reuters.com/article/2013/06/09/us-israel-iran-cyber-
idUSBRE95808H20130609 
 
3 U.N. Charter, ‘Chapter Vii: Action With Respect To Threats 
To The Peace, Breaches Of The Peace, And Acts Of 
Aggression, ‘Article 51. Accessed At: 
http://www.un.org/en/documents/charter/chapter7.shtml 
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China, Russia, Uzebekistan and Tajikistan, among 

others. India has observer status at the SCO and is up 

for full membership. Their 2009, Yekaterinburg 
Declaration stated: “the SCO member states stress the 

significance of the issue of ensuring international 

information security as one of the key elements of the 
common system of international security.” In 2013, 

Russia and China submitted an ‘International Code of 

Conduct for Information Security’ to the United 

Nations4. The code dwells on information security in a 
few parts, including – “...curbing the dissemination of 

information that incites terrorism, secessionism or 

extremism or that undermines other countries’ 

political, economic and social stability, as well as their 
spiritual and cultural environment.”  

 

This is the point of departure for many other nations, 
who are less concerned with ‘information security,’ 

often seen as securitization of free speech. Instead, 

prefer to focus on ‘network security’, that is, keeping 

the critical resources that keep cyberspace functioning 
protected. This is also the stated point of view of the 

U.S. To that end, some experts have pointed out that 

countries should share, to some extent, their military 
doctrines on how they will use cyber techniques for 

offensive purposes, to achieve international stability in 

cyberspace5. This also leads into the very pertinent 

question of what constitutes an act of war in 
cyberspace. Here, an argument has been made for the 

international community to shape ‘norms;’ to shape 

behavior and limit conflict in cyberspace. This view has 
been worked on at the United Nation’s Group of 

Governmental Experts meetings, and has included U.S. 

and its NATO allies, India, and even China. The third 

meeting of the GGE in June 2013 released its report, 
which concluded that, ‘international law and in 

particular the United Nations Charter, is applicable and 

is essential to maintaining peace and stability and 
promoting an open, secure, peaceful and accessible ICT 

																																																								
4 International code of conduct for information security. 
UNGA, 66th Session, Item 93 on Provisional Agenda. 
Accessed at: 
http://www.rusemb.org.uk/data/doc/internationalcodeeng.
pdf  
 
 
5 Jim Lewis. ‘Multilateral Agreements to Constrain 
Cyberspace’, Arms Control Today, June 2010 
 

environment6.’ The non-binding exercise seeks to 

derive norms from existing laws. It also states: States 

must meet their international obligations regarding 
internationally wrongful acts attributable to them. 

States must not use proxies to commit internationally 

wrongful acts. States should seek to ensure that their 
territories are not used by non-State actors for unlawful 

use of ICTs. 

 

Presently, the Tallinn Manual, produced by NATO 
(North Atlantic Treaty Organization) in 2013, seeks to 

examine how existing international norms apply to 

cyber ‘warfare’. It states in Rule 11 that “a cyber 

operation constitutes a use of force when its scale and 
effects are comparable to non-cyber operations rising 

to the level of a use of force.” These operations are to be 

measured according to a variety of factors: severity, 
immediacy, directness, invasiveness, mea- surability of 

effects, military character of the cyber operation, extent 

of State involvement, and presumptive legality7. 

 
However, some experts have criticized its narrow view 

of State Responsibility, saying that it gives the initiative 

to attackers, sending the message that huge numbers of 
cyber-intrusions are possible with impunity. The 

question they ask is that does this encourage cyber-

aggressive states to push the envelope8. The growing 

concern, understandably, is the protection of their 
critical infrastructure which are vulnerable to cyber 

attacks from all quarters. This is concern for the U.S. 

and India alike. 
 

The reality is that even if digital forensics could trace 

the origin of a cyber attack, it can be extremely difficult 

																																																								
6 Report of the Group of Governmental Experts on 
Development in the Field of Information and 
Telecommunication in the Context of International Security, 
submitted to the U.N. General Assembly 68th Session, June 
24, 2013 
 
7 Michael N. Schmitt, Tallinn Manual on the International 
Law Applicable to Cyber Warfare, ed. Mi chael N. Schmitt 
(Cambridge: Cambridge University Press, 2013), 13 
 
8 Peter Margulies. ‘Sovreignity and Cyber Attacks: 
Technology’s Challenge to the Law of State Responsibility.’ 
2013, Melbourne Journal of International Law, Volume 14, 
University of Melbourne: http:// 
www.law.unimelb.edu.au/files/dmfile/05Margulies-
Depaginated.pdf 
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to get States to even acknowledge there is non-state 

activity emanating from their territories. Indian 

security experts feel that in some cases, there will be a 
genuine lack of capacity to control cyber events on 

one’s soil; in other cases, some states could deliberately 

build ambiguity to mask their role. Another question 
worth considering is that the State complicit in a cyber 

attack either by financial or other forms of assistance? 

 

Offline, India’s own experience with Pakistan, with an 
aim to control international terrorism, has not been 

very positive. The country maintains plausible 

deniability in supporting terror groups operating in 

Afghanistan and India, and the international system 
has been unable to compel Pakistan to change its 

behavior9. Add to this scenario, a statement made by 

India’s Minister for Communications and Information 
Technology to Parliament in July 2014: cyber attacks 

on India originate in the UAE, Europe, Brazil, Turkey, 

China, Pakistan, Bangladesh, Algeria and the U.S.10 

 
The question then, for India and the U.S. is how can the 

global governance regime induce other States to reduce 

threats from their own borders. Norms that constrain 
cyber attacks is one strategy. This is also where their 

‘big idea’ – of protecting the cyber commons – could, in 

part, be met with another strategy. Closer cooperation 

for technological solutions will complement the 
political solutions. Knowledge exchanges between their 

CERTs (Computer Emergency Response Teams), war 

games, educational, scientific and research 
cooperation, and other safeguards could help build 

formidable digital borders that rogue States and groups 

would not want to risk infiltrating.  

 
Cooperation also includes strengthening the India-U.S. 

Counter Terrorism Initiative, established in 2009, 

which is continuing through India-U.S. strategic 
dialogue meets. However, there are some bottlenecks 

																																																								
9 Dr C Raja Mohan “Negotiating Cyber Rules” in the Cyber 
Debates special issue of Seminar Maga- zine March 2014. 
Accessed at: http://www.india-
seminar.com/2014/655/655_c_raja_mohan.htm  
 
10 Shauvik Ghosh. ‘Govt looks to beef up cybersecurity before 
Independence Day.’ August 9, 2012. Accessed at: 
http://www.livemint.com/Politics/hpNSiKsZcwu3Ldy8TslO
sL/Govt-looks-to-beef-up-cyber- security-before-Indepence-
Day.html?utm_source=copy 
 

that need to be ironed out. As was visible in the 

investigations that followed the horrific 2008 terror 

attacks, fissures can crop up between the intelligence 
agencies of both countries. At first, Indian intelligence 

agencies cried fowl that the U.S. had not shared 

information about terrorist David Headley with them. 
Later, India’s limited access to Headley revealed how 

much these information exchanges are susceptible to 

sovereign immunities. Both countries need to make a 

definite push to fix national legislation in order to share 
data about terrorist activities, unhindered by domestic 

laws. This is essential to safeguard this growing digital 

partnership. 

 
Closer cooperation on digital forensics—and identifying 

the source of attacks—would, in the longer term, help 

simplify the application of international law in 
cyberspace. It would also provide a much-needed 

deterrent to States indulging in economic espionage 

and cyber crimes. A framework of cooperation is the 

order of the day, to keep stable and secure, the 
networks both countries so heavily rely on. 

 

  
This article originally appeared in the ORF-Heritage 

Foundation report, “Indo-US Cooperation on Internet 

Governance and Cybersecurity”. 

  
The author is the head of the Cyber and Media 

Initiative at the Observer Research Foundation.  
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STATEMENTS

Keynote Address by the Rt Hon Sajid Javid, 
MP, Secretary of State for Culture, Media and 

Sport, United Kingdom, at the inaugural 

session of Cyfy 2014 

New Delhi – October 16, 2014 

Thank you very much and good morning, everyone. It 

is a real pleasure to be here in India, a country that, as 

the Communications Minister Ravi Shankar Prasad 
has recently observed, is at the cusp of an IT 

revolution. India is a proud nation, a very great nation 

and it is a nation that stands to become even greater 

still, thanks to the incredible power of the internet. 
The World Wide Web is without doubt the greatest 

technological success story of the modern world. Just 

as Britain’s inventors powered the world wide 
industrial revolution, so it was that the British genius 

Sir Tim Berners-Lee ushered in the global digital age. 

The ability to get online has completely transformed 

the way billions of people live, work and learn. It 
allows us to build communities across borders, trade 

with customers in distant lands, and to instantly share 

ideas with friends and strangers around the world.  

These benefits have been felt already by hundreds of 

millions of Indians. Only China boasts more internet 
users than India. Prime Minister Modi has used the 

social media to revolutionise the way politicians in the 

country communicate with a vast electorate. And the 
Digital India plan is set to change both the face and 

the profile of India for years to come. Yet around 80 

percent of Indians are not regular users of the 

Internet. Worldwide, more than 60 percent of people 
have never ever been online, not even once. That is 

four billion people who are missing out on the 

opportunities of the Web, four billion potential 
customers missing out for example on what Indian 

businesses have to offer. 

But as we have heard, the situation is already rapidly 

improving. Internet penetration is growing at a 

phenomenal rate. The web is becoming even more 

open to different languages and non-Latin scripts. 
Every year the number of users increases by 10 

percent and by an incredible 40 percent in India. In 

the past decade alone, almost two billion people 

worldwide have gained access to internet for the very 
first time. Earlier this month McKinsey predicted that 

an extra 900 million people will be online by 2017. But 

that will only happen if the previous explosive rate of 
growth continues. That, in turn, will only happen if 

the internet retains its freedom to grow and evolve 

across national boundaries―and that is why 

continued collaborative internet governance is so 

important. 

When I talk about internet governance and when the 

UK government talks about internet governance, I 

mean the definition that was agreed at the World 

Summit on the Information Society: “the development 
and applications by governments, the private sector, 

and civil society, in their respective roles, of shared 

principles, norms, rules, decision-making procedures, 
and programmes that shape the evolution and use of 

the Internet.” The way that should be put into 

practice, I think, is best expressed by the principles 

that were agreed in Brazil earlier this year at the global 
multistakeholder meeting on the future of internet 

governance, NetMundial. These principles were not 

put together by politicians, they weren’t drawn up by 
the bureaucrats at the United Nations or the ITU, they 

weren’t imposed by civil servants in London or in 

Washington or in Delhi, but were created in the open 

by the community that supports and curates the 
internet―the people without whom ‘online’ would 

simply not have been possible, the people who have 

the best possible grasp of both the challenges facing 

the internet and the means required to tackle them.  

The principles agreed upon are as robust as they are 

simple. Internet governance should be built on a fully 

inclusive, multistakeholder process, one that ensures 

the meaningful and accountable participation of 
everyone involved. Decisions should be made in a 

bottom-up, open, consensus-driven way. After all, 

what is the alternative: top-down, centralised 
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decision-making, a bureaucratic World Wide Web full 

of red tape, cyberspace divided by firewalls and virtual 

fences, and the internet being run not out in the open 
by the people who make it work but behind closed 

doors by horse-trading politicians? 

Just imagine: an internet relying on governments 

agreeing on things. Internet governance has to match 

the rapid change experienced by the internet itself, but 
let’s face it―rapid action and inter-governmental 

agreement are not concepts that generally go together, 

and a fragmented locally managed internet would be 

bad for business too.  

But I don’t want you to think that national 

governments have no role to play in internet 

governance. Of course we do. We are one of the 

multistakeholders after all. We have to ensure that the 
internet does not become an online version of the 

Wild West, a dangerous place where honest people 

cannot feel safe and secure. The law must apply online 

just as it does offline.  

If the world is going to fully realise the benefits of the 
online age, the internet needs to be open, yet secure. 

We need to know that we can communicate and 

transact safely.  

With 70 years of experience in information assurance 

and worldwide reputation for excellence in its field, it 

is no surprise that the UK’s cyber security sector is 
going from strength to strength. It expanded by 22 

percent last year, including 80 million pounds of 
exports to India. That is the highest growth rate in the 

global list of 53 economies and it means we are on 

track to hit two billion pounds of cyber security 
exports by 2016. Now, once again, this is down to the 

multistakeholder approach, which brings together 

government, industry and academia so they can work 

together in cooperation rather than in competition.  

We must ensure the internet is safe, secure and 
successful, but we cannot allow that to be an excuse 

for further government control of cyberspace. The 

multistakeholder model, both for governance and 

security, is the single best solution to this challenge. 

 With a new government, a booming private sector 

and a vibrant civil society, there has never been a 

better time for India to embrace the multilateral 
approach that already serves the internet so well. 

ICANN’s Fadi Chehadé has called the internet, and I 

quote, “the greatest public gift.” He is absolutely right. 
It does not belong to anyone; it is not controlled by 

anyone. The internet itself has endured and expanded 

precisely because it is bigger than any one country, 

and there should be no barriers in cyberspace. Thank 

you. 

This speech has been edited for length. The full 

transcript will be made available on http://cyfy.org  

 

Day 2 Keynote Address by Dr Uri Rosenthal, 

Special Envoy, Global Conference on 

Cyberspace, Netherlands, 2015, and former 
Foreign Minister, Kingdom of the 

Netherlands, at Cyfy 2014 

New Delhi – October 17, 2014 

Thank you so much for inviting me here. When we 

talk about cyberspace, cyber security, there are an 

incredible number of internet users in India: India is a 
really key player in the global debate on the future of 

cyberspace. No wonder that CyFy has drawn such a 

large audience this year.  

Let me say that it is also good to see that the 

conference is actually involving all stakeholders. It is, 
in that sense, a perfect avenue to engage on the 

matters of cyberspace. The key points to be addressed 

include the shared interests of democratic, market-
based countries in cyberspace, implementing state 

sovereignty in cyberspace and its effect. The 

Netherlands is hosting a global cyberspace conference 

in April 2015 in The Hague and we would like our 
Dutch delegation here to address the opportunities 

that this conference will offer in terms of promoting a 

free, open and secure internet. 

Talking about shared interests of both Netherlands 
and India in cyberspace, it creates grand 

opportunities. But it also presents new threats and 
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challenges to continue benefiting socially and 

economically from the cyber realm as a global public 

good while at the same time finding ways to protect 
national interests, guarantee rights of citizens and find 

responsible ways to exercise sovereignty in 

cyberspace. Being here in India, I take particularly 
notice of the fact that the internet has become a vital 

factor in exercising democracy and, indeed, free 

speech, which is so important as we all know. Given 

that throughout the world, censorship and 
surveillance are on the rise, it is good to remind 

ourselves that the political and civil rights that are 

protected offline must also be protected online. 

Seeing how important cyberspace has become to our 

societies, it is of no surprise that the way the internet 
is governed has become an increasingly contentious, if 

not controversial, topic. The Netherlands and India, I 

am happy to say, share many of the same concerns, 
and for our part, the Netherlands supports the 

NetMundial principles and the roadmap for internet 

governance reform based on a multistakeholder 

approach.  

Within these parameters, when we talk about 
multistakeholderism, it is an approach; we should not 

be dogmatic. We must involve all stakeholders in their 

respective roles, but we should be very clear that 
effective decision-making is also part of the story and 

we must, for that matter, strengthen the role of 

governments in those areas in which governments 

have a legitimate public policy concern.  

While states must be able to influence the overall 
direction and parameters of internet governance, they 

should not be involved in the running of the day-to-

day operations, which should be the domain of 

technical experts. When strengthening the role of 
governments in the governance of cyberspace, we 

must ensure that this does not lead to the sort of 

multilateral paralysis that we have seen in so many 

other areas thus far.  

Obstacles in reaching agreement on solutions should 

not prevent solutions from being developed in the first 

place. 

It is clear, ladies and gentlemen, that cyberspace 

presents challenges to the national security of 

societies and states. Citizens expect their governments 
to take responsibility for their security in cyberspace 

as long as they do so to protect privacy. It is logical, 

therefore, that state sovereignty also play its part in 
cyberspace. The Netherlands has just as much interest 

in this as any other country. Our vital infrastructures 

are targeted on a daily basis. We have suffered serious 

and severe attacks aiming at undermining the basic 
functions of society and the state. However, if 

sovereignty plays its part in cyberspace, it also means 

the existing system for regulating international 

relations between sovereign states is applicable in 
cyberspace: the system I am talking about is 

international law, and it offers far more opportunities 

than it is sometimes assumed.  

Important work is being done by the UN Group of 
Government Experts on clarifying how international 

law, including international humanitarian law, 

governs behaviour of states in situations of armed 

conflict in cyberspace. However, equally important is 
to look at situations below that threshold. Fields of law 

like the laws of state responsibility, trade law, 

international human rights law and parallels from the 
laws of the sea and outer space could offer guidelines 

for responsible state behaviour. It would be more 

effective to see how these already agreed upon 

instruments work in cyberspace instead of entering 
into contentious negotiations on new ones. We should 

be positive and we should be constructive.  

Ladies and gentlemen, increasing confidence and trust 

is a key to increased stability and predictability in 
cyberspace. Norms of responsible state behaviour, and 

confidence building measures can pave the way for 

wider clarification and application of international 

law. Some norms could even go beyond the protection 
arrangements included in international law. For 

example, when we talk about identification and 

protection of certain neutral objects, the neutral zone 
and cyberspace-enabling ICTs, these could be declared 

off limits to any action that undermines their stable 

and secure operation in both war and peace time.  

Now, ladies and gentlemen, we should not encourage 

what is sometimes called a sort of ‘cyber Westphalia 



 

 
	

VOLUME II | ISSUE 11 | NOVEMBER 2014 18

agreement.’ International political agreements are 

important in working out how state sovereignty can be 

responsibly implemented in cyberspace. This should 
be done very carefully because a full Westphalian 

inter-state system for cyberspace is simply untenable. 

State sovereignty in cyberspace should and inevitably 
will focus on state-specific responsibilities, not the 

least because states are not the only stakeholders 

controlling the domain. I would even like to say that 

states and state authorities must learn to accept these 

realities; nothing less will do. 

The desired end of the upcoming conference in The 

Hague is a negotiated chair statement that includes 

three outcomes. First, support for practical 

implementation and international cooperation where 
we can jointly develop practical, worldwide responses 

to urgent challenges. Second, support the emerging 

consensus on norms and international stability. Third, 
and by far most importantly, we would like to promote 

capacity building and the exchange of knowledge. 

Indeed, what you call the Digital India programme is a 

truly fantastic example of the kind of capacity building 
that will lead to economic growth and moreover, social 

development. By exchanging expertise on capacity 

building, more countries will be able to harness those 
benefits. Increasing capacity building in a structural 

and significant way is not only crucial for bridging the 

global digital divide, it is also crucial as a confidence 

building measure in itself for international relations.  

Ladies and gentlemen, to conclude, and turning back 
to CyFy, it is important to have these kinds of 

conferences where different perspectives are 

exchanged among a global audience from all parts of 
the world. They are valuable for finding and 

supporting emerging consensus on international 

agreements. Of course, we must keep in mind that 

only by working together can we unlock the huge 
potential gains in wealth and welfare that cyberspace 

offers. We hope on our part to greet our Indian friends 

and also the friends from other parts of the world in 

The Hague. Thank you, ladies and gentlemen. 

This speech has been edited for length. The full 

transcript will be made available on  http://cyfy.org 
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Thank you. I had the privilege and honour of being a 
minister in the previous NDA government headed by 

the legendary Shri Atal Bihari Vajpayee, where I 

handled the law, information and broadcasting and 

coal mines portfolios. When I became the Minister for 
IT and Communications, I made two comments. I said 

that if Mr. Vajpayee’s government was known for the 

successful national highway programme, Mr. 
Narendra Modi’s government will be known for the 

information highway. The phrase clicked and was 

picked up. The second thing I said is that India is 

sitting at the cusp of a big digital revolution and we 
have to make it happen.  When I became the Minister 

I asked how many mobiles we have and I was told the 

number is more than 900 million. The internet users: 
325 million. In the rural areas, the number of internet 

users has risen to 85 million. Our IT sector accounts 

for 38% of India’s services exports.  

This being the scenario, the foundation was ready for 

a digital revolution. Here is one particular image of 
how, if you provide the platform, Indians learn to use 

it ―and at times overuse it, short of abuse. I had gone 

to Chennai, and I saw a photograph in a newspaper 

where a fisherman had gone fishing with his vessel 
and was using his mobile phone to know the rates of 

the fish in the market. Those priced well, he was 

keeping in his vessel, and those which were not, he 
was throwing back in the sea. A second instance is all 

the more interesting. A popular television anchor told 

me a very interesting story. Whenever he used to 

return to his home in Greater Kailash from his studio 
at night along with his wife, he would find his servant 

sitting on a motorcycle in front of a particular house 

and playing with a smartphone.  On the third day, he 
asked his wife why. His wife said, “Very simple, the 

Wi-Fi connection before that house is the best one 

available and he uses that to see the Brazil football 

world cup.” This is India. 

Indians are very adept at incorporating technology.  
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We launched the portal MyGov, where we sought 

suggestions from the people of India on issues like 

infanticide, child rights, Ganga cleaning, 
environmental issues, etc., and asked for concrete 

suggestions. Within a short span of a fortnight, we 

received 200,000 suggestions along with many 
videos. There is a dedicated team of the Prime 

Minister’s Office interacting with them and also 

disseminating messages to various departments.  

We talk of financial inclusion, so we decided to launch 

the programme Jan Dhan Yojana, involving people in 
banking. The name of the programme was also 

suggested by people. On 27th September we held 

77,000 small and big functions in India and we ended 

up opening 14 million accounts in one day. Further, in 
a week’s time, new bank accounts being opened for 

people below the poverty line went up to 40 million. 

When we involved the people, and they realised the 
Prime Minister was doing something for them, they 

collectively deposited 20 million in a short span of a 

month. These cases clearly showcase how we can 

leverage technology. 

This Digital India programme emerged from there, to 
bridge the divide between rural India and digital 

India. The Prime Minister’s mandate is very clear: we 

have to reach every nook and corner of India through 
broadband and through the best technology possible 

in the field of IT. 

The idea is to have digital infrastructure available for 

all the citizens of India, government services available 

on demand and digital empowerment of Indians. We 
have got 140% penetration of mobile phone in urban 

areas while in rural areas it is only 44%: we have to 

bridge this divide. We have to also ensure proper e-

governance, and we have to ensure electronic 

manufacturing in India, which we are lacking. 

I think, Mr. Minister, you talked about e-governance. 

Our Prime Minister has given us a mandate: ‘I want to 

see the government available on mobile phones.’ It is a 
very simple sentence but carries a lot of meaning. 

Today, we can book our trains on our mobiles, check 

the weather forecast on the mobile, access a lot of 

other information use various applications, which are 

being used to empower India and Indians. 

What we need to do is to ‘polish’ this process.  Digital 

India is basically designed to improve the 

technological potential of Indians, and in that I see 
immense potential for expansion of the entire IT 

architecture in India—enormous jobs, potential for 

commerce, potential for appliances and potential for 

local and world players to enter India.  

This enormous potential is going to be properly 
channelised in the umbrella programme of Digital 

India, in which we propose to invest $21 billion. That 

is indeed a game changer. With this kind of 
architecture, ladies and gentlemen, surely security 

becomes important.  

This is a world which is virtually without boundary. It 

is a world which is also about living anonymously. 

Anyone can reach anywhere. Mr. Minister, you talked 
of terrorism. It is indeed a very serious issue. When we 

talk of cyber security-related issues, in the year 2004 

we had only 23 incidents. Last year we had 72,000 
incidents. We hear reports as to how cyber attacks are 

done to completely immobilise the financial 

infrastructure, immobilise the other information 

infrastructure. These are challenges we have to face. 

Do we have the technical and legal architecture 
available to identify the perpetrators and the sources 

of attack? Do we have any international mechanism 

for sharing of information, and determined action 

against perpetrators? This unhindered growth of 
network of infected computers across the world—how 

do we propose to address this problem in the absence 

of global cyberspace norms to regulate and guide 

responsible behaviour in cyberspace?  

There are many issues. I am only flagging the few 

which must concern us as policymakers. We in India 

are very clear that we need a proper framework for 

internet governance, which must be inclusive, which 
must be democratic. I am happy, Mr. Minister, to hear 

you say that the exchange on the internet should not 

have only one particular mind-set. It cannot be. If the 
world is global, global can never become meaningful 

unless it is linked to the local. That is how I see it. The 

internet may have been invented by a particular 

country, but is today the property of the world. It is 
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the heritage of humanity powered by diverse 

innovations from every part of the world.  

All should be welcomed, all should be made a 

stakeholder. That is the approach of Government of 
India is as far as the issue of ecosystem is concerned. 

Now, if the internet is owned by the global community 

is it not important that we must make collective effort 

to ensure it is not manipulated or misused? And this is 

not only about terrorism.  

There is a great need to have a proper ecosystem and 

proper framework whereby there is meaningful 

cooperation followed by prompt action under defined 
norms against those who seek to manipulate the 

system. It is very important that information is 

properly shared and it is equally important that there 

is a mechanism of accountability in place with respect 
to crimes committed in cyberspace, so that the 

internet remains a free space for universal well-being. 

The last point I have to make is that there is 

something we owe to the posterity of the world—a safe 

internet which is always useful for people and geared 

towards growth in a constructive way.   

These are some of the larger views.  Thank you for 

giving me the platform so I could share my views with 

all of you. Namaste. 

This speech has been edited for length. The full 

transcript will be made available on  http://cyfy.org 

 


