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THIS MONTH IN CYBER 

Governance 
 
The European Union-United States ‘safe harbour’ 
framework, designed to oversee transatlantic data 
transfers does not give adequate protection to data of 
European citizens from spying by US agencies, 
according to the Court of Justice of the European 
Union. The European Commission defended the 
framework, saying it was necessary politically and 
economically – and was still being negotiated. The 
framework allows US companies to ‘self-certify’ their 
compliance with European privacy laws regarding the 
transfer of data to the US.  
 
The case in Europe is ongoing, but researchers have 
declared that Facebook is already violating EU law, by 
tracking users who visit the site regardless of whether 
they have Facebook accounts, are logged out of their 
accounts, or have expressly opted-out of tracking.  
 
Meanwhile, the UK Parliamentary Office of Science & 
Technology (POST) has said that blocking Tor and 
similar anonymity software is both unfeasible and not 
useful in the long run, noting that the dark net can 
enable whistle-blowing and other such activities. In 
what has been described as a landmark judgement, 
users of the Safari web browser in the UK have won the 
right to sue Google for bypassing security settings and 
breaching their privacy to further advertising. The 
judgement paves the way for further lawsuits against 
Google by those who used Apple products during the 
time period in question.  
 
Americans, however, do not seem to share the concerns 
of their counterparts across the Atlantic, according to 
the latest data.  Although 90% of respondents to a Pew 
Research Center survey said they had heard about 
government surveillance of their phone and internet 
usage, just one-third of them had taken any steps to 
shield their data. The report suggests that at least part 
of the reason Americans have not embraced counter-
surveillance behaviour in the post-Snowden era is 

because of a lack of awareness about the tools available 
to them.  
 
Following recent reports about drone testing for 
commercial use internationally, including by Alibaba in 
China, more information has come to light about retail 
giant Amazon testing its drones in Canada, because 
regulations in the US are still too restrictive.  
 
On a visit to India, ICANN chief Fadi Chehadé said that 
India had the opportunity, as the world’s largest 
democracy and contributor of a great number of 
internet users, to shape the future of the internet. He 
also praised the “new energy” underlying India’s digital 
initiatives, while warning that India must become a 
more prominent part of the global internet governance 
dialogue now, or lose a critical opportunity to be heard.  
  
The Telecom Regulatory Authority of India (TRAI) has 
come out with a consultation paper on internet 
licensing, marking the first concrete step in what is 
likely to be a battle for net neutrality in India. The 
paper focuses on over-the-top services like WhatsApp, 
Skype and Viber, and could lead to regulation of these 
services whereby service providers could charge more 
for their use. It also asks for stakeholder views on the 
principle of non-discrimination and prioritisation 
online – the backbone of net neutrality. The move 
follows the decision by regulators in the US to treat the 
internet as a public utility. While that decision will 
certainly come under legal scrutiny in the near future, 
net neutrality is assured in the US for the moment.  
 
India’s internet landscape is showing signs of growing 
maturity, highlighted by the Supreme Court’s recent 
judgement striking down a much-criticised provision of 
India’s Information Technology Act. The provision in 
question, section 66A, criminalised offensive and 
annoying electronic communications. The court held 
that the wording of the section was vague to the point 
of unconstitutionality and had a disproportionately 
negative impact on free speech. The judgement also 

http://arstechnica.com/tech-policy/2015/03/eu-dont-use-facebook-if-you-want-to-keep-the-nsa-away-from-your-data/
http://www.theguardian.com/technology/2015/mar/31/facebook-tracks-all-visitors-breaching-eu-law-report
http://www.theguardian.com/technology/2015/mar/11/tor-should-not-be-banned-in-britain
http://www.theguardian.com/technology/2015/mar/11/tor-should-not-be-banned-in-britain
http://www.theguardian.com/technology/2015/mar/11/tor-should-not-be-banned-in-britain
http://www.bbc.com/news/technology-32083188
http://www.pewinternet.org/2015/03/16/Americans-Privacy-Strategies-Post-Snowden/
http://www.theguardian.com/technology/2015/mar/30/amazon-tests-drones-secret-site-canada-us-faa
http://www.thehindu.com/sci-tech/technology/internet/india-can-shape-the-future-of-internet-says-icann-chief/article6975450.ece
http://articles.economictimes.indiatimes.com/2015-03-10/news/59970002_1_fadi-chehade-icann-internet-governance
http://www.trai.gov.in/WriteReadData/WhatsNew/Documents/OTT-CP-27032015.pdf
http://www.medianama.com/2015/03/223-should-india-have-licensing-of-internet-services-net-neutrality-trai-wants-your-views/
http://www.medianama.com/2015/03/223-should-india-have-licensing-of-internet-services-net-neutrality-trai-wants-your-views/
http://thenextweb.com/in/2015/03/31/after-the-us-its-indias-turn-to-fight-for-net-neutrality/
http://timesofindia.indiatimes.com/home/sunday-times/all-that-matters/Three-reasons-why-66A-verdict-is-momentous/articleshow/46731904.cms
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relaxes the guidelines on intermediary liability to a 
degree, while upholding the sections on website 
blocking.  
 
The Rwandan government has been commended for its 
use of information technology and e-governance to 
promote sustainable development in the country by the 
Commonwealth Telecommunications Organisation 
(CTO). Among Rwanda’s achievements, raised at the 
Commonwealth e-Governance Forum Africa, the 
increase in internet and mobile penetration, the 
country’s broadband plan and its new cyber security 
policy were particularly praised.  
 
Activists working with the African Internet Rights 
Campaign are pushing governments on the continent to 
fully endorse the African Declaration on Internet 
Rights and Freedoms by bringing their national 
legislation in line with the principles outlined in the 
rights document. The initiative is particularly 
significant as ICT capacity expands across most 
countries in Africa. Ghana was presented as a model to 
emulate, as it has taken steps to tackle internet rights 
and access for the marginalised, both domestically and 
internationally. 
 
 
Security 
 
 A series of unconnected, varied cyber attacks hit 
popular platforms early this month, with victims 
including British Airways, chat service Slack and 
coding website GitHub.  
 
The distributed denial-of-service (DDoS) attack on 
GitHub was particularly intense, directing 
overwhelming amounts of traffic to two websites in 
particular - the New York Times’ Chinese-language 
website and a page run by Greatfire.org. This led to 
speculation that the attack was caused by China’s 
Cyberspace Administration in an attempt to subvert 
anti-censorship efforts. Reports suggested that China’s 
famed ‘Great Firewall’ system of internet filters had 
been used to redirect advertising traffic from China’s 
largest search engine Baidu to the affected sites.  
 
The Chinese government denied responsibility for the 
attack, with a spokesperson saying that “…it is quite 

odd that every time a website in the US or any other 
country is under attack, there will be speculation that 
Chinese hackers are behind it. I'd like to remind you 
that China is one of the major victims of cyber attacks.” 
She also reiterated China’s commitment to developing 
international rules to keep the cyber sphere safe.  
 
Great Fire started as a ‘censorship database’, allowing 
users to check what was being blocked and what was 
available online in China, but its founders have 
expressed a desire to move beyond that; they aim to use 
networks in the cloud to provide access to websites 
which are otherwise restricted in China.  
 
GitHub was eventually able to restore service to its 
platform after nearly a week of sustained attack, but 
not before analysts predicted that retaliation should be 
forthcoming if China is proved to be behind the attack.  
As part of its plan to foster public-private information 
sharing in cybersecurity, the US House of 
Representatives Intelligence Committee has advanced a 
bill on the subject. The US Senate is also expected to 
pass a bill on information sharing. It has previously 
been a thorny subject in US politics because of 
concerns about surveillance resulting from information 
sharing. The new bills contain provisions whereby 
personal information would be ‘scrubbed clean’ before 
being passed on to the government. Introducing 
liability protection, safeguarding companies from 
lawsuits, has been an important step in passing the 
legislation, which should result in greater security for 
corporations from cyber attacks such as the one that hit 
Sony late last year.  
 
The tension between government and private cyber 
security operations took a dramatic turn when a 
Bloomberg story was published suggesting that 
espionage reports published by Kaspersky Labs were 
not looking as ‘aggressively’ at Russia’s activities 
compared to those of the UK, the US and Israel. 
Kaspersky is one of the world’s largest computer 
security firms in the world – and its founder was 
trained by the KGB. The report acknowledged that 
most cybersecurity firms internationally were ‘choosing 
sides’, aligning themselves with one government or 
another. The story provoked a sharp response from 
Eugene Kaspersky, the company’s founder and chief 
executive. He highlighted the company’s strong 

http://www.legallyindia.com/Bar-Bench-Litigation/sc-s-chelameswar-nariman-strike-down-vaguely-annoying-s66a-of-it-act-in-massive-freedom-of-speech-victory
http://www.biztechafrica.com/article/experts-commend-rwanda-model-using-ict-and-e-gover/9925/#.VSS6C9yUf0x
http://www.ngrguardiannews.com/2015/03/body-tasks-african-govts-on-internet-right-freedom/
http://www.bbc.com/news/technology-32115292
http://www.wsj.com/articles/u-s-coding-website-github-hit-with-cyberattack-1427638940
http://www.wsj.com/articles/u-s-coding-website-github-hit-with-cyberattack-1427638940
http://www.wsj.com/articles/u-s-coding-website-github-hit-with-cyberattack-1427638940
http://www.nytimes.com/2015/03/31/technology/china-appears-to-attack-github-by-diverting-web-traffic.html?smid=tw-share&_r=1
http://www.fmprc.gov.cn/mfa_eng/xwfw_665399/s2510_665401/2511_665403/t1250354.shtml
http://techcrunch.com/2015/03/30/greatfire/#.xixraw:7yqo
http://www.technewsworld.com/story/81886.html
http://www.reuters.com/article/2015/03/26/us-cybersecurity-congress-idUSKBN0MM1W320150326
http://www.reuters.com/article/2015/03/26/us-cybersecurity-congress-idUSKBN0MM1W320150326
http://www.reuters.com/article/2015/03/26/us-cybersecurity-congress-idUSKBN0MM1W320150326
http://www.bloomberg.com/news/articles/2015-03-19/cybersecurity-kaspersky-has-close-ties-to-russian-spies
http://eugene.kaspersky.com/2015/03/20/a-practical-guide-to-making-up-a-sensation/
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transparency record and suggested that any company 
with ‘Russian roots’ would have difficulty becoming 
successful in the West due to the trust deficit.  
 
Cybersecurity ‘back doors’ allowing security agencies to 
access private information were also a point of 
contention between the US and China, with US 
President Barack Obama criticising a draft Chinese 
counterterrorism law which would require 
international firms to deliver their encryption keys to 
Chinese authorities. China’s Foreign Ministry defended 
the draft law, saying that it was simply part of the 
country’s efforts to protect information security, which 
all countries do.  
 
A major restructuring is underway at the US Central 
Intelligence Agency (CIA), which will “…significantly 
expand the agency’s focus on digital espionage.” It is 
unclear how long the reorganisation, described as the 
largest in the agency’s 60 year history, will take. The 
ambitious project seeks to create a Directorate of 
Digital Innovation to work alongside the agency’s other 
divisions.  
 
The Indian government has appointed its first cyber 
security chief, reporting directly to the Prime Minister’s 
Office. Dr Gulshan Rai, who until his appointment was 
serving as head of the Indian Computer Emergency 
Response Team (CERT-IN), becomes Special Secretary 
for Cyber Security at a time when India is expanding its 
internet infrastructure and coming under renewed 
attacks from abroad. India’s Prime Minister Narendra 
Modi highlighted the importance of cybersecurity for 
private entities, encouraging the Indian IT industry to 
focus on cyber-safety as a growth market.  
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 

http://www.reuters.com/article/2015/03/02/us-usa-obama-china-idUSKBN0LY2H520150302
http://www.pcworld.com/article/2892052/china-defends-cybersecurity-demands-amid-complaints-from-us.html
http://www.pcworld.com/article/2892052/china-defends-cybersecurity-demands-amid-complaints-from-us.html
http://www.pcworld.com/article/2892052/china-defends-cybersecurity-demands-amid-complaints-from-us.html
http://www.washingtonpost.com/world/national-security/cia-plans-major-reorganization-and-a-focus-on-digital-espionage/2015/03/06/87e94a1e-c2aa-11e4-9ec2-b418f57a4a99_story.html
http://economictimes.indiatimes.com/news/politics-and-nation/gulshan-rai-becomes-first-chief-of-cyber-security-post-created-to-tackle-growing-e-threats/articleshow/46449780.cms
http://www.hindustantimes.com/business-news/focus-on-meeting-cyber-security-challenges-modi-tells-it-industry/article1-1322091.aspx
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COMMENTARY I 

What is common to switching on a water pump in 
the field via cellphone, monitoring people’s 
movement through a city-wide surveillance system 
and wearing a fitness band to monitor your 
wellness regimen? All these scenarios are actually 
manifestations of ‘Machine to Machine’ (M2M) 
communication or as it is more widely known, the 
‘Internet of Things’ (IoT). In the recent months, 
Department of Electronics & IT (DeitY) invited 
comments on draft IoT policy and Department of 
Telecommunications (DoT) followed soon after 
with the roadmap for M2M communication. 

Public consultation on such issues is a welcome step 
but it might be helpful to have a single unified 
framework. It also should align with the extant 
policies such as the National Telecom 
Policy; National Policy on Information Technology; 
National Cyber Security Policy 2013; National Data 
Sharing and Accessibility Policy 2012 and 
legislations such as the Information Technology 
Act and the Indian Telegraph Act. 

The Internet of Things (IoT) is indeed impacting a 
wider array of human life as they become 
increasingly adopted across a myriad number of 
sectors way beyond just the Information and 
Communication Technology (ICT) sector. However, 
‘things’ or ‘machines’ are beyond the conventional 
concept of a computer or communication device 
(desktops, laptops, tablets and mobile) even though 
they admittedly have embedded some sort of 
computing-cum-communication system.  

Hardly a day goes by without headlines on incidents 
of security breaches and unsurprisingly, while 
talking about ‘Digital India’ programme the 
Hon’ble Prime Minister underlined the need to 
ensure cyber security at the occasion of 25th 
anniversary of NASSCOM on March 1, 
2015.Cybersecurity becomes even more crucial due 
to significantly increased threat surface combined 
with the extremely high kinetics in the realm of IoT, 

considering that it would become pervasive through 
the consumer electronics, industrial automation 
and the critical infrastructure sectors. 

At Symantec, we recently analysed 50 smart home 
devices and found that none of the devices enforced 
strong passwords, used mutual authentication, or 
protected accounts against brute-force attacks. 
Almost two out of ten of the mobile apps used to 
control the tested IoT devices did not use Secure 
Sockets Layer (SSL) to encrypt communications to 
the cloud. All of the potential weaknesses that could 
afflict M2M and IoT systems, such as 
authentication and traffic encryption, are already 
well known but even known mitigation techniques 
are often neglected on these devices.   

Obviously, we should expect and demand better 
security in M2M and IoT. So, what can and should 
we do about it? 

 Security by Design and Tailoring to Device 
Functionality 

Cyber security must be duly considered and 
factored in right at the design stage rather than as 
an afterthought or a retrofit. Considering that it 
would be difficult, if not outright impossible, to 
retrofit or modify security within several of the end-
points, especially the sensors it would be useful to 
take a holistic view of building cybersecurity by 
design all the way through manufacturing, 
deployment and eventual retiral and/or 
disengagement.  

Security should also be specific to the device and its 
use case. Though most people do appreciate the 
need to protect their laptops and desktops, mobile 
phones are usually not protected at all, leave alone 
thinking about securing the connected ‘devices’ and 
‘things’. For example, a Point of Sale (PoS) system 
or an Automatic Teller Machine (ATM) is at its core 

http://deity.gov.in/sites/upload_files/dit/files/Draft-IoT-Policy%20%281%29.pdf
http://www.dot.gov.in/sites/default/files/NTP-06.06.2012-final.pdf
http://www.dot.gov.in/sites/default/files/NTP-06.06.2012-final.pdf
http://deity.gov.in/sites/upload_files/dit/files/National_20IT_20Policyt%20_20%281%29.pdf
http://deity.gov.in/sites/upload_files/dit/files/National%20Cyber%20Security%20Policy%20%281%29.pdf
http://ogpl.gov.in/NDSAP/NDSAP-30Jan2012.pdf
http://ogpl.gov.in/NDSAP/NDSAP-30Jan2012.pdf
http://ogpl.gov.in/NDSAP/NDSAP-30Jan2012.pdf
http://deity.gov.in/content/information-technology-act
http://deity.gov.in/content/information-technology-act
http://deity.gov.in/content/information-technology-act
http://www.dot.gov.in/sites/default/files/the_indian_telegraph_act_1985_pdf.pdf
http://pib.nic.in/newsite/PrintRelease.aspx?relid=116221
http://pib.nic.in/newsite/PrintRelease.aspx?relid=116221
http://pib.nic.in/newsite/PrintRelease.aspx?relid=116221
http://pib.nic.in/newsite/PrintRelease.aspx?relid=116221
http://www.symantec.com/content/en/us/enterprise/media/security_response/whitepapers/insecurity-in-the-internet-of-things.pdf
http://www.symantec.com/content/en/us/enterprise/media/security_response/whitepapers/insecurity-in-the-internet-of-things.pdf
http://www.symantec.com/content/en/us/enterprise/media/security_response/whitepapers/insecurity-in-the-internet-of-things.pdf
http://www.symantec.com/content/en/us/enterprise/media/security_response/whitepapers/insecurity-in-the-internet-of-things.pdf
http://www.symantec.com/content/en/us/enterprise/media/security_response/whitepapers/insecurity-in-the-internet-of-things.pdf
http://www.symantec.com/content/en/us/enterprise/media/security_response/whitepapers/insecurity-in-the-internet-of-things.pdf
http://www.symantec.com/content/en/us/enterprise/media/security_response/whitepapers/insecurity-in-the-internet-of-things.pdf
http://www.symantec.com/content/en/us/enterprise/media/security_response/whitepapers/insecurity-in-the-internet-of-things.pdf
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just a computer running mainstream operating 
systems. Reducing the attack surface by locking 
down the system and using application control 
tools, as well as controlling which devices and 
applications are allowed to access the network can 
render many strains of malware useless because 
they would just not be allowed to run on such 
devices.  

Encrypting and Monitoring Data  

Encryption also is key to protecting the most 
valuable data. Even the best security will not stop a 
determined attacker, and encrypting sensitive data 
provides defence in breadth, or across many 
platforms. Good encryption ensures that any data 
stolen will be useless to virtually all cybercriminals.  

Data loss Prevention (DLP) tools are also important 
in keeping our most valuable data safe and securely 
on our system. The latest DLP technology allows 
the user to monitor, protect and manage 
confidential data wherever it is stored and used – 
across endpoints, mobile devices, networks, and 
storage systems. It can help stop the theft of 
sensitive data by alerting the system manager 
before the data is ex-filtrated, or moved outside the 
system.  

 Don’t Reinvent the Wheel: Looking at 
Standards From a New Angle 

Standards for a thermostat standard may include 
the electromagnetic parameters, the accuracy in 
terms of temperature, safety in terms of electrical 
shocks and energy rating but if it goes into a 
connected smart device, it also needs to have built-
in cyber security. However, existing industry 
solutions should suffice rather than 
formal standardization process for cyber security of 
thermostats. 

 Public-Private Partnership and Global Best 
Practices 

The private sector has a crucial role to play in this 
realm, not the least considering that most of the 
things are developed, manufactured and deployed 
by the private sector. In fact, NIST framework for 

Cyber Security is a good example of this. It is 
voluntary and provides guidance without a 
prescriptive mandate.  

It would also be worthwhile to look at similar 
endeavours of other governments such as the draft 
IoT report prepared by the US President’s National 
Security Telecommunications 
Advisory Committee (NSTAC). 

Baseline Security for IoT 

 It is crucial that devices used in M2M and IoT 
networks use mutual authentication and 
encryption. Concepts such as roots of trust and 
secure boot are important to ensure the integrity 
of the device. Any code that is run on a smart 
device, be it the firmware or the application, should 
be verified through a chain of trust. Protecting 
the code and securing the device creates a 
trusted baseline.  

Vendors should provide a simple and automated 
way for users to update their device in order to 
ensure that common security issues can be fixed 
quickly and efficiently. IoT devices should only 
accept signed firmware as standard. Where 
applicable, security analytics features should be 
provided in the overall device management 
strategy. Cloud control interfaces present another 
weak point of many IoT. Users should not be forced 
to use cloud setups if all they want to do is to do 
basic tasks such as turning on the lights in their 
homes. Vendors need to allow strong, complex 
passwords to be used.  

Vendors need to ensure that their services are not 
vulnerable to the top OWASP (Open Web 
Application Security Project) web application 
vulnerabilities. 

Cloud control interfaces present another weak point 
of many IoT. Users should not be forced to use 
cloud setups if all they want to do is to do basic 
tasks such as turning on the lights in their homes. 
Vendors need to allow, facilitate and encourage use 
of strong and complex passwords. Restricting 
authentication to simple four-digit PIN codes does 
not sufficiently protect the device, especially if this 

http://www.nist.gov/cyberframework/upload/cybersecurity-framework-021214.pdf
http://www.nist.gov/cyberframework/upload/cybersecurity-framework-021214.pdf
http://www.nist.gov/cyberframework/upload/cybersecurity-framework-021214.pdf
http://www.dhs.gov/sites/default/files/publications/IoT%20Final%20Draft%20Report%2011-2014.pdf
http://www.dhs.gov/sites/default/files/publications/IoT%20Final%20Draft%20Report%2011-2014.pdf
http://www.dhs.gov/sites/default/files/publications/IoT%20Final%20Draft%20Report%2011-2014.pdf
http://www.dhs.gov/sites/default/files/publications/IoT%20Final%20Draft%20Report%2011-2014.pdf
http://www.dhs.gov/sites/default/files/publications/IoT%20Final%20Draft%20Report%2011-2014.pdf
http://www.embedded.com/design/safety-and-security/4438298/Securing-the-IoT--Part-1---Public-key-cryptography
https://www.owasp.org/index.php/Category:OWASP_Top_Ten_Project
https://www.owasp.org/index.php/Category:OWASP_Top_Ten_Project
https://www.owasp.org/index.php/Category:OWASP_Top_Ten_Project
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issue is combined with the lack of any brute-force 
protection mechanism. Even when strong 
passwords are use, we found that common web 
application vulnerabilities, such as SQL injection or 
remote file inclusion, are often present in these 
cloud control portals as well. Vendors need to 
ensure that their services are not vulnerable to the 
OWASP’s top ten web application vulnerabilities. 

The Way Forward 

In the near future, a lot of people could have a 
variety of devices connected to their home 
networks, leading to smarter smart hubs that allow 
commands based on logical conditions, such as “if 
this, then that”. This adds to the complexity of the 
problem, as now a problem in one device can 
trigger the shutdown of another. This makes the 
smart hub an ideal central point of attack, as 
changing such rules could have a catastrophic effect 
on all devices connected to the network. 

With all of these issues affecting the devices on 
different levels, it is currently not easy to deploy 
multiple smart devices in a secure fashion. 
Fortunately, there are ways to improve the overall 
security, as we highlighted above. We hope that the 
security of smart devices will see significant 
improvement in the near future, allowing anyone to 
conveniently use M2M and IoT. 

The bottom line in computer security is no different 
from physical security – nothing is perfect. We can 
make it hard, indeed very hard, for an attacker, but 
if resourced and persistent criminals want to 
compromise a particular company or site, with time 
they are probably going to find a way to do it. Good 
security means not just doing the utmost to keep 
them out, but also to recognize that we must take 
steps to limit any damage they can do should they 
get in.  

The author heads Government Affairs for Symantec in 
India. 
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COMMENTARY II 

Even as free speech advocates and users celebrate the 
Supreme Court of India's landmark judgment striking 
down Section 66A of the Information Technology Act of 
2000, news that the Central government has begun 
work on drafting a new provision to replace the said 
section of the Act has been trickling in. The SC 
judgement in upholding the constitutionality of Section  
69A (procedure for blocking websites) and in reading 
down Section 79 (exemption from liability of 
intermediaries) of the IT Act, raises crucial questions 
regarding transparency, accountability and under what 
circumstances may reasonable restrictions be placed on 
free speech on the Internet. While discussions and 
analysis of S. 66A continue, in this post I will focus on 
the aspect of the judgment related to intermediary 
liability that could benefit from further clarification 
from the apex court and in doing so, will briefly touch 
upon S. 69A and secret blocking. 

Conditions qualifying intermediary for 
exemption and obligations not related to 
exemption 

The intermediary liability regime in India is defined 
under S. 79 and associated rules that were introduced 
to protect intermediaries for liability from user 
generated content and ensure the Internet continues to 
evolve as a “marketplace of ideas”. But as 
intermediaries may not have sufficient legal 
competence or resources to deliberate on the legality of 
an expression, they may end up erring on the side of 
caution and takedown lawful expression. As a study by 
Centre for Internet and Society (CIS) in 2012 revealed, 
the criteria, procedure and safeguards for 
administration of the takedowns as prescribed by the 
rules lead to a chilling effect on online free expression. 

S. 69A grants powers to the Central Government to 
“issue directions for blocking of public access to any 
information through any computer resource”. The 
2009 rules allow the blocking of websites by a court 

order, and sets in place a review committee to review 
the decision to block websites as also establishes 
penalties for the intermediary that fails to extend 
cooperation in this respect. 

There are two key aspects of both these provisions that 
must be noted: 

a) S. 79 is an exemption provision that qualifies the 
intermediary for conditional immunity, as long as they 
fulfil the conditions of the section. The judgement notes 
this distinction, adding that “being an exemption 
provision, it is closely related to provisions which 
provide for offences including S. 69A.” 

b) S. 69A does not contribute to immunity for the 
intermediary rather places additional obligations on 
the intermediary and as the judgement notes 
“intermediary who finally fails to comply with the 
directions issued who is punishable under sub-section 
(3) of 69A.” The provision though outside of the 
conditional immunity liability regime enacted through 
S. 79 contributes to the restriction of access to, or 
removing content online by placing liability on 
intermediaries to block unlawful third party content or 
information that is being generated, transmitted, 
received, stored or hosted by them. Therefore 
restriction requests must fall within the contours 
outlined in Article 19(2) and include principles of 
natural justice and elements of due process. 

Subjective Determination of Knowledge 

The provisions for exemption laid down in S. 79 do not 
apply when they receive “actual knowledge” of illegal 
content under section 79(3)(b). Prior to the court's 
verdict actual knowledge could have been interpreted 
to mean the intermediary is called upon its own 
judgement under sub-rule (4) to restrict impugned 
content in order to seek exemption from liability. 
Removing the need for intermediaries to take on an 
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adjudicatory role and deciding on which content to 
restrict or takedown, the SC has read down “actual 
knowledge” to mean that there has to be a court order 
directing the intermediary to expeditiously remove or 
disable access to content online. The court also read 
down “upon obtaining knowledge by itself” and 
“brought to actual knowledge” under Rule 3(4) in the 
same manner as 79(3)(b). 

Under S.79(3)(b) the intermediary must comply with 
the orders from the executive in order to qualify for 
immunity. Further, S. 79 (3)(b) goes beyond the 
specific categories of restriction identified in Article 
19(2) by including the term “unlawful acts” and places 
the executive in an adjudicatory role of determining the 
illegality of content. The government cannot emulate 
private regulation as it is bound by the Constitution 
and the court addresses this issue by applying the 
limitation of 19(2) on unlawful acts, “the court order 
and/or the notification by the appropriate government 
or its agency must strictly conform to the subject 
matters  laid down in Article 19(2).” 

By reading down of S. 79 (3) (b) the court has 
addressed the issue of  intermediaries complying with 
takedown requests from non-government entities and 
has made government notifications and court orders to 
be consistent with reasonable restrictions in Article 
19(2). This is an important clarification from the court, 
because this places limits on the private censorship of 
intermediaries and the invisible censorship of opaque 
government takedown requests as they must and 
should adhere, to the boundaries set by Article 19(2). 

Procedural Safeguards 

The SC does not touch upon other parts of the rules and 
in not doing so, has left significant procedural issues 
open for debate. It is relevant to bear in mind and as 
established above, S. 69A blocking and restriction 
requirements for the intermediary are part of their 
additional obligations and do not qualify them for 
immunity. The court ruled in favour of upholding S. 
69A as constitutional on the basis that blocking orders 
are issued when the executive has sufficiently 
established that it is absolutely necessary to do so, and 
that the necessity is relatable to only some subjects set 
out in Article 19(2). Further the court notes that 

reasons for the blocking orders must be recorded in 
writing so that they may be challenged through writ 
petitions. The court also goes on to specify that under 
S. 69A the intermediary and the 'originator' if 
identified, have the right to be heard before the 
committee decides to issue the blocking order. 

Under S. 79 the intermediary must also comply with 
government restriction orders and the procedure for 
notice and takedown is not sufficiently transparent and 
lacks procedural safeguards that have been included in 
the notice and takedown procedures under S. 69. For 
example, there is no requirement for committee to 
evaluate the necessity of issuing the restriction order, 
though the ruling does clarify that these restriction 
notices must be within the confines of Article 19(2). 
The judgement could have gone further to directing the 
government to state their entire cause of action and 
provide reasonable level of proof (prima facie). It 
should have also addressed issues such as the 
government using extra-judicial measures to restrict 
content including collateral pressures to force changes 
in terms of service, to promote or enforce so-called 
"voluntary" practices. 

Accountability 

The judgement could also have delved deeper into 
issues of accountability such as the need to consider 
'udi alteram partem' by providing the owner of the 
information or the intermediary a hearing prior to 
issuing the restriction or blocking order nor is an post-
facto review or appeal mechanism made available 
except for the recourse of writ petition. Procedural 
uncertainty around wrongly restricted content remains, 
including what limitations should be placed on the 
length, duration and geographical scope of the 
restriction. The court also does not address the issue of 
providing a recourse for the third party provider of 
information to have the removed information restored 
or put-back remains unclear. The court also does not 
clarify the concerns related to frivolous requests by 
establishing penalties nor is there a codified recourse 
under the rules presently, for the intermediary to claim 
damages even if it can be established that the takedown 
process is being abused. 
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Transparency 

The bench in para 113 in addressing S. 79 notes that the 
intermediary in addition to publishing rules and 
regulations, privacy policy and user agreement for 
access or usage of their service has to also inform users 
of the due diligence requirements including content 
restriction policy under rule 3(2). However, the court 
ought to have noted the differentiation between 
different categories of intermediaries which may 
require different terms of use. Rather than stressing a 
standard terms of use as a procedural safeguard, the 
court should have insisted on establishing terms of use 
and content restriction obligations that is proportional 
to the role of the intermediary and based on the liability 
accrued in providing the service, including the impact 
of the restriction by the intermediary both on access 
and free speech. By placing requirement of disclosure 
or transparency on the intermediary including what has 
been restricted under the intermediary's own terms of 
service, the judgment could have gone a step further 
than merely informing users of their rights in using the 
service as it stands presently, to ensuring that users can 
review and have knowledge of what information has 
been restricted and why. The judgment also does not 
touch upon broader issues of intermediary liability 
such as proactive filtering sought by government and 
private parties, an important consideration given the 
recent developments around the right to be forgotten in 
Europe and around issues of defamation and 
pornography in India. 

The judgment, while a welcome one in the direction of 
ensuring the Internet remains a democratic space 
where free speech thrives, could benefit from the 
application of the recently launched Manila principles 
developed by CIS and others. The Manila Principles is a 
framework of baseline safeguards and best practices 
that should be considered by policymakers and 
intermediaries when developing, adopting, and 
reviewing legislation, policies and practices that govern 
the liability of intermediaries for third-party content. 

The court's ruling is truly worth celebrating, in terms of 
the tone it sets on how we think of free speech and the 
contours of censorship that exist in the digital space. 
But the real impact of this judgment lies in the debates 
and discussions which it will throw open about content 

removal practices that involve intermediaries making 
determinations on requests received, or those which 
only respond to the interests of the party requesting 
removal. As the Manila Principles highlight a balance 
between public and private interests can be obtained 
through a mechanism where power is distributed 
between the parties involved, and where an impartial, 
independent, and accountable oversight mechanism 
exists. 

The author is a Programme Officer at the Centre for 
Internet and Society, India.  
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COMMENTARY III 

On March 27, 2015, the Telecom Regulatory Authority 
of India (TRAI) released a consultation paper on a 
“Regulatory Framework for Over-the-top (OTT) 
services”. Initially there was little fanfare, and the 
paper’s release was not widely reported. This was 
unsurprising. The document is over 100 pages long and 
replete with technical terms. Within a few days, 
however, word started to spread on social media and in 
the news that this was no ordinary consultation paper. 
The regulation of OTT services could have an 
immediate impact on applications that many Indians 
use daily – Skype, WhatsApp, Viber and others. 
Furthermore, halfway through the paper was a chapter 
dedicated to a concept that Indian internet activists 
have been keenly pursuing: net neutrality.  
 
India does not yet have legislation on net neutrality, the 
principle that states that all traffic on the internet 
should be treated equally in terms of pricing and 
barriers. However, regulatory authorities in the country 
have been mulling over the subject since at least 2006, 
when they sought stakeholder opinions and 
acknowledged that discriminatory practices could come 
into play. TRAI has supported net neutrality in 
principle, but not gone further than that despite several 
instances where service providers were seen to be 
flouting it. One such recent case, involving a major 
telecom company’s plans to charge more for Voice over 
Internet Protocol (VoIP) services like Skype and Viber, 
drew enough public ire to invite comment from TRAI 
before the plans were scrapped.  
 
Part of the difficulty comes from the fact that telecom 
operators in India are rarely providers of only 
infrastructure. They make their money by providing 
both services and sometimes content in addition to 
serving as ‘pipes’ for the internet. As a result, their 
services end up directly competing with third-party 
applications. How would a telecom provider incentivise 
users to send standard text messages, instead of online 
messages which can contain images, videos, voice clips, 

maps and more? The obvious answer is to charge more 
to send the online messages. In a market like the 
Indian one, where price can be a major barrier to 
access, users are highly sensitive to price changes. 
Operators also have to cope with bandwidth 
requirements, since certain types of usage, for example 
video streaming, consume much more bandwidth than 
others and can easily lead to network congestion. It can 
seem as though they are investing in networks only to 
see the returns of such investment go to internet 
services which are subject to less stringent licensing 
conditions than they are.  
 
It remains to be seen where international companies 
like Facebook, Twitter, Wikipedia and Google will land. 
Vocal supporters of net neutrality in the US, the 
partnerships that several of these companies have with 
telecoms like Reliance Communications, Airtel, Aircel 
and others seemingly violate net neutrality in India. 
These partnerships have so far involved free access to 
the chosen service depending on the user’s service 
provider. These deals are often presented as beneficial 
to users – giving them a quota of free data to use, so 
long as they use it only on particular services or 
websites, thereby driving them towards the free 
services.  
 
The battle in the USA, where the internet was born, 
over whether or not the internet was a public utility and 
the pros and cons of net neutrality was waged intensely 
enough to invite the attention of the entire world. The 
eventual decision of the Federal Communications 
Commission (FCC) to institute rules preventing 
blocking, throttling and paid prioritisation will 
undoubtedly have effects elsewhere, even if those rules 
have not been finalised and are subject to legal 
challenges. The variation of technical capacity and 
regulatory frameworks around the world means that 
there is no unified global stance on network neutrality, 
nor is there likely to be any time soon. Nevertheless, 
with Japan, many European countries and now the US 

http://www.trai.gov.in/WriteReadData/WhatsNew/Documents/OTT-CP-27032015.pdf
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coming out in favour of net neutrality, it could be that a 
global shift is taking place.  
 
The positions that India has taken in global internet 
governance debates have largely stemmed from its 
status as one of the largest user bases in the world and 
its future status as an internet superpower. India’s 
internet decisions will affect a billion people. The 
country is pursuing plans to connect every person in 
every town and village to high-speed internet. These 
plans are pursued because of the benefits that the 
internet can provide, from e-governance solutions to 
banking to commerce and more. What will it mean if 
internet growth is now halted in its tracks, divided 
along fault-lines by service provider? TRAI concedes in 
the consultation paper that an all-or-nothing approach 
– pure net neutrality – is unfeasible and would 
diminish both the quality of services and network 
capacities. This makes it imperative to come up with 
principles and standards that can be enforced, allowing 
new growth of the internet without over-burdening the 
systems that keep it running.  
 
All of these contentious issues have been boiled down 
to 20 questions, which could decide the future of the 
internet in India.  
 
Interested parties have until April 24th to send their 
comments to advqos@trai.gov.in 
 
The author is a Junior Fellow at ORF.  
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COMMENTARY IV 

The cyber attack on Sony Pictures entertainment left 
plenty of roiled waters in its aftermath: lawsuits from 
employees whose personal information was leaked; 
apologies to President Obama and other subjects of 
hasty emails; U.S. sanctions against North Korea and a 
war of words back and forth; and the irony of Sony 
turning to the entity most identified in those emails as 
a threat to its content distribution model, Google, to 
distribute “The Interview.” 
 
The Anthem hack exposed a record number of 
customers. Such a large-scale attack on health records 
rather than payments (as in the comparable Target 
attack) was new and raises questions as to just what 
information the hackers were seeking. 
 
Now come reports of ISIS attacks on U.S. websites. The 
hacker reportedly placed the black ISIS flag on the 
websites of several American businesses including a 
zoo in California and cocktail bar in Massachusetts, 
seemingly trolling the Internet for vulnerable — albeit 
lower-profile — targets. Even today it’s not possible to 
assess the full extent of the damage. But there is 
widespread agreement that, taken together, these kinds 
of hacks are unprecedented. Here are some lessons. 
 
Get ready for the next wave of attacks 
 
There have been highly disruptive attacks before (on 
Saudi Aramco in 2012), political stunts (LulzSec), and 
ones that have inflicted high costs (Target, for one 
prominent example). Although the FBI described the 
sophistication of the Sony attack as “extremely high,” 
some cybersecurity experts say otherwise. But what is 
clearly new about these recent attacks are their 
wholesale breadth and brazenness. 
 
Until Sony Pictures, actors behind advanced persistent 
threats have been content to exploit their penetration 
without showing their hands. After all, why announce 

your presence if you can pluck crown jewels with 
impunity or lie strategically in wait? 
 
In that instance, though, the attackers let loose. Sony’s 
CEO Michael Lynton called the hackers’ threats 
“criminal extortion” – ransomware on a grand scale. 
One can visualize some of the mafias that trade in 
credit card numbers and other information on the 
“dark Internet” trying out cyber protection rackets. But 
such blatant tactics are more likely to attract actors 
with non-economic motives who can make a splash 
with a single big stunt. ISIS appears to have taken a 
page from the North Korean “Guardians of Peace” 
playbook. 
 
Cybersecurity is about much more than 
hardening systems 
 
Sony reportedly hardened its systems after the 2011 
PlayStation Network breach caused it to lose 
information from 77 million user accounts. But 
hardening systems has focused on firewalls to keep 
threats out, constantly updating to keep abreast of 
changing threat signatures. The trouble with this focus 
is that it does not stay ahead of new threats. 
 
Increasingly, cybersecurity is focusing on detection and 
resiliency for inevitable penetration of firewalls. The 
MIT Media Lab, for example, hardly uses any firewalls 
so it can enable its users to collaborate widely and 
launch websites without needing permissions. Security 
relies instead on monitoring systems thoroughly in 
order to establish a baseline, identifying anomalies 
such as a computer moving unusual volumes of data or 
communicating with suspect IP addresses, and 
responding rapidly when unusual behaviour is 
observed by taking affected computers off the network. 
 
Would measures like these have prevented the Sony or 
Anthem hacks? One would expect that monitoring 
could detect unusual access to or transmission of 

http://www.brookings.edu/blogs/techtank/posts/2015/02/12-anthem-hack-health-privacy
http://www.brookings.edu/blogs/techtank/posts/2015/02/12-anthem-hack-health-privacy
http://www.brookings.edu/blogs/techtank/posts/2015/02/12-anthem-hack-health-privacy
http://www.nbcnews.com/news/us-news/hackers-claiming-be-isis-hit-montana-credit-union-n319696
http://www.billboard.com/articles/business/6413955/sony-security-kevin-mitnick-electronic-frontier
http://www.cbsnews.com/news/hacking-after-sony-what-companies-need-to-know/
http://www.billboard.com/articles/business/6413955/sony-security-kevin-mitnick-electronic-frontier
http://deadline.com/2014/12/sony-hack-timeline-any-pascal-the-interview-north-korea-1201325501/
http://www.nytimes.com/2014/12/22/business/media/hacking-at-sony-over-the-interview-reveals-hollywoods-failings-too.html
http://www.reuters.com/article/2011/04/26/us-sony-stoldendata-idUSTRE73P6WB20110426
http://www.reuters.com/article/2011/04/26/us-sony-stoldendata-idUSTRE73P6WB20110426
http://www.reuters.com/article/2011/04/26/us-sony-stoldendata-idUSTRE73P6WB20110426
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gigabytes of unreleased films or mass email accounts 
and set off some alarms. 
 
Be careful with system administrators 
 
The government would not issue sanctions against 
North Korea without a high level of confidence in the 
attribution of the Sony attack. Even so, some analysts 
insist it was an inside job. 
 
A reason to suspect insider involvement is the breadth 
and scale of what was stolen. After all, other wholesale 
infiltrations of information were accomplished by 
insiders like Chelsea Manning and Edward Snowden. 
Snowden was able to take so much and make such 
broad statements about what he could learn about 
people because he had extraordinary access as a system 
administrator. 
 
The number of different email accounts hacked at Sony 
required access to numerous passwords.  Some of the 
weak passwords that appeared in leaks suggested loose 
password management, but the wide number of 
accounts hacked suggest that culprits acquired some 
extraordinary access, like a system administrator’s. 
Barring a brute-force attack of unprecedented scale, the 
hackers either had inside help or gained privileged 
access through some effective sophisticated phishing or 
social engineering. 
 
In the wake of the Snowden revelations, the NSA took 
steps to limit how much access a single systems 
administrator can have. The Sony attack is a reminder 
that other organizations need to do the same. 
 
It really comes down to information 
governance 
 
The privileges that system administrators get are part 
of a larger issue. Information governance  —  deciding 
who gets access to what, on what terms — is a key part 
of any information management system. 
 
As general counsel at the U.S. Department of 
Commerce, I had to deal with issues of cybersecurity, 
privacy, knowledge management, records management 
and the constant production of information in response 
to Freedom of Information requests, litigation, or 

congressional inquiries.  With each of these, I saw the 
same questions coming up: who kept what information, 
and how it was kept, and where. One response I 
initiated was to break down silos in training on these 
issues and bring them together under the heading of 
information management. In a digital world, everyone 
is an information manager. 
 
Every organization today needs to understand its 
information assets, map its information systems, make 
thoughtful choices about what information to collect 
and keep (and what not to), establish rules to govern 
that information, and put in place systems to ensure 
that these rules are carried out and respond promptly if 
they are not. 
 
Information governance 
 
If it was not clear from Target’s loss of information on 
70 million of its “guests” or Uber’s use of customer 
records to identify “rides of shame” (to pick two 
especially high-profile examples among many), the 
Sony hack is a glaring reminder of how much is at stake 
in the way organizations manage information. 
 
The New York Times reported that Sony’s initial 
response to the “Guardians of Peace” attack was slow. 
Given the volume and velocity of information flowing, 
some breaches are inevitable and some are routine. 
Good information governance, monitoring and 
response systems will help differentiate between trivial 
and significant incidents and surface those that are 
critical to mission and brand. 
 
This article originally appeared on Tech Crunch, 
March 24, 2015 
 
The author is a distinguished visiting fellow in the 
Brookings Institution’s Center for Technology 
Innovation 
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COMMENTARY V 

YouTube is blocking the BBC documentary India’s 
Daughter thanks to a request by the government. The 
move is also in compliance with the order passed by the 
Delhi High Court, which has said that the video cannot 
be “uploaded, transmitted and published” since it could 
trigger law and order problems in the country. 
 
Clearly, the Internet-savvy Indians seem to disagree with 
the court order. Restricting the flow of information, 
either by stopping broadcasts or banning physical books, 
is today an analogue problem. Given the porous digital 
borders, the government would find it difficult to block 
the documentary. Users will continue to upload the film, 
with many file names using the word ‘banned’ in the 
titles. Yet, the government could block entire websites 
like it did to restrict pro-ISIS content in 2014, invoking 
Section 69A of the Indian Information Technology Act 
2000, which allows blocking public access to Internet 
content when India’s sovereignty, or public order, is 
threatened. The J&K government had resorted to similar 
measures in 2012 when it tried to stop online circulation 
of the controversial anti-Islamic video The Innocence of 
Muslims. At that time, the government used Section 5(2) 
of the Indian Telegraph Act, another instrument to 
maintain public order. Indeed, India could potentially 
shut down the Internet as Egypt did in 2011 when 
President Hosni Mubarak grew nervous of growing 
protests against his government. 
 
India’s Daughter isn’t about terrorism, communal 
disharmony or political protest. The brutal rape it refers 
to had brought the country to a standstill. And now, 
outraged that they are not allowed to watch the 
documentary, Indians are using the Internet to challenge 
the ban. 
 
Such public support could trigger consequences for 
netizens individually. Legally, under Section 66A of the 
Indian Information Technology Act 2000, anyone who 
sends an ‘offensive message’ (such as a link to the video) 
through communication services, causing ‘annoyance, 

inconvenience, danger, obstruction, insult… or ill will’ is 
liable to be arrested. One could face up to three years in 
prison and a fine. 
 
That brings us to an interesting conundrum. Recent 
headlines have highlighted the face-off between the 
government and the BBC, which went ahead and aired 
the documentary in Britain. Though the BBC, a foreign 
media channel, will not broadcast it in India pursuant to 
the court order, reports suggest that the government may 
‘take further action’ against the BBC for broadcasting the 
documentary. India might even try to restrict it from 
being telecast in other countries. How that will play out 
will be interesting. Indian court orders do not apply in 
the international jurisdiction. But they do here. So the 
next question to ask is, how will India react within its 
own borders and bandwidth, with its own citizens? 
 
In India, freedom of expression is guaranteed by the 
Constitution, albeit with reasonable restrictions, and it is 
not a right that ought to be restricted so easily. 
Unfortunately, in our democracy, the unfolding India’s 
Daughter incident certainly feels like yet another 
instance of hiding the truth behind the law. Resorting to 
a ban puts a positively active and engaged citizenry 
highly susceptible to arrests. Are these the fights we want 
to fight? 
 
*After this article was published, the Supreme Court of 
India struck down s66A of the IT Act as unconstitutional 
due to its vague wording and negative impact on free 
speech.  
 
This article originally appeared in the Hindustan Times, 
March 9, 2015 
 
The author is Head of the Cyber & Media Initiative, ORF
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STATEMENTS 

Safeguarding the Digital Frontier: The Way 
Ahead for American Cybersecurity and 
Civilian Network 

Remarks by Michael McCaul, Chairman of the 
U.S. House Committee on Homeland Security 
at the Center for Strategic & International 
Studies (CSIS) 

Washington - March 17, 2015 

As a Nation, we are finally beginning to grasp the 
magnitude of the cyber challenges we face, 
particularly as they start to hit home for millions of 
Americans.  

Just last month, our country’s second-largest health 
insurance provider, Anthem, announced it was the 
victim of an unprecedented cyber intrusion. The 
attackers gained access to a database holding the 
sensitive records of 80 million individuals, including 
the names, birth dates, and social security numbers. 
In total, the personal information of one in four 
Americans may have been compromised by that cyber 
attack. 

Attacks like this are a wake-up call that our cyber 
adversaries have the upper hand and that the 
consequences will get worse if we fail to reverse the 
tide. 

Today I want to discuss three issues with you, 
including: 

The scope of the cyber threat our Nation faces; The 
government’s cyber defense role, particularly at the 
Department of Homeland Security, and how we’ve 
been enhancing it; And finally, some of my legislative 
goals this year to defend American cyberspace against 
destructive attacks and costly intrusions. 

First, we must recognize that a silent war is being 
waged against us in cyber space—and that we are 
losing ground to our adversaries. 

The cyber landscape has shifted quickly. At the dawn 
of the digital age, our nation saw endless 
opportunities to generate prosperity by expanding our 
networks and connecting to the world. But today, 
American prosperity depends as much on defending 
those networks as it does on expanding them. 

Criminals, hacktivists, terrorists, and nation-states 
have managed to exploit our networks by staying at 
the cutting edge of technology.  In the meantime, our 
defenses have lagged behind. 

These faceless intruders regularly change their tactics 
and escape justice by masking their identities.  And 
usually they are operating beyond the reach of U.S. 
authorities. China, North Korea, Iran, and Russia are 
among the most advanced of our cyber adversaries, 
but even terrorist groups like ISIS are working to 
develop or acquire disruptive cyber-attack capabilities. 

It is obvious that these threats are escalating in 
sophistication and destructive potential. We are 
confronting almost daily with frightening new 
precedents, including nation-states launching cyber 
attacks on our own soil. This happened at least twice 
in the past year. 

The impact of cyber intrusions are felt across 
America—from kitchen tables to corporate 
boardrooms. The recent breach at Anthem illustrates 
how easy it is for ordinary Americans to become attack 
victims. This attack followed intrusions at Target, 
Neiman Marcus, Home Depot, and JP Morgan—all of 
which were designed to steal the personal information 
of private citizens. 

But our cyber adversaries are not just seeking to steal 
Americans’ identities. They want our security secrets 
and our innovative ideas.  We were reminded of this 
over the weekend, when the State Department was 
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forced to shut down large portions of its computer 
systems in an attempt to expel hackers who invaded 
our diplomatic networks.  They are believed to be tied 
to a foreign country. 

Digital espionage extends into the business world.  We 
know that Chinese hackers, for instance, continue to 
breach corporate networks to give their own 
companies a competitive advantage in the global 
economy. And states like Iran have targeted major 
U.S. banks to shut down websites and restrict 
Americans’ ability to access their bank accounts. 

Our adversaries are hard at work refining cyber attack 
capabilities that can shut down critical infrastructure, 
and they want to use these tools to threaten our 
leaders and intimidate our people—in both times of 
peace and times of conflict. 

A major cyber attack on our gas pipelines or our 
power grid, for instance, could cripple our economy 
and weaken our ability to defend the United States.  
These scenarios sometimes sound alarmist, but we 
must take them seriously because they grow more 
realistic every day. 

The digital frontier is still very much like the Wild 
West.  At this moment, there are far more cyber 
outlaws than convicted cyber-criminals—a clear sign 
that we have a lot of catching up to do. We are really in 
uncharted territory. Not since the dawn of the nuclear 
era have we witnessed such a leap in technology 
without a clear strategy for managing it. 

To establish order and defend America’s interests in 
the digital domain, we must map out the rules of the 
road and clarify responsibilities inside and outside of 
government. 

The danger of poor information-sharing is really not a 
hypothetical, it’s real. This month, the head of U.S. 
Cyber Command Admiral Mike Rogers warned 
Congress that our adversaries may be leaving “cyber 
fingerprints” on our critical infrastructure to signal 
their ability to attack our homeland. He believes that 
before he retires we are likely to see a destructive 
cyber attack against critical infrastructure. 

If we are not swapping information about these 
threats, their impact is guaranteed to be more 
widespread and more severe. But the reality is that 85 
percent of critical infrastructure is in the hands of the 
private sector. Because of this, collaboration between 
the government and industry is vital to homeland 
security. 

This is where the unique mission of the Department of 
Homeland Security comes into play. DHS serves as 
the primary civilian interface for sharing cyber threat 
information—and for good reason. DHS was created 
to stop terrorist attacks after 9/11 by connecting-the-
dots, and it is well-positioned to do the same to stop 
cyber attacks. 

The Department’s key tool is the National 
Cybersecurity and Communications Integration 
Center, or NCCIC, which is quickly becoming the tip of 
the spear for cyber threat information sharing 
between the government and the private industry. 

Its job in doing this is made easier by virtue of the fact 
that the NCCIC is not a cyber regulator, it cannot 
prosecute you, and it is not a spy agency. It’s a civilian 
interface. Accordingly, the NCCIC has no authority to 
do anything more with the information it receives 
other than use it to prevent and respond to cyber 
attacks and enhance our cyber posture. 

During the last Congress, I led the efforts to 
strengthen our cybersecurity foundations, including 
landmark legislation authorizing information sharing 
at the NCCIC.  

First, we established a federal civilian interface at the 
NCCIC to facilitate information sharing across 16 
critical infrastructure sectors and with the private 
sector. 

Second, we laid down the rules of the road regarding 
how information is shared. 

Third, we assured that Americans’ rights and personal 
information will remain protected. 
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Fourth, recognizing that human capital will ultimately 
determine our ability to succeed, we positioned DHS 
to improve its cyber workforce. 

And fifth, we enhanced the Department’s ability to 
prevent, respond to, and recover from cyber incidents 
on federal networks. 

Right now, the lack of liability protection for the 
private sector is a problem. Companies are hesitant to 
share information about cyber threats and intrusions 
that take place in their networks. They fear that doing 
so could put their customers’ privacy at risk, expose 
sensitive business information, or even violate federal 
law and the duty they have to their shareholders. 

As a result, the vast majority of cyber attacks go 
unreported, leaving others vulnerable to the same 
intrusions.  This is an urgent problem that needs to be 
solved now. The bottom line is clear:  if no one shares, 
everyone is at risk. 

These threats are not just looming on the horizon. 
They are not hypothetical, they’re real. They are 
already inside our networks, and they are putting our 
security and prosperity in peril. Safeguarding the 
digital frontier is one of the leading national security 
challenges of our time, and our generation will not 
back down from that challenge. 

It is clear that we have been losing ground against our 
adversaries in cyberspace.  But better cyber threat 
information sharing will help us turn the tide and 
defend our networks against destructive intrusions. 

This speech has been edited for length.  

Source: US House Committee on Homeland Security, 
March 17, 2015 

 

 

 

 

On Cybersecurity in South Africa 

Remarks by David Mahlobo, MP, Minister of 
State Security at the South Africa 
Cybersecurity Symposium 

Sandton – March 1, 2015 

It is a great honour and a real pleasure to address this 
gathering. Let me also express my thanks to the 
organizers and sponsors for making this 1st SA 
Cybersecurity Symposium a reality. 

Ladies and gentlemen, personal privacy and national 
security in the 21st century both depend on protecting 
a set of systems that didn't even exist until late 20th 
century. The advent of the electronic web of 
information-sharing known as cyberspace has 
revolutionized the world. It has brought exciting 
opportunities in developing our economies, improving 
our health care, education, agricultural production, 
military, provision of services etc. These opportunities 
are endless. 

In the same vein, electronic computing and 
communication pose some of the most complex 
challenges the world has ever faced. They range from 
protecting the confidentiality and integrity of 
transmitted information and deterring identity theft 
to preventing the scenario…in which hackers take 
down the transportation system, then 
communications, and finally the power grid. 

Radio and TV signals, cell phones, and (obviously) e-
mail all provide vivid examples of how communication 
depends on computers - not only in daily life, but also 
for military, financial, and emergency services. Utility 
systems providing electricity, gas, and water can be 
crippled by cyberspace disruptions. Attacks on any of 
these networks would potentially have disastrous 
consequences for individuals and for society. 

In fact, serious breaches of cybersecurity in financial 
and military computer systems have already occurred. 
Identity theft is a burgeoning problem. Viruses and 
other cyber-attacks plague computers small and large 
and disrupt commerce and communication on the 
Internet. 

http://homeland.house.gov/document/chairman-mccaul-remarks-csis-cybersecurity
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Yet research and development for security systems has 
not progressed much beyond a strategy akin to 
plugging the hole in the dike - cobbling together 
software patches when vulnerabilities are discovered. 

Historically, the usual approach to computer 
protection has been what is called "perimeter 
defence." It is implemented by placing routers and 
"firewalls" at the entry point of a sub-network to block 
access from outside attackers. 

Cybersecurity experts know well that the perimeter 
defence approach doesn't work. All such defences can 
eventually be penetrated or bypassed. And even 
without such breaches, systems can be compromised, 
as when flooding Web sites with bogus requests will 
cause servers to crash in what is referred to as a 
"denial of service" attack or when bad guys are already 
inside the perimeter. 

The problems are currently more obvious than the 
potential solutions. Any country or enterprise need to 
better mitigate and defend against dynamic threats, 
minimizes risks, and maximize the ability to respond 
and recover from attacks and disasters of all kinds. 

We need to work hard in terms of research to develop 
innovations for addressing a long list of cybersecurity 
priorities. For one, better approaches are needed to 
authenticate hardware, software, and data in 
computer systems and to verify user identities. 
Biometric technologies, such as fingerprint readers, 
may be one step in that direction that has been 
introduced in our own country 

A critical challenge for all nations is more about 
securing the software. One way to do this may be 
through better programming languages that have 
security protection built into the ways programs are 
written. And technology is needed that would be able 
to detect vulnerable features before software is 
installed; rather than waiting for an attack after it is 
put into use. 

Another challenge is providing better security for data 
flowing over various routes on the Internet so that the 
information cannot be diverted, monitored, or altered. 
Current protocols for directing data traffic on the 

Internet can be exploited to make messages appear to 
come from someplace other than their true origin. 

As people we must recognize that a cybersecurity 
system's success depends on understanding the safety 
of the whole system, not merely protecting its 
individual parts. Consequently cybercrime and 
cyberterrorism must be fought on the personal, social, 
and political fronts as well as the electronic front. 

More research is needed on how people interact with 
their computers, with the Internet, and with the 
information culture in general. Cultural and social 
influences can affect how people use computers and 
electronic information in ways that increase the risk of 
cybersecurity breaches. 

Laws and regulations concerning cybersecurity need 
to be evaluated for their influence on how people use 
or misuse electronic information. And perhaps most 
important, political forces need to be marshalled to 
support and fund the many lines of research that will 
be needed to accomplish the complex task of 
protecting cyberspace from attack. 

South Africa and Africa's ICT sector has experienced 
extraordinary growth in recent years, especially in 
terms of mobile cellular communications. 

The growing use of smart phones and other mobile 
devices to access the Internet has seen more 
consumers increasingly vulnerable to cybercrime as 
they enter the cyber space with little or no 
Cybersecurity awareness. 

In recent years, we have seen an enormous increase in 
the usage of social media networks. Social media 
networks have the power to help people voice their 
demands and mobilize their forces. We all know in the 
case of the so-called Arab Spring how people 
mobilised themselves or were mobilised to effect a 
regime change through social media. Having said that, 
two-thirds of the world's population is currently not 
online and it should be our desire as a nation to make 
ICTs accessible to give people the power to transform 
their lives through education, health care and 
everything else the online world offers. 
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We take cognizance of the fact that the borderless 
nature of cyber space, the emergence of social 
networks and mobile phone platforms offer vast 
opportunities for innovation, competitiveness, 
economic growth, digital integration, education and 
citizens' participation in governance. At the same time 
inter-connectedness potentially threatens on an 
unprecedented scale the opportunity for cyber related 
attacks against countries, organisations and 
individuals. The exploitation of ICT's vulnerabilities 
creates new threats and ever-growing challenges 
globally, raising new challenges for national and 
international security structures. 

Cybercrime affects everyone, Governments, business 
and individuals alike. Globally, nation States are faced 
with a challenge of putting measures in place to 
protect their territorial integrity, national security and 
critical infrastructures and citizens against cyber-
attacks, cyber terrorism and cyber warfare. 

Companies opt to keep quiet about breaches as the 
reputational damage companies faced could take them 
out of business. 

It is a worrying fact to share that, cyber criminals and 
syndicates are highly skilled, highly trained and their 
aim is long- term attacks and staying hidden on 
networks for extended periods of time.  

The Government's approach in dealing with this 
matter is premised on the policy principle that 
National security, which includes the security of the 
Information and Communications Technologies in the 
country, is a responsibility of the structures 
responsible for security in the Republic.  The 
Government at the same time acknowledges the role 
of the private sector and the general public as the 
critical stakeholders in ensuring the secure use of 
ICTs. 

Our view is that this situation also exposed us to 
exploitation by enemies of the State as it is common 
practice internationally for foreign ICT vendors to 
deploy ICT Security solutions that have backdoors. 
This enables their intelligence agencies to have 
unauthorized access to critical information systems. 

We need to build more partnerships if we are to 
succeed. Our capacity to respond is depend on 
systems and human capital development. 

Working with universities and other research 
institutes to build the cybersecurity pipeline through 
competitive scholarship, fellowship, and internship 
programs must be our preoccupation to attract top 
talent and develop systems that have command and 
control in our hands, national sovereignty. 

The private sector is expected to contribute to national 
skills, research and development. The private sector is 
expected to implement information security standards 
and contribute to the protection of National Critical 
Information Infrastructures. 

The civil society is expected to take interest in the 
general awareness programs and at least ensure their 
devices have updated malware protection. To this end, 
Government will run cybersecurity awareness 
programmes to raise the level and capacity of end 
users to use ICTs responsibly. 

We look forward to a fruitful engagement and urge 
you all to take keen interest in this work so as to build 
a better and safe cyber space for all. It is also clear that 
with greater cooperation by all stakeholders, we will 
be able to move the ICT sector forward. 

Together, these efforts have provided a strong 
foundation to protect communities from terrorism 
and other threats, while safeguarding the fundamental 
rights of all. 

Securing our cyberspace will ensure conditions for 
peace, security and development are enhanced. 

I wish you a successful conference. 

This speech has been edited for length.  

Source: State Security Ministry and Agency of the 
Republic of South Africa, March 1, 2015 
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