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international headlines in 
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China has attempted to move itself closer to the core of debates about 
the future of internet governance, indicating its readiness to make and 
not just take international rules on issues of strategic importance to 
its interests.   

Securing a future for ‘Digital India’ 

Arun Mohan Sukumar 

The NDA government’s decision to engage with the US on internet 
issues is welcome, but New Delhi should not offer open-ended 
commitments to buy US services without a forensic analysis of what 
they would mean for domestic constituents.  
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Sonya Sceats 

Technology and Public Libraries 

Osama Manzar 

 
 Libraries are the life blood of a nation. This is particularly true for a 

country such as India, which has a large number of young people 

aspiring for a better life. Yet, our public libraries are grossly neglected.  

If the US is already planning for a major war in cyberspace, the world 

should be bracing for the dangerous weaponization of cyberspace and 

even greater distrust between the US and Russia in the cyber domain.  

 

Is a US-Russia cyber arms race possible?  

Alexandra  Kulikova 

Barack Obama wants corporations to address their cybersecurity 
weaknesses. Online security wouldn’t have warranted presidential 
attention in the past, but in the wake of the Sony hack, corporate 
America is grappling with the destructive power of a serious breach.  
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THIS MONTH IN CYBER 

Governance 

 

The International Consumer Electronics Show (CES) 

took place from January 6-9 in Las Vegas. The annual 

event showcases the latest innovations in consumer 

technology. CES 2015 was the largest in the event’s 

history, with more than 3,600 exhibitors and some 

170,000 industry participants, including at least 

45,000 international participants. The Internet of 

Things (IoT) featured prominently, with many 

companies displaying new types of sensors and smart 

devices, both wearable and stationary. US Federal 

Trade Commission (FTC) Chairwoman Edith Ramirez 

spoke at the event, warning about the potential threats 

to privacy caused by data-gathering devices in the 

home. The FTC also released a staff report outlining 

recommendations for “broader legislation on data 

security and privacy”.  

 

The degree to which consumers have ownership over 

their internet-connected devices is also being 

considered in new ways. Recently, the Electronic 

Frontier Foundation (EFF) had to apply for a copyright 

exemption to update and configure software on 

computers with cars, leading to suggestions that people 

tinkering with their cars may soon be prosecuted if 

policy action is not taken.  

 

According to Gartner, as the IoT market grows, data 

centres will have to drastically reconsider their capacity 

management systems, as more and more data is 

collected that has to be processed in real-time. There 

may be a need to distribute the data across centres, and 

questions will be raised about which data is backed up, 

since it will not be possible to store all raw data 

indefinitely.  

 

Google Chairman Eric Schmidt made waves at the 

World Economic Forum in Davos by saying that the 

internet as we know it would disappear, becoming 

integrated with everything in our lives to the point that 

it was not noticed anymore. Schmidt was on a panel 

with executives from Vodafone, Microsoft and 

Facebook, which also discussed how jobs in the tech 

industry were creating more jobs in other areas of the 

economy. More and more businesses are relying on the 

internet, and the Boston Consulting Group predicts 

that the ‘internet economy’, if considered like a 

country, will rank ahead of Germany by 2016. With this 

background, businesspeople at Davos expressed their 

support for a unified internet to achieve ‘frictionless 

free trade’. 

 

ICANN, the World Economic Forum (WEF) and 

CGI.BR are seeking to launch a ‘NETMundial Initiative’ 

to follow the NETMundial meeting in Sao Paulo last 

year but are facing a challenge mounted by the Internet 

Social Forum (ISF). An offshoot of the Just Net 

Coalition (JNC), the ISF is described as a movement to 

‘Occupy the Internet’. Apart from the JNC, 25 

organisations from around the world formed the initial 

group of the ISF, including six from India. The 

movement sprung up as a reaction to the perceived 

failures of NETMundial, and seeks to reach out to 

“grassroots groups and social movements across the 

world, catalysing a groundswell that challenges the 

entrenched elite interests that currently control how 

the Internet is managed.” However the ISF itself has 

come under criticism for the way it conducts its 

business and its unsteady position on 

multistakeholderism.  

 

The system of disclosing software vulnerabilities is in 

the spotlight again. Google’s Project Zero, which seeks 

to pressure companies into fixing bugs in their system 

by revealing security flaws to the public, received 

criticism from Microsoft this month. Project Zero 

revealed a flaw in Windows 8.1, and followed its policy 

of publishing the flaw after giving Microsoft 90 days to 

fix it, and did not respond to Microsoft’s requests for 

more time. Analysts have been divided between those 

who feel users will suffer as a result of such actions, and 

those who feel that such pressure is the only way to get 

companies to act.  

http://www.cesweb.org/Conference
http://www.cesweb.org/News/Press-Releases/CES-Press-Release.aspx?NodeID=5b133083-4ebf-468a-a107-c65dca3b97e1
http://www.cesweb.org/News/Press-Releases/CES-Press-Release.aspx?NodeID=5b133083-4ebf-468a-a107-c65dca3b97e1
https://gigaom.com/2015/01/06/smart-coffee-makers-cheap-light-bulbs-and-better-voice-control/
http://www.ftc.gov/system/files/documents/public_statements/617191/150106cesspeech.pdf
http://www.ftc.gov/system/files/documents/reports/federal-trade-commission-staff-report-november-2013-workshop-entitled-internet-things-privacy/150127iotrpt.pdf
https://www.eff.org/document/eff-autos-repair-and-modification-exemption-request
https://www.eff.org/document/eff-autos-repair-and-modification-exemption-request
http://www.wired.com/2015/01/let-us-hack-our-cars/
http://agiledatacenter.cio.com/internet-things-will-disrupt-data-center-management-says-gartner/
http://www.smh.com.au/digital-life/digital-life-news/internet-will-disappear-google-boss-eric-schmidt-tells-davos-20150123-12wsxs.html
http://www.reuters.com/article/2015/01/23/internet-trade-davos-idUSL6N0V22AB20150123
http://www.circleid.com/posts/20150125_occupy_ig_internet_social_forum_targets_netmundial_initiative/
http://registration.fsm2015.org/?q=node/310
http://registration.fsm2015.org/?q=node/310
http://justnetcoalition.org/ISF
http://igfwatch.org/discussion-board/who-are-the-just-net-coalition-and-what-can-we-expect-from-the-internet-social-forum
http://www.bbc.com/news/technology-30779898
http://www.bbc.com/news/technology-30779898
https://nakedsecurity.sophos.com/2010/06/15/tavis-ormandy-pleased-website-exploits-microsoft-zeroday/
http://www.techtimes.com/articles/27317/20150119/hello-microsoft-google-reveals-more-bugs-in-windows-7-and-windows-8-1.htm
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The Future of Life Institute has published an open 

letter from more than 150 researchers on artificial 

intelligence (AI), calling for better research on how to 

“make AI systems robust and beneficial” by 

highlighting areas of ‘research priority’. The letter 

follows several statements from prominent scientists 

and business people about the dangers of AI.   

 

India and the United States have agreed to work 

together on the ‘Digital India’ initiative, which seeks to 

build digital infrastructure, and improve e-governance 

and services. The use of information technology to 

increase economic opportunities was discussed by the 

US-India Information and Communication Technology 

(ICT) Working Group when they met in Washington 

from January 14-15. The two countries also reiterated 

their desire to be ‘on the same side’ of issues like net 

neutrality and participation in internet governance. 

This comes after Indian Minister for Communications 

and Information Technology, Ravi Shankar Prasad, 

said India’s internet governance model would balance 

public and private interests.  

 

The National Telecommunications and Information 

Administration, part of the US Department of 

Commerce, is exploring the idea of spectrum sharing, 

to better fuel wireless broadband growth. Spectrum 

sharing is an idea that is also being considered in India. 

The Department of Commerce also launched 

‘BroadbandUSA’, a project to “promote broadband 

deployment and adoption” while keeping the market 

open to competition and innovation at the community 

level. In a bold move, broadband was recently defined 

as “25 Mbps for downstream speeds and 3 Mbps for 

upstream speeds” by the US Federal Communications 

Commission.  

 

Expectations that Google Glass would receive a full-

scale consumer launch have been thwarted, as sales of 

Google Glass have been stopped while the company 

focuses on “future versions of Glass”. Google’s Explorer 

programme, launched in 2013, allowed developers to 

purchase Glass. The company has announced that it 

will still provide support to those who did buy their 

product. 

 

The US Drug Enforcement Agency (DEA) has admitted 

to keeping a ‘sweeping database’ of international phone 

calls made from the USA, which has since been 

discontinued. Legislators in the US expressed concern 

about the fact that the programme took place without 

judicial or independent oversight, though civil liberties 

activists were unsurprised by the revelations.  

 

An open internet is one of the conditions being set by 

US diplomats for further warming of relations between 

their country and Cuba. Home internet connections 

were previously banned for most Cubans, with an 

underground private network, ‘StreetNet’, built using 

hidden wi-fi antennas, the only alternative.  

 

China’s ‘Great Firewall’ to protect cyberspace 

sovereignty is being upgraded as the country battles 

with tech firms which are providing loopholes to the 

system. Virtual Private Networks (VPNs) are a popular 

way of circumventing Chinese internet blocks, but 

several popular services, mostly used by individuals, 

were disrupted in January. China’s Foreign Ministry 

has not commented, but state media opines the move 

was justified, despite concerns about censorship.  

 

Blocking access to certain websites and applications is a 

popular method of censoring the internet. Authorities 

in Iran are seeking to block messaging apps including 

WhatsApp, LINE and Tango in a country where social 

networks like Twitter and Facebook can only be 

accessed through alternative servers. Not too far away, 

in the United Arab Emirates, Tinder, the dating app 

which allows users to chat and see other users in the 

same location, has been blocked by a popular telecom 

provider.  

 

The use of messaging apps to conduct illegal activity or 

plan terrorist acts is one reason given to justify 

increased surveillance. This has been the response of 

some governments to the Charlie Hebdo attack in 

Paris, even as they seek to defend free speech.   

 

Canada has pledged $9 million to help citizens in 

countries where the internet is tightly controlled find 

other means to access the outside world, sites and apps. 

The initiative is part of Canada’s ‘direct diplomacy’ 

plan, and follows efforts already undertaken in Iran.  

 

http://futureoflife.org/misc/open_letter
http://futureoflife.org/misc/open_letter
http://www.livemint.com/Politics/7y1p1bPHuBZOy4UOCzc1yO/India-US-agree-to-collaborate-on-Digital-India-initiative.html
http://www.livemint.com/Politics/7y1p1bPHuBZOy4UOCzc1yO/India-US-agree-to-collaborate-on-Digital-India-initiative.html
http://www.state.gov/r/pa/prs/ps/2015/01/236080.htm
http://www.domain-b.com/industry/telecom/20150115_engineers.html
http://www.domain-b.com/industry/telecom/20150115_engineers.html
http://zeenews.india.com/news/net-news/indias-internet-governance-model-to-balance-public-private-interests_1531917.html
http://www.ntia.doc.gov/blog/2015/promoting-spectrum-sharing-wireless-broadband-era
http://www.financialexpress.com/article/economy/longer-wait-for-3g-as-dot-defers-spectrum-sharing-trading-norms/35749/
http://www.whitehouse.gov/the-press-office/2015/01/13/fact-sheet-broadband-works-promoting-competition-local-choice-next-gener
https://gigaom.com/2015/01/29/bam-the-fcc-just-defined-broadband-as-25-mbps-down-and-4-mbps-up/
http://www.bbc.com/news/technology-30831128
http://www.newsmax.com/Newsfront/dea-admit-phone-database/2015/01/17/id/619172/
http://www.wsj.com/articles/u-s-sets-a-priority-in-cuba-open-internet-1421792275
http://www.jamaicaobserver.com/editorial/Cuban-ingenuity-and--Streetnet---the-alternative-Internet_18348941
http://www.themalaysianinsider.com/world/article/in-china-internet-access-tools-suffer-further-disruptions
http://www.globaltimes.cn/content/903542.shtml
http://www.foxnews.com/world/2015/01/07/iran-judiciary-moves-to-block-phone-and-messaging-services-line-whatsapp-and/
http://www.arabianbusiness.com/tinder-app-blocked-by-uae-s-etisalat-579132.html#.VNRouNKUf0x
http://www.infowars.com/us-and-eu-politicians-use-charlie-hebdo-attack-to-call-for-more-internet-surveillance/
http://news.nationalpost.com/2015/01/06/canadian-government-pledges-9m-in-efforts-to-circumvent-other-countries-internet-censorship/
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The press, and others who use the internet to report, 

are constantly threatened by censorship laws around 

the world. Thailand’s Prime Minister Prayuth Chan-

ocha wants his government and business to be better 

connected to the internet, but is also introducing 

stringent cyber laws which will hamper free speech in 

the country. Legal analysts have said that the current 

proposed legislation is very broad, giving the junta 

government too much power and does not attempt to 

balance privacy with security concerns.  

 

As concerns about data collection and monitoring 

grow, Hong Kong’s Privacy Commissioner Allan Chiang 

Yam-wang wants the ‘right to be forgotten’ to be 

extended to Asia, following Google’s acquiescence to 

European authorities.  

 

 

Security 

 

Japan and Israel have announced their intention to 

work together on cybersecurity. The two countries have 

been engaged in dialogue over cyber issues since 

November 2014, and are expected to cooperate 

particularly to combat cyber terrorism. Japan has been 

actively seeking cybersecurity partners internationally 

as cyber attacks against it are reportedly rising.  

 

Another country that has faced rising cyber attacks is 

Singapore, which is now taking steps to combat cyber 

crime more effectively. Minister for Communications 

and Information Yaacob Ibrahim will take on the 

portfolio of minister-in-charge of cyber security, and a 

central, national agency to deal with cyber security is 

being launched.  

 

Companies in the European Union, while welcoming 

greater measures for cybersecurity, revealed that they 

did not understand the announced legislation, and that 

guidelines for implementation were unclear. The 

knowledge gap highlights the need for a workforce 

which is prepared for cyber threats and businesses 

which can take steps to mitigate the effects of hacks on 

their work.  

 

Apart from businesses, governments also need to focus 

their cybersecurity efforts and back them up with 

adequate budgetary support. Experts in India have 

described the country’s cybersecurity budget as 

“woefully inadequate”, despite it having doubled since 

last year. Seeking to expand the cybersecurity budget of 

the US, President Barack Obama has sought $14 billion 

for cybersecurity measures in his proposals for the 

fiscal year of 2016.  

 

UK Prime Minister David Cameron met with US 

President Barack Obama in Washington from January 

15-17, to discuss cyber cooperation among other issues. 

Cameron reportedly asked Obama for support in 

convincing US firms such as Facebook and Twitter to 

cooperate with intelligence services by storing and 

sharing data. Prior to the visit, Cameron had said in a 

speech that intelligence agencies should have greater 

power to access and monitor communications, going so 

far as to say that no communication should be 

unreadable - and that such powers were still 

compatible with liberal democracy. Obama, however, 

responded by saying that there was a need to strike a 

balance between monitoring suspicious individuals and 

protecting civil liberties.  

 

Another important announcement from the Obama-

Cameron visit was that of the decision to stage ‘war 

games’ with a cyber focus. The games would help train 

‘cyber cells’ of agents from MI5 and the FBI, and 

increase cooperation between those agencies as well as 

the NSA and GCHQ. The first game is expected to 

simulate a financial attack on national and commercial 

banks, with following simulations testing critical 

national infrastructure protection.  

 

Incidents of Twitter accounts being hacked were up in 

the month of January, with some prominent accounts 

being victimised. In one embarrassing instance, as 

Barack Obama was giving a speech on cybersecurity, 

the account of the US military central command 

(CENTCOM), was taken over by hackers claiming to 

support the Islamic State (IS). In a separate series of 

attacks, accounts of news publications were hacked and 

messages about hostilities breaking out between China 

and the US, as well as a bogus quote from Pope Francis 

about the beginning of World War III, were posted.   

 

Investigations into the Sony hack continue, with one 

cybersecurity firm now suggesting that North Korea 

was not in fact responsible. Contrary to the allegations 

http://www.ibtimes.com/thailand-internet-censorship-junta-defends-cybersecurity-laws-orders-press-freedom-1799018
http://www.scmp.com/news/hong-kong/article/1533618/privacy-chief-allan-chiang-wants-right-be-forgotten-extended-asia?page=all
http://thediplomat.com/2015/01/japan-and-israel-to-work-together-in-cyberspace/
http://thediplomat.com/2015/01/japan-and-europe-step-up-cooperation-in-cyberspace/
http://www.reuters.com/article/2015/01/27/us-singapore-cybersecurity-idUSKBN0L011T20150127
http://www.computerweekly.com/news/2240238897/Most-EU-businesses-unclear-on-latest-cyber-security-laws
http://articles.economictimes.indiatimes.com/2015-01-28/news/58546771_1_cyber-security-cert-in-national-cyber-coordination-centre
http://www.reuters.com/article/2015/02/02/us-usa-budget-cybersecurity-idUSKBN0L61WQ20150202
http://www.theguardian.com/uk-news/2015/jan/15/david-cameron-ask-us-barack-obama-help-tracking-islamist-extremists-online
http://www.theguardian.com/uk-news/2015/jan/12/uk-spy-agencies-need-more-powers-says-cameron-paris-attacks
http://www.theguardian.com/uk-news/2015/jan/12/uk-spy-agencies-need-more-powers-says-cameron-paris-attacks
http://www.theguardian.com/us-news/2015/jan/16/barack-obama-david-cameron-surveillance-terrorists
http://www.theguardian.com/us-news/2015/jan/16/barack-obama-david-cameron-surveillance-terrorists
http://www.bbc.com/news/uk-politics-30842669
http://www.bbc.com/news/uk-politics-30842669
http://www.bbc.com/news/world-us-canada-30785232
http://www.livemint.com/Consumer/VFG22eBrUAJ03qJUg8e7IN/Twitter-hackers-announce-World-War-III.html
http://www.livemint.com/Consumer/VFG22eBrUAJ03qJUg8e7IN/Twitter-hackers-announce-World-War-III.html
http://fortune.com/2014/12/30/new-research-sony-hack/
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of the US government, Norse posits that a group of 

insiders were the most likely culprits.  

 

Experts are concluding that 2015 will see an increase in 

state-sponsored cyber attacks. While hacks with the 

intention of collecting data would continue, it was also 

predicted that attacks seeking to disrupt websites, 

extort money and even destroy data would be on the 

rise. Employing hackers can be an effective way for a 

state to take action without being tracked as easily as 

they might be while taking physical action. However, as 

the nature of cyber attacks change, it may be that they 

cross the line from cyber crime to cyber warfare.  

 

China has adopted new cyber regulations which aim to 

improve cyber security for large firms and the 

government alike. However, tech firms have criticised 

the regulations, saying the source-code disclosure and 

other requirements amounted to giving up their 

intellectual property, and would result in insecure 

backdoors into the system.  

 

  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

http://blogs.wsj.com/riskandcompliance/2014/12/31/cybersecurity-2015-expect-more-state-backed-cybercrime/
http://rt.com/news/227627-us-china-cyber-security/


 
 
 
 
 
 

Securing a future for ‘Digital India’  

Arun Mohan Sukumar 
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COMMENTARY I 

With the India-U.S. Working Group on Information 

and Communication Technologies (WG-ICT) 

meeting in Washington D.C. a week ago, the 

Internet is finally at the front and centre of the 

National Democratic Alliance government’s foreign 

policy. The WG-ICT was set up in 2005, following 

Dr. Manmohan Singh’s visit to the U.S. If its 

meetings were hitherto held under the umbrella of 

Indo-U.S. economic dialogue, the WG-ICT’s future 

work will be dominated by the requirements of the 

‘Digital India’ programme. In the coming months, 

the group’s deliberations are expected to yield 

results on some of the key components of the 

programme — digital infrastructure (to support the 

National Optic Fibre Network), an ‘Internet of 

Things’ (IoT) regime (essential to building smart 

cities), and foreign ICT investment (in line with the 

‘Make in India’ policy). The WG-ICT agenda is also 

likely to receive sustained attention from the Prime 

Minister’s Office, which has invested enormous 

political capital in the Digital India initiative. This 

political imperative, however, must be sensitive to 

global developments as New Delhi prepares to 

negotiate a host of technology-related agreements 

with the West. 

A welcome decision 
The NDA government’s decision to engage the WG-

ICT is welcome. On areas like climate change and 

international trade, the U.S. has often used the 

bilateral route to circumvent multilateral regimes. 

On the digital front, however, the international 

community is yet to generate legal instruments on 

e-commerce, cybersecurity and Internet 

governance. This provides wiggle room for both 

countries to draw their red lines and even offer a 

model that can be emulated in a regional or 

multilateral setting. 

The WG-ICT, however, should not become a vehicle 

to nudge India into negotiating the draft text of the 

Trade in Services Agreement (TISA), a breakaway 

treaty that has sought to create consensus where 

none could be found during the Doha round of talks 

at the World Trade Organization. TISA negotiations 

— comprising a bloc of 28 countries and led by the 

U.S. — began three years ago under a veil of 

secrecy. In late 2014, a draft of TISA provisions 

relating to online services was leaked to the public. 

The leaked provisions revealed what the U.S. views 

as foreign policy deliverables on the digital front, 

which Indian negotiators would do well to take into 

account as they head to WG-ICT meetings. Draft 

TISA provisions require state parties not to impose 

obligations on online service providers to maintain 

a “commercial presence” locally. TISA signatories 

would also be prohibited from asking Internet 

companies to maintain servers within their borders. 

Governments can neither ask online services to 

prefer locally produced hardware over foreign 

manufacturers nor promote domestic content at the 

cost of other applications. The draft agreement also 

discourages domestic laws mandating technology or 

intellectual property transfer to local companies. 

Some TISA provisions further the case for 

uninterrupted flow of information across networks. 

On the whole, however, they would deal a blow to 

policies like ‘Make in India,’ which can only be 

sustained through some preferential treatment to 

India’s underdeveloped electronic sector. Given 

that exports of digital services have outgrown those 

of every other commodity in the U.S., it is not 

surprising that Secretary of State John Kerry 

expressed his concerns about the ‘Make in India’ 

policy at the Vibrant Gujarat summit earlier this 

month. 

Even if India is not an active interlocutor in TISA 

negotiations, the underlying message from the U.S. 

and EU is hard to miss: commercial cyberspace is 

better left unregulated. As it prepares to draft new 

digital policies and calibrate existing ones, India’s 

negotiators will likely face resistance from their 

Western counterparts in forums like the WG-ICT. 
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For instance, the Ministry of Home Affairs has been 

holding consultations on national information 

security guidelines, spurred to action by the Edward 

Snowden revelations of U.S. snooping on foreign 

governments. These guidelines purportedly deal 

with measures like encryption and digital 

authorisation. On the other hand, draft TISA 

provisions push countries to let transacting parties 

“mutually determine the appropriate [electronic] 

authentication methods,” undermining the 

government’s role in fostering consumer 

confidence. India is also building its own 

certification labs that test electronic equipment. 

Indigenous testing, it is hoped, will trigger greater 

R&D in electronics manufacturing, but its effects 

will be waylaid by an agreement that reduces the 

scope for regulating imported equipment. 

Just as critical would be WG-ICT deliberations on 

India’s IoT programme. IoT refers to a digital 

ecosystem where the needs of consumers are 

seamlessly recognised by Internet-connected 

devices around them, enabling the fast and 

automated delivery of services. The Modi 

government’s vaunted objective of building “smart 

cities” is contingent on an effective IoT policy. 

Such a system, however, relies on extensive data 

collected from citizens — vehicle records, dietary 

habits, or even consumption patterns — placing a 

premium on privacy and information security. 

Moreover, an IoT system needs sustained 

collaboration between the domestic private and 

public sectors. In October 2014, the Department of 

Electronics and IT put out a draft IoT policy that 

acknowledged these concerns. Foreign corporations 

will be keen to contribute to the “smart cities” 

project — the Indian IoT industry is estimated to be 

worth $15 billion by 2020. But before the WG-ICT 

can negotiate the terms of operation for U.S. 

technology giants in India’s IoT market, domestic 

measures that account for data privacy and 

Intellectual Property Rights of local and foreign 

manufacturers must be in place. 

Internet governance 

Internet governance is another field where New 

Delhi must get its house in order ahead of the IANA 

transition process. With the contract between the 

U.S. and the Internet Corporation for Assigned 

Names and Numbers set to expire in September 

2015, India’s views on global Internet governance 

will doubtless be solicited during WG-ICT talks. 

India’s Internet economy is not on par with the U.S. 

but a bilateral forum like the WG-ICT helps level the 

playing field for its negotiators. New Delhi should 

not offer open-ended commitments to buy U.S. 

services without a forensic analysis of what they 

would mean for domestic constituents: the technical 

community, businesses, the public sector and end 

users of the Internet. If the Narendra Modi 

government intends to weave digital concerns into 

its core foreign policy agenda, its negotiating 

position has to be supported by sound domestic 

policies. Heading into bilateral talks without such a 

technical or legal framework would neither bode well 

for the Digital India initiative’s goals or for India’s 

fledgling Internet economy. 

The author is a Senior Fellow at the Centre for 

Communication Governance at the National Law 

University, Delhi.  

This article originally appeared in The Hindu, 

January 28, 2015. 



 
 
 
 
 
 

Technology and public libraries 

Osama Manzar 
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COMMENTARY II 

Libraries are the life blood of a nation. This is 

particularly true for a country such as India, which has 

a large number of young people aspiring for a better 

life. Yet, our public libraries are grossly neglected. Each 

one of the country’s 676 districts has at least one public 

library, an enormous resource that can deliver a critical 

public good if properly utilised.  

Have public libraries become relics of a bygone era with 

rarely utilized resources? Are they struggling to survive 

in the contemporary world, amid change and new 

generational demands? Without enough visitors to 

serve their purpose, has their existence become largely 

symbolic, especially in states such as Uttar Pradesh 

(UP) and Bihar, and that, too, in the backward 

districts? 

Have public libraries—the most democratic and 

community-centric points—become a sorry story with 

unpaid librarians, vacant positions, untrained staff, 

dilapidated structures, no innovation in content and 

services and unmotivated environment?  

This, despite that libraries are in our governance list 

with a budget allocation, even if a meagre amount, and 

time and human resources are being invested? Where’s 

the outcome? What is the change that libraries are 

contributing to? 

 The scenario is not completely disappointing. There is 

tremendous potential to turn around public libraries 

with some value-addition as community information, 

knowledge, resource and service centres. 

Let’s consider some small examples. The Maharaja 

Harendra Kishore Public Library, set up in 1905 in 

Bettiah in West Champaran, a backward district in 

Bihar, was almost closed for years until the end of last 

year with no visitors to avail the resources available. 

With a new approach and method, the library since 

then has had more than 400 visitors as members were 

provided with access to Internet and communication 

technology (ICT) services. More than 400 people were 

trained in information technology (IT) skills and more 

than 200 availed the electronic resources. The existing 

library staff were introduced to new tools, membership 

was automated and digital cataloguing is being 

introduced, an information service for public schemes 

and services has been introduced, new partnerships 

forged with local agencies, schools, colleges and the 

local administration to make the public library a hub of 

activity. From no women visitors to more than 150, the 

library has seen a transformation. The enthused district 

administration has come up with investment in 

infrastructure, refurbishing the library, investing in 

furniture, building public toilets and giving a new look 

to the campus. 

In another case, the Kanpur Nagar Public Library in UP 

had a daily average visitor base of 20 with other 

infrastructural, environment and management 

limitations. With a new push, it today has more than 50 

visitors and still counting. It has provisions for access, 

learning IT skills, ICT services, membership 

automation, digital cataloguing, digitization of 

manuscripts, e-book resources and staff motivational 

programmes. These changes are also sweeping across 

district public libraries in Unnao, Barabanki, 

Lakhimpur Kheri, Raebareli and Balia—all in UP. 

These programmes are part of a national pilot 

intervention in 10 districts of UP and Bihar that Digital 

Empowerment Foundation, Pratham, Nasscom 

Foundation and Rajiv Gandhi Foundation—all non-

profit organisations—have partnered with the Bill and 

Melinda Gates Foundation since 2013 to facilitate 

positive transformations in these public libraries with 

knowledge and support of the state and district 

administration. The vision and plan to work in all 

functional public libraries across UP is also being taken 

forward with the state government. An India Public 
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Libraries Conference in March is being organized to 

take this momentum forward. 

While the positive results are still emerging from these 

and other innovations in public libraries, there are 

enough reasons for the public library stakeholders to 

revisit and facilitate transformations in these public 

spaces. Apart from the need to invest in structural and 

operational changes, what has become urgent is to look 

into library services and content for the future; scope 

and role of technology in the library space; 

partnerships to strengthen capacities of libraries; and 

look into stakeholders engagement and policy 

amendments to enable public library subject as a 

programme and action priority in governance agenda at 

the district, state and central levels. The key national 

initiatives in the National Mission on Libraries (NML) 

and Digital Library interventions may require a big 

thrust to scale up and support public libraries in states. 

There has already been an effort to set up NML model 

libraries in 35 districts with emphasis on economically 

backward districts and provide 629 district libraries 

with network connectivity. 

This could also be the right time to look at our library 

laws and revisit them to meet changing requirements. 

Strengthening district library committees, giving more 

ownership and responsibility to the librarians, 

adequate training and skills for the library staff, 

constituting citizen committees at district level could be 

relevant ideas to work upon. Connecting the knowledge 

networks with the public libraries beyond the academic 

institutional libraries is a challenging area. In a broader 

sense, we also need to think whether shifting the library 

subject from the state list to the concurrent list will 

better serve the cause. It also needs to be debated 

whether the responsibility of public libraries should 

shift from the culture ministry to the human resource 

ministry with links to the ministry of communications 

and IT to provide a greater boost to our public libraries. 

Investing in public libraries is the need of the time. It 

has wider social, cultural, knowledge, economic and 

political significance that has been ignored for long. It’s 

time to revive our libraries, and restore their prime 

position in our society. 

 

The author is the founder and director of the Digital 

Empowerment Foundation and Chair of the Manthan 

Award.  

This article originally appeared on Livemint, January 

12, 2015 



 
 
 
 
 
 

China’s Cyber Diplomacy: a Taste of Law to Come? 
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In 2014, China stepped up its campaign to shape 

international norms governing the Internet, moving 

vigorously in its public diplomacy and behind the 

scenes to subjugate the online world to state power. 

 

If we join the dots of these maneuvers across a number 

of global policy agendas, an interesting picture 

emerges. China, it seems, is indicating its readiness to 

make and not just take international rules on issues of 

strategic importance to its interests. 

 

Internet Governance 

 

Over the past year China has attempted to move itself 

closer to the center of debates about the future of 

Internet governance. 

 

In February, President Xi Jinping called for China to 

become a “cyber power.” The global scope of these 

ambitions was displayed in November at a lavish 

summit, billed as the first World Internet Conference, 

in Wuzhen near Shanghai. 

 

The conference was a major soft power initiative to 

bolster China’s influence against the backdrop of a 

growing consensus, opposed by China, that global 

management of the Internet should be handled by a 

multi-stakeholder regime, including business and civil 

society interests. 

 

A key objective was to win international backing for the 

concept of “Internet sovereignty” championed by China 

as part of its arguments that the Internet should be 

regulated instead by states. The concept 

was underscored by Xi in a message to the conference 

and featured in a draft declaration thrust under 

delegates’ hotel room doors at 11 p.m. on the last night, 

with an invitation to comment by 8 a.m. The 

declaration was quietly abandoned after protests from 

some Western delegates, but a few weeks later China’s 

Internet czar, Lu Wei, signaled that China will 

persevere in promoting Internet sovereignty as the 

basis for cyber governance. 

 

Counterterrorism 

 

Internet control has also emerged as a major focus of 

China’s counterterrorism diplomacy which likewise 

moved up a gear last year. 

 

According to diplomats in Beijing, China increasingly 

reached out to other governments on cyber terrorism 

issues in 2014. Sometimes specific requests were made, 

usually for online content to be blocked, but many 

overtures were vague, suggesting that China is trying to 

open new channels of dialogue with a view to joint 

initiatives in the longer term. 

 

These gambits place Western governments in an 

uncomfortable position. In the absence of an agreed 

international definition, China construes terrorism in 

extremely broad terms to include, for example, causing 

“chaos in the social order.” Western governments are 

legitimately worried about being implicated in Chinese 

human rights abuses aimed at stifling political dissent 

and most are proceeding cautiously. 

 

China’s discussions with Russia are far more advanced. 

A bilateral cyber security treaty, affirming the need to 

prevent use of the Internet to undermine social stability 

and paving the way for joint cyber security operations, 

is thought to be close to conclusion. 

 

China is also pursuing multilateral cyber security 

initiatives through the Shanghai Cooperation 

Organization, a Eurasian cooperation organization, and 

the US-led Global Counterterrorism Forum (GCTF). In 

November, it hosted a GCTF symposium on cyber-

terrorism issues and repeatedly stressed China’s desire 

for closer international cooperation. 

 

http://news.xinhuanet.com/english/china/2014-02/27/c_133148273.htm
http://www.wicnews.cn/system/2014/11/20/020370719.shtml
http://techcrunch.com/2014/11/20/worldinternetconference-declaration/
http://www.huffingtonpost.com/lu-wei/china-cyber-sovereignty_b_6324060.html
http://www.loc.gov/lawweb/servlet/lloc_news?disp3_l205402874_text
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As part of its strategy to shift Internet regulation into 

the inter-state system, China is promoting various soft 

law initiatives at the UN. In September, Foreign 

Minister Wang Yi used a Security Council summit on 

counter-terrorism to call for a new code of conduct for 

the cyber industry. This echoes earlier joint efforts by 

China and Russia (and some Central Asian allies) in the 

General Assembly to negotiate a code of conduct for 

states on information security. At various UN meetings 

throughout 2014, China made clear that it will continue 

to use these proposals as a basis for building an 

international consensus. 

 

Human Rights 

 

A desire to blunt the operation of international human 

rights law is one reason China is working so hard to 

establish the primacy of state interests in Internet 

governance. 

 

Since the Arab Spring, China has become a ring-leader 

of like-minded states working in UN human rights 

bodies to re-assert the responsibility of states to restrict 

free speech, privacy and other human rights in the 

interests of national security or public order. 

 

In June, for example, China fronted a coalition of eight 

states seeking to make a Human Rights Council 

resolution on online rights ‘more balanced’ by 

emphasizing how the Internet is used to promote 

hatred and extremist views. 

 

Somewhat ironically, given exposes last year of its own 

cyber espionage operations, China made a strong 

statement at the Council in September denouncing 

incursions on state sovereignty via mass digital 

surveillance programs and reiterated calls for a code of 

conduct for states. 

 

These efforts are a departure from the low profile China 

usually seeks in the international human rights system 

but have failed to yield any significant gains so far, 

which invites questions about what China is aiming to 

achieve. 

 

 

 

 

Norm Entrepreneurship 

 

China’s cyber diplomacy is obviously driven by the 

leadership’s fears about an unbridled Internet being 

used to mobilize opposition to its rule inside China. 

 

But this highly coordinated upsurge in international 

activity suggests more is at stake. 

 

A compelling explanation is that these moves are a 

vanguard expression of China’s ambition to transform 

itself from a norm-taker to a norm-shaper 

internationally. 

 

Such a shift has long been predicted but, strangely, an 

important recent directive to this effect was largely 

overlooked outside China. At its plenum on the Rule of 

Law in October, the Central Committee of the 

Communist Party explicitly called for China to mold 

global norms and strengthen its “discourse power and 

influence in international legal affairs.” 

 

In any case, China must believe that its battles for a 

state-centric model of Internet governance with 

minimal human rights curbs are winnable, even if it has 

to play a long game. For states such as the U.S. and 

U.K. that like to consider themselves champions of 

online rights while simultaneously sacrificing them in 

their own security operations, this should give pause 

for thought. 

 

The author is an Associate Fellow in International 

Law at Chatham House and leads their project, “China 

and the International Human Rights System.” 

 

This article originally appeared in The Diplomat, 

January 14, 2015 

http://www.fmprc.gov.cn/mfa_eng/zxxx_662805/t1195235.shtml
http://www.fmprc.gov.cn/mfa_eng/zxxx_662805/t1195235.shtml
http://www.un.org/Docs/journal/asp/ws.asp?m=A/RES/66/24
http://www.un.org/Docs/journal/asp/ws.asp?m=A/RES/66/24
http://www.chathamhouse.org/sites/files/chathamhouse/public/Research/International%20Law/r1012_sceatsbreslin.pdf
https://chinacopyrightandmedia.wordpress.com/2014/10/28/ccp-central-committee-decision-concerning-some-major-questions-in-comprehensively-moving-governing-the-country-according-to-the-law-forward/
http://www.chathamhouse.org/


 
 
 
 
 
 

Is a cyber arms race between the US and Russia possible? 

Alexandra Kulikova 
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Last week prominent German media outlet Der Spiegel 

published the second part of former NSA agent Edward 

Snowden’s revelations. According to these documents, 

the U.S.-led global surveillance program was only the 

first round of a broader cyber strategy by the United 

Sates that aims at preparing for global cyber war with 

other countries. 

 

As indicated from this second round of revelations, the 

U.S. National Security Agency (NSA) suggests in no 

uncertain terms that the next major conflict will take 

place in cyberspace. In addition, the documents outline 

the development and implantation of malware 

programs to disable the enemy’s key infrastructure 

objects - including banking systems, power plants and 

airports.    

    

In the wake of Snowden’s first revelations in 2013about 

the NSA’s dragnet electronic surveillance, there was 

hope by some that these revelations would lead to 

better oversight of state security activities and a 

significant makeover of the intelligence system. Now, it 

is more probable that the momentum for fundamental 

change will not be efficiently used. The way nations 

perceive cyber threats across the world might lead to 

the launch of an active and open cycle of “cyber 

weaponization,” most certainly at the expense of data 

privacy. However, more importantly, we might be 

already much deeper into an undeclared ‘hybrid’ war 

than it might seem. 

 

Cybersecurity in the wake of North Korea’s 

alleged cyber attack 

 

Since the cyber attack on Sony Pictures in December 

2014 [allegedly spurred by the release of the Hollywood 

movie “The Interview” that mocks North Korea’s leader 

Kim Jong Un and depicts an attempt to assassinate him 

– Editor’s note], the cyber capacities of various states 

are more in the limelight than ever. Even though not 

the first one of its kind, the alleged North Korean attack 

pulled the trigger of cyber mobilization. 

 

Cybersecurity issues were flagged ahead of U.S. 

President Barack Obama’s State of the Union speech on 

Jan. 20, highlighting their top-priority nature – 

especially against the backdrop of the Sony attack. This 

cyber attack helped start translating “concerns” into 

policy tools. 

 

“We are making sure our government integrates 

intelligence to combat cyber threats, just as we have 

done to combat terrorism,” Obama said, urging the 

U.S. Congress to pass new legislation. 

 

It would support these goals by enhancing data 

protection regulations and beefing up cybersecurity 

efforts of critical infrastructure objects, governmental 

computers and networks. The protection of individuals’ 

privacy and civil liberties would be shaped 

accordingly. Ironically, the legislative cyber agenda 

unveiled in advance of Obama’s speech coincided with 

the publication of a new batch of Snowden’s documents 

in Der Spiegel on Jan. 16. These documents revealed 

the rest of the iceberg, with mass surveillance being just 

the very tip. 

 

Reportedly, the U.S. has been developing malware able 

to “paralyze computer networks and, by doing so, 

potentially all the infrastructure they control, including 

power and water supplies, factories, airports or the flow 

of money.” 

 

The reports suggesting that the NSA compromised the 

North Korean networks before the Sony attack fit 

neatly into this picture. By compromising the networks 

in advance, America could launch a 

swift retaliation taking the North Korean ‘intranet’ 

down for a few hours. Although experts say that neither 

attack can be 100 percent attributed, what the world 

has seen looks like a mock-up cyber war attack 

http://www.kommersant.ru/doc/2649343
http://www.kommersant.ru/doc/2649343
http://www.russia-direct.org/analysis/nsa-eavesdropping-watergate-goes-global
http://www.forbes.com/sites/frontline/2015/01/25/cybersecurity-non-profits-should-be-americas-secret-weapon-in-obamas-cyberwar-plan/
http://www.russia-direct.org/opinion/what-behind-kremlin%E2%80%99s-sensitive-response-obama%E2%80%99s-speech
http://www.russia-direct.org/opinion/what-behind-kremlin%E2%80%99s-sensitive-response-obama%E2%80%99s-speech
http://www.whitehouse.gov/the-press-office/2011/05/12/fact-sheet-cybersecurity-legislative-proposal
http://www.spiegel.de/international/world/new-snowden-docs-indicate-scope-of-nsa-preparations-for-cyber-battle-a-1013409.html
http://www.nytimes.com/2015/01/19/world/asia/nsa-tapped-into-north-korean-networks-before-sony-attack-officials-say.html?_r=0
http://www.reuters.com/article/2014/12/23/us-northkorea-cyberattack-idUSKBN0K107920141223
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exchange, followed accordingly by a public pledge to 

protect citizens and step up national cybersecurity. 

 

With Snowden’s files in mind, this leaves us with three 

major takeaways: 

 

(1) The Internet as a platform for warfare is no longer 

fiction or theory; 

 

(2) In the absence of a broadly recognized 

international legislative framework defining cyber 

war and precise attribution tools, it’s hard to 

localize it in space and time or even call it ‘a war’ 

even though apparently it has been under way for a 

while. (The term of choice, therefore, has been 

‘hybrid war’ whereby cyber is an increasingly used 

element of otherwise conventional warfare); 

 

(3) A cyber arms race at the national or alliance level 

is likely to reflect the current geopolitical standoff. 

 

New regional cyber alliances to fight shadowy 

cyber attacks 

 

While the world is digesting the potential scope of the 

NSA-sponsored malware initiative, the U.S. and the UK 

have already announced their intention to conduct joint 

‘cyber war games’. The UK’s intelligence and securities 

bodies such as the Government Communications 

Headquarters (GCHQ) and MI-5, as well as their U.S. 

counterparts, the NSA and the Federal Bureau of 

Investigations (FBI), will stage cyber attacks on the City 

of London’s and Wall Street’s key financial 

infrastructure to test their resilience. 

 

If such drills are to become customary, as suggested, 

the next targets of potential attacks could be other 

elements of critical infrastructure in countries whose 

protection is vital for systemic integrity of national 

security elements – power grids, nuclear power sites, 

telecommunications and transport facilities. 

 

What was called ‘fighting shadows’ at a specially 

dedicated session of the World Economic Forum in 

Davos is more than just a metaphor since the 

attribution of cyber warfare is highly challenging, 

according to Kaspersky Lab. 

 

It’s also impunitive de jure but not de facto, as the 

decision of whether or not to counterattack is basically 

discretionary in the absence of a relevant and broadly 

adopted international code of conduct. The legislative 

gap is widely recognized but the room for a broad 

international cooperation in this area has significantly 

shrunk in the past couple of years due to the 

geopolitical escalation. Instead, one can observe the 

formation or reinforcement of regional strategic 

alliances through joint cyber defense agreements. 

 

At a time when both Obama and UK’s Prime Minister 

David Cameron are experiencing difficulties in their 

respective political domains, both found a convenient 

populist tool in the cyber agenda by addressing the 

security concerns of the electorate, especially in the 

wake of the Charlie Hebdo attack. 

 

For Cameron the task of striking the “security vs. 

privacy” balance at home is particularly tough, given 

the recent revelations about GCHQ tapping into 

journalists’ emails, reported by Snowden, and his  

controversial suggestions concerning 

 encryption clampdown, urging the U.S. to put pressure 

on its Internet companies. 

 

While the new round of security concerns provides a 

good reason for limiting civil liberties, including 

the revival of the notorious UK Communications Data 

Bill (also known as Snoopers’ Charter swept away in 

2013 by Snowden’s first revelations) and attempts to 

introduce it into the proposed last year Counter 

Terrorist Bill, encryption is likely to remain 

the battlefield for a long-term tug of war with the 

private sector. 

 

Russia looks to ramp up its cyber capabilities 

and find new cyber allies 

 

While such a joint venture is no surprise as such – the 

U.S. and the UK have been cooperating on a range of 

defense and security issues in the “5 eyes” framework – 

it sends a clear signal to Russia in the context of current 

geopolitical tensions. 

 

Russia’s first cyber drill in summer 2014 reportedly 

revealed systemic vulnerabilities and resulted, in 

particular, in calls for the creation of back-up DNS 

http://www.theguardian.com/technology/2015/jan/16/cyber-war-games-uk-us-intelligence
http://www.weforum.org/sessions/summary/fighting-shadows
http://www.russia-direct.org/tags/davos
http://www.russia-direct.org/tags/davos
http://www.washingtonpost.com/blogs/the-switch/wp/2015/01/14/the-t
http://www.russia-direct.org/taxonomy/term/391
http://www.theguardian.com/uk-news/2015/jan/19/gchq-intercepted-emails-journalists-ny-times-bbc-guardian-le-monde-reuters-nbc-washington-post
http://www.theguardian.com/uk-news/2015/jan/15/david-cameron-ask-us-barack-obama-help-tracking-islamist-extremists-online
https://www.openrightsgroup.org/ourwork/reports/abuse-of-parliamentary-procedure
http://www.theregister.co.uk/2015/01/24/sly_peers_attempt_to_thrust_hated_snoopers_charter_into_counterterror_and_security_bill/
http://www.theregister.co.uk/2015/01/24/sly_peers_attempt_to_thrust_hated_snoopers_charter_into_counterterror_and_security_bill/
http://blogs.wsj.com/digits/2015/01/16/obama-sides-with-cameron-in-encryption-fight/
http://www.russia-direct.org/opinion/does-russia-really-want-fragmented-internet
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infrastructure and the stepping-up of cybersecurity 

measures at the national level. Russia's new Military 

Doctrine signed at the end of December 

2014 qualifies a cyber hazard as a military hazard, 

which under certain conditions can prompt a ‘military 

threat,’ characterized by the direct possibility of a 

military conflict. 

 

A cyber hazard can also be qualified immediately as a 

military threat if it targets objects of critical 

infrastructure in the nuclear, space, chemical or 

pharmaceutical industries. While according to experts 

the cyber elements of Russia’s Military Doctrine do not 

fit in smoothly and the terminology is not always clear-

cut, it is obvious that a range of doctrinal documents 

will be reviewed to include the cyber dimension. Other 

countries are busy updating their cyber strategies 

accordingly. 

 

Back in autumn 2014 Russia and China announced 

their resolve to sign an agreement on cooperation in 

cyberspace in 2015. While any agreement will not be 

easy for Russia, given that its wiggle room has 

diminished lately, this deal is expected to be more 

fundamental than the one Russia signed with the U.S. 

back in 2013. 

 

This is no surprise since the Russian and Chinese 

stances are much closer on a range of governance 

issues in cyberspace. Joint cyber trainings could 

become part of this bilateral agreement in the future. 

Russia could also extend its cyber agenda in the 

framework of such alliances as BRICS (Brazil, Russia, 

India, China and South Africa), the Shanghai 

Cooperation Organization (SCO), the Collective 

Security Treaty Organization (CSTO), or the newly 

launched Eurasian Economic Union, in order to match 

the NATO pledge of collective cyber defense. 

 

NATO’s new cybersecurity policy calling on all member 

to share expertise in cyberspace, which was approved at 

the summit in September 2014 and followed by a 

major cyber exercise in November to test systemic 

vulnerabilities, is very likely to be mirrored in a similar 

collective effort led by Russia and possibly joined by its 

allies. 

 

The future threat of an escalating cyber arms 

race 

 

As the sides reassess their strategic partnerships as well 

as defense capacities in the wake of the Ukraine crisis, 

further development of the cyber arms race raises many 

worries due to its unpredictability and lack of legal 

interoperability. On Jan. 9, the SCO members 

reportedly submitted an updated draft of an 

International Code of Conduct for Information Security 

to the United Nations, hoping to establish common 

rules under UN auspices. 

 

However, national and newly launched regional 

initiatives are more likely to gain momentum to match 

immediate political and security goals than a holistic 

UN project, which most probably will fail to suit 

everyone. And it is probably too optimistic to try to 

devise common rules of fair play when the arms have 

already begun to be deployed. 

 

The author is the Program Coordinator for “Global 

Internet Governance and International Information 

Security” at the PIR Center, focusing on ICT policy and 

regulation, global internet governance and cyber-

security. 

 

This article originally appeared on Russia-Direct, 

January 28, 2015 

 

 

 

http://www.russia-direct.org/analysis/kremlin-gives-green-light-shut-down-internet
http://www.russia-direct.org/analysis/kremlin-gives-green-light-shut-down-internet
http://www.securitylab.ru/blog/personal/Business_without_danger/121064.php
https://www.gov.uk/government/publications/national-cyber-security-strategy-2014-progress-and-forward-plans
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http://www.scmagazine.com/nato-launches-largest-cyber-exercise-to-test-its-network-security/article/384278/
http://www.russia-direct.org/tags/ukraine
http://news.xinhuanet.com/english/world/2015-01/10/c_133909106.htm
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Barack Obama wants to prod corporations into 

addressing their cybersecurity weaknesses and he used 

his State of the Union speech last night [January 20] to 

do just that. 

 

Obama also placed responsibility for inaction and any 

damage from future attacks on the shoulders of a deeply 

divided, partisan Congress. His proposals are still largely 

shapeless. But if Congress doesn't help develop an 

aggressive plan and if companies are then hit by waves of 

serious cyberattacks - as the most pessimistic security 

professionals believe will happen this year - Republicans 

and Democrats alike may come under fire.  

 

Online security wouldn’t have warranted presidential 

attention in the past, but in the wake of the Sony hack, 

corporate America is grappling with the destructive 

power of a serious breach. 

 

Experts have warned for months that corporate hackers 

are using techniques once reserved for nation-state level 

warfare and they say an attack on the nation’s largest 

businesses could disrupt commerce, livelihoods and 

workers' morale. 

 

In his written speech, Obama said: 

 

“No foreign nation, no hacker, should be able to shut 

down our networks, steal our trade secrets, or invade the 

privacy of American families, especially our kids. We are 

making sure our government integrates intelligence to 

combat cyber threats, just as we have done to combat 

terrorism. And tonight, I urge this Congress to finally 

pass the legislation we need to better meet the evolving 

threat of cyber-attacks, combat identity theft, and protect 

our children’s information. If we don’t act, we’ll leave our 

nation and our economy vulnerable. If we do, we can 

continue to protect the technologies that have unleashed 

untold opportunities for people around the globe.” 

 

These remarks echo proposals that the president floated 

prior to his State of the Union speech. He recently 

pressed Congress to provide liability protection for 

companies that share threat information with one 

another and to force corporations to notify customers 

within 30 days of discovering any breach involving data 

theft. 

 

Obama's proposed legislative package also allows the 

government to prosecute the sale of "botnets" (networks 

of computers used to send viruses and overwhelm other 

systems with spam). It expands legal oversight over 

spyware that’s used by stalkers and identity thieves, and 

prohibits companies from using student data for 

anything other than education. 

 

The Obama ideas with the most potential to bolster 

corporate security are his threat-sharing measure and 

the corporate disclosure rule.  

 

As I’ve written before, collaboration is considered to be 

one of the best defenses against cybercrime, but a recent 

PricewaterhouseCoopers survey found that only 25 

percent of businesses currently share information about 

attacks. Obama wants to encourage companies to share 

threat data with the government in order to get liability 

protection.  

 

“We need specific mandates that establish controls on 

the type of data shared to ensure it both accurately 

reflects the attack while simultaneously protecting 

citizens' rights under the Fourth Amendment,” says Joe 

Eandi, the chief executive of the cybersecurity startup 

Vorstack.  

 

The disclosure rule isn’t useful because it increases 

security per se, but because it gives companies an 

incentive to pre-emptively beef up their defenses. 

 

As Sumit Agarwal, a former Defense Department advisor 

and co-founder of a startup, Shape Security, put it: 

http://www.bloombergview.com/articles/2014-11-13/under-attack-your-bank-your-grid-yourself
https://medium.com/@WhiteHouse/president-obamas-state-of-the-union-address-remarks-as-prepared-for-delivery-55f9825449b2
http://www.washingtonpost.com/politics/obama-proposes-legislation-to-protect-consumer-data-student-privacy/2015/01/12/539c4a06-9a8f-11e4-bcfb-059ec7a93ddc_story.html
http://www.bloombergview.com/articles/2014-12-05/the-sony-hack-and-your-healthcare-data
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“Companies don’t like to be embarrassed and being 

forced to notify customers every time they’re breached 

will hopefully cause them to take [preventive] steps.”  

 

Corporations like Sony have proven that they’re reluctant 

to follow best security practices until disaster strikes, 

which is why the president’s proposals are important 

even if they’re still nascent.  

 

Industry experts say that past attempts at government 

regulation have prodded the private sector to self-

regulate and lessened the need for government 

intervention. Hopefully the trend will continue and 

businesses will raise their game even if Congress doesn't 

act.  

 

In the end, of course, it’s corporate America’s 

responsibility to take security seriously and protect their 

data - and ours. That task shouldn't be dumped off on the 

government. At best, legislation might motivate and 

shame businesses into doing the right thing. Or maybe it 

will require another massive cyber-attack on a 

corporation to move things along. 

 

The author is a Bloomberg View columnist who writes 

about technology, innovation, and the cult and culture 

of Silicon Valley. 

 

This article originally appeared on Bloomberg View, 

January 21, 2015 
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STATEMENTS 

“Inaugural Address” 

Speech by Mr Ravi Shankar Prasad, Indian 

Minster for Communications and Information 

Technology at the “India-US Dialogues” 

New Delhi – January 25, 2015 

Mr Joshi, my good friend Umesh Upadhyay and Samir 

Saran, ladies and gentlemen, the contemporary world 

needs Indo-US dialogues. We are the two largest and 

the most powerful democracies governed by the 

peoples’ choice, rule of law and constitutional 

governance. The Indo-US relationship is needed for a 

stable world, for a peaceful world, for an earnest world 

and for a world where the doctrine of co-existence is 

properly recognized.  With 3 million plus Indians 

living in the USA and digital connectivity becoming a 

reality, the virtual global is now local.   

Ladies and gentlemen, India after 26th May, 2014 is a 

different country.  Decisions are being taken. In one 

stroke the Prime Minister of India took aside more 

than 85 ministers and told us to take decisions 

quickly, and if we needed his guidance to go to him. 

Decisions are being taken.  India’s civil service was 

almost known as much for lethargy as for not taking 

decisions. How is it that, just to give one example, of 

Jan Dhan Yojana, in four months we could open more 

than 11 crore bank accounts of poor Indians who were 

out of the banking network?  The same bureaucracy, 

the same banking staff were able to deliver. 

Well, ladies and gentlemen, ‘Digital India’ is a 

programme which has emerged as a mission 

programme, started within 100 days of this 

government coming into power. What is India’s digital 

scenario presently?  We have got 900 million mobile 

phones in India.  Our internet penetration has reached 

nearly 300 million last year in terms of the feedback 

we have got from Internet service providers.  Smart 

phone consumption today is the highest in India after 

America, growing at a rate of 46% and with 600 

(million) televisions in India and more than 245 24x7 

news channels, including the one which is beaming 

this live, India is a very connected place.  It was 

important to digitize it.  Digital India is more for the 

poor, more for the underprivileged, less for the 

affluent.  It intends to bridge the divide between 

digital haves and digital have-nots.  What we are doing 

is creating a digital infrastructure for common use by 

Indians, ensuring digital delivery of services and 

thirdly, and most importantly, building digital literacy 

and consequently digital empowerment of Indians. 

With 1.1 billion plus people, it is a gigantic task, we 

know that.  We laid down nearly a million kilometers 

of fiber network in 30 years.  We propose to lay down 

another 700,000km in 3 years.  That is a big task we 

have set for ourselves, to have the National Optical 

Fiber Network in more than 250,000 gram 

panchayats – clusters of villages - within a period of 3 

years.  Once it happens, we want to bring it to all the 

villages through wifi, powering the possibilities of e-

education, of e-health, of e-commerce. E-commerce in 

India is growing at a rate of 37%, but in governance, 

transparency is more important, the digital delivery of 

services.  The motto of my Prime Minister is: “I want 

to see governance available on the palm of Indians in 

the shape of mobile phone”. Another issue I talked 

about was digital literacy. We have asked our people 

to design proper courses in Indian languages, of 2 

hours, 10 hours, 20 hours, 40 hours, so that people 

become digitally literate. 

What is my understanding of this great revolution of 

internet connectivity?  The world is global, but the 

global can be powered only when it is effectively 

connected with the local.  The internet, one of the 

most powerful tools created by human minds, I always 

say is the world’s property, the world has a stake in 

this.  How can we make that connection? That is one 

important issue. 

Electronic delivery of services is one area where all the 

state governments will have to start acting.  As the 

entrepreneurial skills of Indians are well known, I see 
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a lot of new business models coming about once this 

fibre connectivity becomes a reality.  Not only e-

commerce, not only e-health, or e-education, or e-

entertainment; this connectivity will be non-

discriminatory.  Anyone can plug in and give the 

services.  I was very keen to effectively strengthen the 

network connectivity in urban India also.  I was 

amazed to find that many entrepreneurs are using 

cable connectivity in small towns like Hathras, 

Aligarh, Brindavan, and Mathura, to give proper fiber 

networks to Indians and I see a lot of business models 

coming. 

Another important area where we can work together 

substantially is the ‘Make in India’ programme, 

particularly electronic manufacturing.  We Indians 

consume electronic goods worth $100 billion every 

year from SIM cards, to smart cards, to set top boxes, 

to LED lights, televisions, cameras, medical 

electronics and defence electronics.  60% of India’s 

defence manufacturing is electronics.  Therefore, we 

realize we need to make India sufficient in the field of 

electronic manufacturing.  Let me ask you a question - 

why can’t we have much cheaper versions of smart 

phones?  There is such a big market waiting to be 

tapped in India, growing at 46%.  If the entire digital 

delivery of services is to be powered by these, I see 

immense scope for manufacturing in that sector.  I 

invite big American companies to manufacture in 

India, and get all the benefits available to an Indian 

company operating from India. Make for India and 

also make for export, that’s what Make in India is 

about.  They are a lot of incentives available. We have 

‘electronic clusters’, where quality electronic 

manufacturing will take place, in 9 states of India, and 

all the chief ministers have become very energized. It 

is a very exciting area.  

The other area where I think the USA and India can 

work together is the IT sector. 60% of India’s $50 

billion IT exports are towards the USA, and India is 

the destination for 52% of the $124-130 billion market 

from the USA.  Whenever I go to Bangalore, Pune, 

Hyderabad, and Delhi’s neighbourhood, Gurgaon, I 

see American companies having their backend offices 

there.  I see Indians doing quite well there. They come 

to meet me from Google, to Facebook, everyone.  They 

are keen to invest more in India.  Yes, ladies and 

gentlemen, India is a happening place.  Yes, we have 

to make it a success. That is our determination.  I 

appeal to all of you, come, explore this new excitement 

of India, come, trust this new leadership of India.  We 

have opened an electronic development fund of 

billions of dollars, an angel fund, created with 

government participation to encourage innovation. 

Second, the prime minister’s mantra is very clear; 

IT+IT=IT, i.e. India’s talent plus information 

technology is equal to India Tomorrow.  The second is 

3D, democracy, demography and demand which will 

power this sector and thirdly, 3S, speed, scale and 

skill. The new government has a separate Department 

of Skill Development, to blend innovation and skill. 

Even a granny who is not able to read or write knows 

the meaning of a ‘missed call’ because her grandchild 

is calling her.  That is India.  You go to a station; you 

see how people who may not be able to read and write 

otherwise are using their mobile phones to show their 

ticket reservation confirmation, for airlines or trains.  

40% of these services for tourism, travel are now being 

powered by mobile phones.  So, Indians have a great 

appetite to consume technology, to use technology.  

We are only creating the enabling platform to ensure 

Digital India flourishes. Digital India is a logical step 

to strengthening the India-US relationship, and 

immense relationship.  

As far as I am concerned, let me assure you, I am just 

a phone call away.  If you have any problem, feel free 

to walk into my chamber.  It is a different government 

whose mantra is very clear: whatever is doable shall be 

done, whatever is not shall be gently conveyed without 

any extraneous consideration.  That is how we are 

working, that is how we propose to work. 

My warm greetings to all of you. Namaskar. 

This speech has been edited for length and clarity.  

Source: The Observer Research Foundation, January 

2015 
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Remarks by US President Barack Obama at the 

National Cybersecurity Communications 

Integration Center 

Arlington – January 13, 2015 

Good afternoon, everybody.  I want to thank Secretary 

Johnson, Deputy Secretary Mayorkas, and the 

dedicated public servants of the Department of 

Homeland Security for welcoming me here today.   

In advance of my State of the Union address next 

week, I’ve been rolling out my proposals for keeping 

our economy on track, keeping it growing, making 

sure we're creating jobs and opportunity for the 

American people.  And that includes the extraordinary 

opportunities that exist in our digital economy. 

Yesterday, I announced new proposals to better 

protect Americans from identity theft and to ensure 

our privacy, including making sure that our kids are 

safe from digital marketing and intrusions on their 

privacy based on what they’re doing at school.  

Tomorrow in Iowa, I’ll talk about how we can give 

more families and communities faster, cheaper access 

to the broadband that allows them to successfully 

compete in this global economy.  And on Thursday, 

the Vice President will be in Norfolk to highlight the 

need to continue to invest in the education and skills 

for our cybersecurity professionals.  But today I am 

here at DHS to highlight how we can work with the 

private sector to better protect American companies 

against cyber threats.  

Shortly after I took office, I declared that cyber threats 

pose an enormous challenge for our country.  It's one 

of the most serious economic and national security 

challenges we face as a nation.  Foreign governments, 

criminals and hackers probe America’s computer 

networks every single day.  We saw that again with the 

attack at Sony, which actually destroyed data and 

computer hardware that is going to be very costly for 

that company to clean up.  Just yesterday, we saw the 

hack of a military Twitter account and You Tube 

channel.  No military operations were impacted.  So 

far, it appears that no classified information was 

released.  But the investigation is ongoing, and it’s a 

reminder that cyber threats are an urgent and growing 

danger. 

Moreover, much of our critical infrastructure -- our 

financial systems, power grids, pipelines, health care 

systems --run on networks connected to the Internet.  

So this is a matter of public safety and of public 

health.  And most of this infrastructure is owned and 

operated by the private sector.  So neither 

government, nor the private sector can defend the 

nation alone.  It’s going to have to be a shared mission 

-- government and industry working hand in hand, as 

partners. 

And that’s why I’ve said that protecting our digital 

infrastructure is a national security priority and a 

national economic priority.  Over the past six years, 

we’ve pursued a comprehensive strategy, boosting our 

defenses in government, sharing more information 

with the private sector to help them defend 

themselves, working with industry through what we 

call the Cybersecurity Framework not just to respond 

to threats and recover from attacks but to prevent and 

disrupt them in the first place.   

And that’s where these good folks come in.  We are 

currently at the National Cybersecurity 

Communications Integration Center  -- also known as 

NCCIC.   

This center is one of the critical lines of America’s 

cyber defenses.  These men and women work around 

the clock, 24/7, monitoring threats, issuing warnings, 

sharing information with the private sector, and 

keeping Americans safe.  So, as a nation, we owe them 

thanks, and as a nation, we are making progress.  

We’re more prepared to defend against cyber attacks.  

But every day, our adversaries are getting more 

sophisticated and more determined, and more 

plentiful.  So every day, we’ve got to keep upping our 

game at the same time.  We’ve got to stay ahead of 

those who are trying to do us harm. 

The problem is that government and the private sector 

are still not always working as closely together as we 

should.  Sometimes it’s still too hard for government 

to share threat information with companies.  

Sometimes it’s still too hard for companies to share 
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information about cyber threats with the government.  

There are legal issues involved and liability issues.  

Sometimes, companies are reluctant to reveal their 

vulnerabilities or admit publicly that they have been 

hacked.  At the same time, the American people have a 

legitimate interest in making sure that government is 

not potentially abusing information that it's received 

from the private sector.  

So all of us -- government and industry -- are going to 

have to keep doing better.  The new legislation and 

proposals I put forward yesterday will help, especially 

for a strong, single national standard for notifying 

Americans when their information has been 

breached.  Today, I want to announce some additional 

steps. 

First, we’re proposing new cybersecurity legislation to 

promote the greater information sharing we need 

between government and the private sector.  This 

builds and improves upon legislation that we’ve put 

forward in the past.  It reflects years of extensive 

discussions with industry.  It includes liability 

protections for companies that share information on 

cyber threats.  It includes essential safeguards to 

ensure that government protects privacy and civil 

liberties even as we're doing our job of safeguarding 

America’s critical information networks.  

Second, we’re proposing to update the authorities that 

law enforcement uses to go after cyber criminals.  We 

want to be able to better prosecute those who are 

involved in cyber attacks, those who are involved in 

the sale of cyber weapons like botnets and spyware.  

We want to ensure that we’re able to prosecute 

insiders who steal corporate secrets or individuals’ 

private information.  And we want to expand the 

authority of courts to shut down botnets and other 

malware.  The bottom line, we want cyber criminals to 

feel the full force of American justice, because they are 

doing as much damage, if not more, these days as 

folks who are involved in more conventional crime. 

Finally, and since this is a challenge that we can only 

meet together, I’m announcing that next month we’ll 

convene a White House summit on cybersecurity and 

consumer protection.  And it’s going to bring 

everybody together -- industry, tech companies, law 

enforcement, consumer and privacy advocates, law 

professors who are specialists in the field, as well as 

students -- to make sure that we work through these 

issues in a public, transparent fashion.    

Because they’re hard and they’re complicated issues.  

But if we keep on working on them together, and focus 

on concrete and pragmatic steps that we can take to 

boost our cybersecurity and our privacy, I'm confident 

that both our privacy will be more secure and our 

information, our networks, public health, public safety 

will be more secure.  We’re going to keep on at this as 

a government, but we're also going to be working with 

the private sector to detect, prevent, defend, deter 

against attacks, and to recover quickly from any 

disruptions or damage.  And as long as I’m President, 

protecting America’s digital infrastructure is going to 

remain a top national security priority.  

In closing, I want to say one of the areas I’ll be 

working with Congress is to ensure that we don’t let 

any disagreements keep us from fulfilling our most 

basic responsibilities.  Last week’s attack in Paris was 

a painful reminder that we have no greater duty than 

the security of the American people.  And our national 

security should never be subject to partisan political 

games.  Congress needs to fully fund our Department 

of Homeland Security, without delay, so that the 

dedicated public servants working here can operate 

with the certainty and confidence they need to keep 

the American people safe.  And that's true across the 

board in the Department of Homeland Security.  

So, again, I want to thank Jeh and Deputy Secretary 

Mayorkas, and everybody here at NCCIC and DHS for 

the great job you are doing.  You are helping to keep 

the nation safe and secure.  

And with that, we're going to get out of here so you 

can get back to work.  Who knows what’s been 

happening while you’ve been paying attention to me?  

All right?  Thank you very much, everybody.  

This speech has been edited for length and clarity.  

Source: The White House, January 13, 2015 
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