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THIS MONTH IN CYBER 

Governance 

 

The biggest event in cyber governance this month was 

the 9th Annual Internet Governance Forum (IGF), held 

in Istanbul, Turkey. An open discussion forum, the IGF 

has no mandate to act or produce legally binding 

resolutions. The decision to host the IGF in a country 

which is notorious for clamping down on Internet 

freedom was criticised.  

 

A rogue, parallel forum, the Internet Ungovernance 

Forum, emerged to discuss issues like censorship and 

surveillance, and challenge the notion of cooperation 

with entities responsible for stringent Internet controls 

and human rights abuses.  

 

With the help of video conferencing technology, Julian 

Assange, Edward Snowden, Glenn Greenwald and Kim 

Dotcom appeared together at the “Moment of Truth” 

rally in Auckland, New Zealand, in the week before 

New Zealand’s general election. The speakers alleged 

mass surveillance by the government and duplicitous 

behaviour by the Prime Minister, John Key, whose 

party nevertheless went on to win the election 

comfortably.  

 

Mass surveillance and privacy in the digital age were 

also discussed during a panel discussion at the 27th 

session of the United Nations Human Rights Council 

(UNHRC) in Geneva.   

 

 Several countries joined in the discussions, which 

considered a report on the same issue, which was 

published by the office of the UN High Commissioner 

for Human Rights earlier this year.   

 

Through its Connectivity Lab, Facebook has initiated 

its ambitious plan to increase internet connectivity 

using solar-powered aerial drones. The drones will 

work in tandem with Internet.org, Facebook chief Mark 

Zuckerberg’s initiative to put people ‘on the grid’.  

Concerns about privacy and surveillance have been 

exacerbated by news emerging from the USA about 

briefcase-sized ‘Stingray’ devices, which mimic cell 

towers to mine metadata from mobile phones – 

including those of random passersby. 

 

Manufactured by the Harris Corporation, the devices 

received regulatory clearance based on the 

understanding that they would only be used in 

emergency situations. Reports by the American Civil 

Liberties Union (ACLU) suggest that its use is 

widespread.  

 

The Turkish government has been called out by Human 

Rights Watch (HRW), for implementing ‘abusive 

Internet measures’ mere days after hosting the 2014 

Internet Governance Forum. The new measures 

include increased powers to block websites and collect 

information online.  

 

The head of China’s State Internet Information Office 

(SIIO), Lu Wei, compared the Internet to a car, saying 

that however advanced it was it still needed brakes – an 

analogy for Mr Lu’s suggestion that international 

internet governance rules and national laws must be 

integrated.  

 

The theme of slowing down the Internet was 

highlighted by Internet Slowdown Day, held on 

September 10th. While not actually reducing speed, 

several prominent websites displayed banners 

featuring loading icons to draw attention to the issues 

of net neutrality and Internet fast lanes. 

 

Megan Smith of Google was appointed Chief 

Technology Officer (CTO) of the United States, with 

Alexander Macgillivray, formerly of Twitter, named as 

her deputy. The mandate of the CTO is not entirely 

clear, but both Smith and Macgillivray will contribute 

to policy formation.  

 

http://www.intgovforum.org/cms/component/content/article?id=1557:2014
http://www.dw.de/turkey-faces-criticism-as-host-of-the-internet-governance-forum/a-17899512
http://theconversation.com/forums-on-internet-governance-reveal-tensions-over-how-the-web-should-be-regulated-31536
http://theconversation.com/forums-on-internet-governance-reveal-tensions-over-how-the-web-should-be-regulated-31536
http://www.theguardian.com/world/2014/sep/15/moment-truth-greenwald-dotcom-snowden-assange-new-zealand-john-key
http://www.ip-watch.org/2014/09/12/un-human-rights-council-hears-discussion-on-right-to-privacy-in-digital-age/
http://www.ohchr.org/en/hrbodies/hrc/regularsessions/session27/documents/a.hrc.27.37_en.pdf
http://www.ohchr.org/en/hrbodies/hrc/regularsessions/session27/documents/a.hrc.27.37_en.pdf
http://www.wired.com/2014/09/facebook-drones-2/?mbid=social_twitter
http://www.theatlantic.com/technology/archive/2014/09/the-briefcases-that-imitate-cell-phone-towers/380678/?single_page=true
http://www.theatlantic.com/technology/archive/2014/09/the-briefcases-that-imitate-cell-phone-towers/380678/?single_page=true
https://www.aclu.org/blog/national-security/documents-suggest-maker-controversial-surveillance-tool-misled-fcc
http://www.hrw.org/news/2014/09/15/turkey-strike-down-abusive-internet-measures
http://cmp.hku.hk/2014/09/11/36011/
http://cmp.hku.hk/2014/09/11/36011/
http://www.newyorker.com/business/currency/speed-internet-slowdown-day
http://www.washingtonpost.com/blogs/the-switch/wp/2014/09/04/white-house-names-googles-megan-smith-the-next-chief-technology-officer-of-the-united-states/
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President Obama could use good news in the cyber 

sphere following the troubled history of his 

HealthCare.gov initiative, which was hacked into 

earlier this year.    

 

Google is encouraging users to switch to updated 

versions of Internet browsers using the underhand 

technique of displaying older versions of their search 

pages to users with ‘outdated’ browsers.  

 

 

Security 

 

The infamous celebrity cloud leak is the big story in 

cyber security this month. The FBI and Apple are 

conducting inquiries into security breaches that led to 

the Internet leak of a collection of intimate celebrity 

images. Since then Apple has staunchly denied any 

vulnerabilities with its iCloud, although some of the 

released files were confirmed to have been housed in 

iCloud. The FBI has confirmed an investigation into the 

security breaches; however it has offered no further 

details. Similarly, a list of almost five million Gmail 

addresses and passwords hacked from various websites 

was posted on a Russian online forum. Google said the 

leak was one of several so-called credential dumps that 

the company spotted. Also, the credit card details of up 

to 880,000 Viator.com customers may have been 

"compromised" in a massive security breach while it 

also appears the accounts of another 560,000 people 

were hacked. Viator, a tours and activities website, first 

became aware of the cyber security attack in early 

September and is still coming to terms with the scope 

of what actually occurred. 

 

Due to the recent spike in cyber attacks, various 

governments around the world are taking measures 

aimed at securing and preventing such breaches. Amid 

concerns of Iran’s increasingly enhanced ability to wage 

cyber warfare, Prime Minister Binyamin Netanyahu 

announced the upgrading of Israel’s cyber defense with 

the establishment of a new National Cyber Defense 

Authority that will protect civilian cyberspace, and not 

just vital security facilities. Whereas in Europe, NATO 

foreign ministers endorsed the creation of new trust 

funds to improve Ukraine's cyber defence system. The 

US European Command (EUCOM) recently hosted a 

Ukrainian military delegation in a first-ever US-

Ukrainian cyber conference in Germany. In Russia, 

media reports that Russian government is considering 

disconnecting from the global internet are false, Dmitry 

Peskov, presidential press-secretary, said. But the 

country is working to improve cyber security due to the 

unpredictable behaviour of the West, he added.  

 

Governments are not the only ones beefing up their 

cyber divisions as businesses across the world have 

begun investing in cyber protection. Boeing plans to 

open a cybersecurity analytics facility in Singapore, its 

first outside the United States, as part of efforts to 

make such capabilities and services accessible to 

customers in the Asia-Pacific region. The new facility 

will hire and train cybersecurity professionals locally, 

carry out advanced analytics, and support the aviation 

company's regional cybersecurity center of excellence. 

SingTel will invest S$500 million ($395 million) over 

the next five years and hire 1,000 engineers as part of a 

three-pronged strategy to build strengths in cyber 

security, smart cities and analytics. General Motors Co. 

named an engineer to serve as its first Cybersecurity 

Chief as the No. 1 U.S. automaker and its rivals come 

under increasing pressure to better secure their 

vehicles against hackers. The Food and Drug 

Administration in United States is asking the public to 

weigh in on the cybersecurity of medical devices and 

holding a conference on the subject, organized in 

collaboration with the Department of Homeland 

Security.  

 

Meanwhile, Kenya’s increasing reliance on 

smartphones and tablets is fuelling demand for security 

solutions, which has seen cybersecurity firms jostle for 

a piece of the market. Global security vendor Cyberoam 

is the latest security firm to set up in the country, 

launching an online security system in the Kenyan and 

Tanzanian markets.  

 

In the UK, a first-of-its-kind cyber crime 

fighting training centre was inaugurated in Bristol 

aiming to help businesses, government agencies and 

even police forces to keep a step ahead of the growing 

cyber security threat. The centre is run by Protection 

Group International. In another first, up to 100 legal, 

IT, cyber security and privacy professionals have 

committed to give a day to help charities in all aspects 

of information security and data privacy. Charities have 

http://online.wsj.com/articles/hacker-breached-healthcare-gov-insurance-site-1409861043
http://www.bbc.com/news/technology-29012038
http://www.techtimes.com/articles/14655/20140902/apple-fbi-investigating-icloud-hack-of-nude-celebrity-photos.htm
http://www.cbc.ca/news/technology/gmail-addresses-website-passwords-leaked-online-1.2762316
http://www.cbc.ca/news/technology/gmail-addresses-website-passwords-leaked-online-1.2762316
http://www.traveltrends.biz/ttn555-viator-cyber-security-attack-up-to-1-4m-accounts-hacked/
http://www.jpost.com/Israel-News/Govt-to-establish-upgraded-cyber-security-authority-375971
http://www.jpost.com/Israel-News/Govt-to-establish-upgraded-cyber-security-authority-375971
http://ukraine.setimes.com/en_GB/articles/uwi/features/2014/09/15/feature-01
http://rt.com/news/188960-internet-blackout-russia-counter/
http://www.zdnet.com/sg/boeing-to-open-security-analytics-center-in-singapore-7000033902/
http://www.reuters.com/article/2014/09/22/singapore-press-idUSL3N0RN07820140922
http://www.businessinsider.com/r-general-motors-appoints-its-first-cybersecurity-chief-2014-9?IR=T
http://www.businessinsider.com/r-general-motors-appoints-its-first-cybersecurity-chief-2014-9?IR=T
http://www.washingtonpost.com/blogs/the-switch/wp/2014/09/23/the-fda-wants-to-talk-about-medical-device-cybersecurity/
http://www.standardmedia.co.ke/business/article/2000135838/cybersecurity-firm-launches-data-protection-system-in-kenya-tanzania
http://www.standardmedia.co.ke/business/article/2000135838/cybersecurity-firm-launches-data-protection-system-in-kenya-tanzania
http://www.bristolpost.co.uk/World-cyber-security-training-centre-opens/story-22962484-detail/story.html
http://www.bristolpost.co.uk/World-cyber-security-training-centre-opens/story-22962484-detail/story.html
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signed up to the non-profit GiveADay scheme prior to 

its official launch on 9 October 2014. The launch will 

include introductory sessions on best practice in 

information security and data protection at IP Expo 

Europe in London. 

 

Finally, Xiaomi seems to have found itself in trouble 

again regarding its data storage policies. The Taiwanese 

government is investigating whether Xiaomi 

Inc, China’s leading smart-phone company, is a cyber 

security threat. The government began performing 

independent tests on Xiaomi phones after reports in 

recent months that some models automatically send 

user data back to the firm's servers in mainland China. 

 

 

 

 

 

 

 

 

 

 

 

 

 

http://www.computerweekly.com/news/2240231062/GiveADay-to-link-charities-to-vital-cyber-security-skills
http://uk.reuters.com/article/2014/09/24/us-taiwan-xiaomi-cybersecurity-idUKKCN0HJ08Z20140924
http://uk.reuters.com/article/2014/09/24/us-taiwan-xiaomi-cybersecurity-idUKKCN0HJ08Z20140924


 
 
 
 
 
 

The Jennifer Lawrence Lesson for Digital Governance 

R Swaminathan 
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COMMENTARY I 

The au naturel pictures of Jennifer Lawrence and Kate 

Upton floating freely in cyberspace have serious 

national security implications for India.  Hackers dug 

out what was considered by close to 100 celebrities as 

their private, intimate and completely secure moments 

and put it all out in the digital domain for everyone to 

see. In doing so they ensured that cybersecurity experts 

could no longer ignore the elephant in the room about 

cloud storage and services. A certain unacknowledged 

sense of disquiet about cloud storage and services has 

been a constant backdrop in the discussions dealing 

with security of data.  

The cloud is here to stay. In fact it is increasingly 

adopted by corporate houses, government institutions, 

online retailing companies and financial service 

companies for reasons that range from substantial 

savings in capital expenditure to a drastic reduction in 

time-to-launch and time-to-market scenarios. The 

cloud also has special significance for electronic and 

digital governance. The US government, for instance, 

has saved close to 4 million US dollars since it shifted 

from Lotus Notes to Google’s cloud based email 

services. The savings primarily come from cuts in 

hardware, licensing and maintenance costs. Cloud 

services bring down the average cost of ownership of a 

digital property drastically. Gartner estimates that any 

organisation dealing with digital data or information 

technology services spends close to two-thirds of its 

annual budget in daily operations -- read maintenance, 

security, monitoring of traffic, managing downtimes 

and analysing server logs. The consultancy firm, in a 

comprehensive study across 500 major digital 

organizations, found that replacing traditional server 

farms with virtual ones (cloud) brought up to 50 

percent more operational and infrastructural efficiency 

for companies and institutions. The utility and business 

logic of cloud computing, storage and services cannot 

be overstated, or underestimated for that matter. What 

has always been the unspoken Achilles’ heel of digital 

society and economy, more so after being underpinned 

predominantly on a cloud framework, has been the 

security of data.   

India’s ambitious electronic and mobile governance 

initiatives and its plans to develop 100 smart cities are 

going to be based on a foundation of technology, 

software and data, much of which will be stored, 

processed and retrieved on the cloud. The country is 

already in the process of investing Rs 11 lakh crores for 

its e-governance initiatives, a massive budget that’s 

comparable to the 2010 GDP of Finland and Chile. The 

plan to develop 100 smart cities is officially expected to 

cost slightly over RS 7000 crore. Realistically, however, 

developing each city is expected to cost at least RS 1000 

crore, which makes the overall spending touch a 

substantial RS 100,000 crore. Both plans require a 

substantial investment of public and private funds. 

They also need a fundamental reorientation of the way 

India has been dealing with data until now. Identifying, 

capturing, storing, retrieving and then creating a 

networked intelligence and knowledge framework out 

of various data points requires an overarching layer of 

business and governance analytics tools that can only 

be rolled out on a cloud ecosystem. In short both public 

and private data will be put up on similar kinds of 

virtual servers to those that hackers were able to break 

into so easily to access intimate celebrity photographs 

and videos. It’s in this context that India has to deal 

with data security within the cloud environment not 

just as an aspect of cybersecurity but as an independent 

issue requiring a different mindset, thought process 

and operational plan.  

The first aspect of creating an autonomous policy 

framework is to establish a clear conceptualisation of a 

cloud as a model rather than just a service: one that (as 

defined by NIST) enables on-demand ‘network access 

to a shared pool of configurable computing resources’ 

with zero downtime, minimal uptime and service 

provider requirements. By configuring the cloud as a 
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model, autonomous policy frameworks for the cloud 

subsystems of Infrastructure as a Service (IaaS), 

Software as a Service (SaaS) and Platform as a Service 

(PaaS) can be established. Such a clear cut definition 

and associated policy formulations are currently absent 

or, at best, ill-defined. It would be good for the Indian 

policy makers to seriously look at the American 

National Institute of Standards and Technology (NIST) 

deployment model. It consists of a private cloud, where 

the infrastructure is completely and exclusively used by 

a single organisation, a public cloud, for open use by 

the general public, a hybrid cloud, which is often used 

as a gated resource network by public-private 

partnership services, and a community cloud, which, as 

the name indicates, is used exclusively by a group 

sharing specific interests. Such a deployment model 

creates a transparent arena of virtualisation, which is a 

necessary component of a cloud ecosystem, allowing for 

risks associated with virtual machines and data to be 

identifiable and manageable. For instance, the 

hypervisor software that manages communications 

between a physical server’s memory, CPU and virtual 

machines allowing for quick provisioning and 

decommissioning of a virtual computing environment, 

is also a critical vulnerability that allows hackers to gain 

access to sensitive data. A clearly specified deployment 

model allows for a realistic risk assessment and 

management environment to be formulated. 

The second aspect is to identify information security 

standards, protocols, procedures, processes and 

guidelines that take into account the specific 

deployment model and the subsequent service models 

emerging from it. Currently, standards and protocols 

on information security and data security don’t 

specifically deal with the cloud ecosystem and the 

unique challenges of confidentiality, integrity and 

availability of data that they throw up. With India 

entering into a more advanced phase of electronic and 

mobile governance, service and delivery frameworks 

are increasingly becoming specific. A good example of 

this process is the way the Pradhan Mantri Jan Dhan 

Yojana (PMJDY) is creating a more focused financial 

inclusion model based on the RuPay debit card as 

opposed to the more broad-based inclusion models 

created by the Aadhaar system.  Both are, however, 

fundamentally dependent on the cloud ecosystem, even 

though each one’s security requirements are completely 

different. It’s here that Indian policy makers would do 

well to understand the global security systems and 

standards that have evolved over the past several years. 

These standards cater to different forms of financial 

data security, IT service delivery and control 

environment. The Indian e-governance platforms, 

especially those dealing with financial and business 

transaction services, can take a leaf out of Google’s 

book - Google became ISO 27001 certified in May 2012. 

Such a certification allows for an independent third 

party audit, which in turn makes security protocols and 

systems robust allowing them to identify and manage 

new threats. In this context the American Federal 

Information Security Management Act (FISMA) of 

2002 and the Federal Risk and Authorisation 

Management Programme (FedRAMP) should be of 

special interest for Indian policy makers. 

The third aspect is to rapidly strengthen the specialised 

digital forensics capacity within India. Data security for 

the cloud ecosystem can never be foolproof. 

Cybercrimes of various degrees will always be 

committed. While most of the cyber raiders, and 

hackers, might stop at DoS attacks and overloading of 

servers with continuous bot requests, there are 

increasing instances of more sophisticated attacks. 

Amazon’s wireless retail site saw a cross-site scripting 

attack in April 2010 that allowed hackers to access 

customer credentials. Similarly, but more worryingly, 

the data breach at Target in 2012 resulted in over 100 

million people losing their personal and credit card 

information. India is completely unprepared to deal 

with cyberattacks of this scale and policy makers must 

look to create a specialised cadre of digital forensic 

experts. The digital forensics university in Gujarat is a 

good beginning. Such institutions, however, need to be 

quickly set up in all states, and the expertise generated 

should percolate down to district and block levels. The 

private sector must start to proactively share their 

expertise, and experts, with government institutions. 

India will become a digital society. It is also deploying 

all the right pieces and infrastructure for a digital 

economy. The foundation for both, without any doubt, 

will be the cloud ecosystem. That ecosystem, however, 

needs to be protected through a robust policy and legal 

framework that acknowledges the emerging concerns 

and realities of data security and privacy.   
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This article originally appeared in Governance Now. 

The author is  a Senior Fellow at the Observer 

Research Foundation (ORF),  Fellow of the National 

Internet Exchange of India (NIXI) and Contributing 

Editor of Governance Now



 
 
 
 
 
 

Digital Strategies for Disaster Management: Lessons from Kashmir 

Mahima Kaul 

 
 

VOLUME II | ISSUE 10 | OCTOBER 2014  8 

COMMENTARY II 

In a passionate letter explaining his government's 

failure to coordinate relief efforts in Jammu and 

Kashmir, Chief Minister Omar Abdullah stated that a 

breakdown in connectivity due to unprecedented 

flooding caused a 'missing government' in a time of 

crisis. Recounting the chain of events in a newspaper, 

he wrote: 'Initially I was relieved to find that broadband 

Internet services and BSNL cellphone services were 

functioning, but that relief was a short-lived one 

because a few hours later, we were effectively cut off 

from the rest of the world — no phones, no Internet, no 

roads and, once electricity went off, no access to TV 

stations either."  

 

The floods of Jammu and Kashmir, in time, crippled all 

modern modes of communication. Phone lines and 

internet connections were down as telecom 

infrastructure was severely damaged. At a point, only 

network operator Aircel managed to provide service as 

its mobile centers were on high rises. All telephone 

exchanges were submerged save one. Authorities 

estimated it would take a few days, at the minimum, to 

repair connectivity. A week later, the army and local 

administration are working on restoring 2G services. 

Add to that, electricity lines were severely damaged, 

hampering restoration of normal services.  

 

Those who managed to find signal briefly called friends 

and family to be rescued. Others, who were fortunate 

enough to be rescued, informed people, many of whom 

were stationed outside Jammu and Kashmir with full 

connectivity, of the whereabouts of stranded neighbors. 

Quickly, as people have started doing in times of crisis, 

reports of those who needed rescuing and those who 

had been rescued started making their way onto social 

media platforms. Google released a 'Person Finder' 

page which allowed people to feed in names of those 

they were looking for, or add information about those 

they knew had been found. Facebook communities like 

'Kashmir Flood Information Channel' had over 22,000 

people on it, adding pictures, tidbits, hopes and prayers 

along with real-time information about loved ones. 

Soon enough the process became formalized, making 

the connection between information and where it 

needed to go. A top executive at Twitter India offered to 

organize information on flood victims and feed it 

directly to the Army. At the same time senior army 

personal used Whatsapp to feed information to senior 

commanders, so as to direct them on where to go next 

for rescues. Some reports say that over 12,000 people 

were helped thanks to social media.  

 

The army, on its part, was able to connect to social 

media content because it was using satellite phones. 

These phones do not use terrestrial cellular sites like 

the 'normal' phone that most of us use, but instead are 

linked to satellites in geostationary orbit, which is 

essentially a fixed position in the sky. These phones are 

generally not made available to the general public 

because of security concerns, as they use encryption 

and are hard for the authorities to intercept. Therefore, 

satellite phones in India, can only be used after 

obtaining a license.  

According to reports, the army has begun sharing 

satellite phones with civil administration, along with 

100 Mobile Cell Communication Sets, to enable the 

relief efforts. Plans also include setting up STD booths 

as connectivity is restored, as well as moving generator 

sets into the state. In fact, satellite phones have been 

used in disasters when regular mobile networks have 

failed, ranging from Hurricane Katrina to the Haiti 

Earthquake, and interestingly, are even used by 

reporters in war zones for safe and assured 

communication. On another note, there are cases of 

people with solar chargers for their phones who were 

able to maintain battery levels despite the lack of 

electricity, and connect with the outside world as soon 

as they found signal. And now, sending shipments of 

solar lamps are being sent to the state to help with the 

relief effort.  

 

So, the situation as it were is this: in the worst natural 
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disaster Jammu and Kashmir has seen in recent 

memory, all phone and internet connections were 

down, causing a communication blackout. Friends and 

well wishers, mainly using the internet (therefore, 

based outside the state for the most part), had 

organized themselves in a manner that they were able 

to tunnel information to the Indian army which could 

connect to these people through their satellite phones. 

A week later, connectivity is slowing getting restored, 

either due to receding water, new communication 

equipment brought in from the outside and the work of 

engineers.  

 

At this juncture, a few questions must be asked. Firstly, 

why is there no disaster management plan in the case 

of a communication blackout? This is perhaps even 

more pertinent given that the remote corners of India, 

be they coastal, mountainous or otherwise, are not well 

connected to modern telecom networks. The most 

recent figures (July 2014) from the Telecom Regulatory 

Authority of India for Jammu and Kashmir reveal that 

teledensity in the state is at 69.31% with wireless 

subscriptions growing at a rate of 0.33%. In this case, it 

is fortunate that Jammu and Kashmir has a significant 

deployment of army personnel who had access to 

satellite phones so that some communication channels 

were open even as telecom infrastructure is down. 

However, disaster management cannot be left to luck. 

And given rising dependence on technology, which has 

in fact rendered a government completely paralyzed 

without it, special focus needs to be given to creating a 

parallel communication technology network that can be 

used without telecom infrastructure and electricity.  

 

The second question is, what are the current limitations 

of social media in rescue efforts and how can that be 

changed? It would seem that those who were able to 

send messages to friends using social media benefitted 

from this effort. But, does this leave people out? What 

about those in smaller villages who might not have 

friends using Facebook or Twitter? Data based analysis 

is hard to come by, but perhaps one can ask, 

anecdotally, why the 2008 Bihar floods saw no such 

significant social media campaign to coordinate rescue 

efforts (especially from urban pockets like New 

Delhi/Mumbai) while in contrast in the same year, 

Mumbai used social media extensively to disseminate 

information about missing persons and rescue efforts 

during the Terror Attacks. Socio-economic factors, 

access to the internet, and personal networks could well 

be tied to social media usage in times of emergency. If 

anything, the benefits of last mile connectivity and 

digital literacy have been made all too clearly with the 

Kashmir floods.  

 

The final question that should be answered is, to what 

extent is India leveraging ICTs in disaster management 

efforts? Has a disaster communication system that 

integrates phone, internet, television and radio outputs 

been designed to warn people? It might surprise some 

to find out that the Ministry of Home Affairs, has a 

National Policy on Disaster Management (2009), which 

alludes to the important role ICTs can play in such a 

scenario. A document called 'ICT for Disaster Risk 

Reduction' has also been released. An online inventory 

of resources by district is being built. The plan also 

seeks to deploy a VSAT network to connect states to the 

center, and also to connect them to medical centers. As 

witnessed in Kashmir, this is indeed needed as satellite 

phones were moved in to help the civilian 

administration function again. GIS - Geographic 

Information System - technology, that integrates data 

from topographical maps, aerial views and satellite 

imagery, used to predict natural disasters has also been 

flagged as an important technology to be leveraged. 

Where this has reached can be traced by looking at 

disaster management from the 2004 Indian Ocean 

tsunami, to the 2008 floods in Bihar, to the 2014 

Kashmir floods.  

 

Ultimately technology is as effective as the people who 

use it. Individual and institutional efforts alike have 

shown us glimpses of its potential in disaster 

management. It is time India goes beyond the planning 

stages to the implementation stages. Lives depend on 

this.  

 

This article originally appeared on Internetrights.in  

 

The author is Head of the Cyber and Media Initiative 

and a Fellow at the Observer Research Foundation, 

Delhi 
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Earlier this year, in response to a request by the United 

Nations General Assembly (UNGA), the Office of the 

UN High Commissioner for Human Rights (UNHCHR) 

released a report on the “Right to Privacy in the Digital 

Age”. The resolution in the GA which spawned the 

report was introduced by Germany and Brazil; two 

countries that felt the fallout of Snowden’s NSA leaks 

heavily.  

 

International politics in any forum involves a good deal 

of disagreement and divergences of opinions, which 

can make decision-making and even agenda-setting 

very difficult tasks. This is particularly true in the case 

of Internet governance – there is no global consensus 

on the best model or way forward. In this context, a 

defence of the right to privacy being mounted at the 

world’s highest political forum surely speaks to the 

issue’s importance. The fact that, despite opposition, 

the resolution went through with strong anti-

surveillance language, too, speaks volumes. 

 

Several countries are embracing the concept of 

protecting privacy by imposing their national laws on 

the Internet, even if that will lead to separate networks 

for separate countries. Russia has already passed a law 

stating that data on Russian citizens must be stored 

within Russian borders, and Brazil has taken steps to 

ensure that information about its citizens will be 

subject to Brazilian law. In Europe, the idea of a 

Schengen-only network is being debated. China 

maintains its ‘Great Firewall’ to control Internet traffic.  

 

Mentioning the idea of separate, closed networks, even 

for ostensibly noble aims such as protecting privacy or 

guarding critical infrastructure, is sure to raise the 

spectre of balkanization – the hypothetical scenario 

where the Internet mimics the political upheaval and 

splintering of the Balkans starting in the 19th Century.  

 

The term is problematic in its ambiguity, having been 

used both by those who support a fragmented Internet 

and those who fear it. The latter forms a larger (or at 

least more vocal) camp, evoking visions of a future 

where the Internet as we know it is dead, and all the 

knowledge capacity and intercultural learning that 

could have been has come to nothing. Perhaps in an age 

where everything is increasingly connected (Internet of 

things hyperlink), a little disconnect could be a good 

thing. 

 

Another form of fragmentation is the proliferation of 

location-based services. While those who oppose 

fragmentation of the Internet wish for it to be open and 

borderless, there are many features which are already 

restricted. A prominent example of this is television 

programming via the Internet. Copyright concerns, 

among others, means that popular services 

transmitting TV programming online are location-

specific, including but not limited to: Hulu in the 

United States, BBC iPlayer in the United Kingdom, and 

the Apple store, locking users in to the countries in 

which they register.  

 

One facet of privacy that is being undermined by 

developments in Internet governance is anonymity. 

There has been a push recently to link digital identities 

with ‘real’ identities - the benefits being integrated 

systems providing better, tailored services. There are 

dangers, however, in integrating databases. India 

continues to pursue Aadhaar, its Unique Identification 

system - which has serious privacy implications 

considering it links biometric data, bank details, and 

other personal information. The system has been 

widely and strongly criticised for the lack of inbuilt 

privacy protection.  

 

Anonymity online is often associated with, if not 

criminal elements, then antisocial ones. There is an 

idea that online, unidentifiable and thus unburdened 

by accountability, behaviour will spiral accordingly.  

This disregards the plentiful advantages of privacy, if 

not total anonymity online, including enabling freedom 

http://www.ohchr.org/en/hrbodies/hrc/regularsessions/session27/documents/a.hrc.27.37_en.pdf
http://www.ohchr.org/en/hrbodies/hrc/regularsessions/session27/documents/a.hrc.27.37_en.pdf
http://www.hrw.org/sites/default/files/related_material/UNGA_upload_0.pdf
http://www.theguardian.com/world/2013/nov/21/un-surveillance-resolution-us-uk-dilute-language
http://online.wsj.com/articles/russia-steps-up-new-law-to-control-foreign-internet-companies-1411574920
http://www.reuters.com/article/2014/03/19/us-brazil-internet-idUSBREA2I03O20140319
http://www.dw.de/weighing-a-schengen-zone-for-europes-internet-data/a-17443482
http://thediplomat.com/2014/07/breaking-through-chinas-great-firewall/
http://www.slate.com/blogs/future_tense/2014/02/19/stop_calling_decentralization_of_the_internet_balkanization.html
http://blogs.sueddeutsche.de/feuilletonist/2014/01/20/the-world-is-noth-enough-how-to-reinvent-the-internet/
http://www.wired.co.uk/news/archive/2014-02/06/tim-berners-lee-reclaim-the-web
http://www.theatlantic.com/technology/archive/2014/09/when-everything-works-like-your-cell-phone/379820/?single_page=true
http://www.theatlantic.com/technology/archive/2014/09/when-everything-works-like-your-cell-phone/379820/?single_page=true
http://techcrunch.com/2014/08/21/are-you-ever-truly-anonymous-online/
http://timesofindia.indiatimes.com/india/Modi-govt-to-give-legal-backing-to-Aadhaar/articleshow/38336812.cms
http://www.thehindu.com/opinion/interview/aadhaar-infringes-on-our-fundamental-right-to-privacy/article5182765.ece
http://www.outlookindia.com/article/Aadhar-A-Few-Basic-Issues/279077
http://www.nytimes.com/roomfordebate/2011/06/21/youre-mad-youre-on-youtube/the-virtues-of-anonymity
https://gigaom.com/2014/03/17/yes-online-anonymity-is-hard-but-like-anything-valuable-it-is-worth-fighting-for/
http://www.article19.org/resources.php/resource/37687/en/unhrc:-%E2%80%9Cfree-expression-contingent-upon-privacy%E2%80%9D
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of expression and the potential for whistle-blowing. 

Even the collection of so-called innocuous data, 

metadata, when voluminous enough, is practically the 

same as content data, and can be deadly. It can be 

abused, and past experience suggests that since it can 

be, it will be.  

 

The ruling by the European Court of Justice on the 

‘right to be forgotten’, allowing people to remove 

certain links about themselves from Google searches, 

could be viewed as a step forward in this, allowing 

individuals to control the narrative of their online lives. 

Defenders point out that removing a particular link 

from Google searches does not get rid of the webpage 

itself, only the Google link to the page. However, given 

Google’s enormous share of the online search market, 

for many it is the source of content, not just an index of 

content.  

 

This may be a boon for some individuals – victims of 

revenge porn, or those with convictions that they are 

not otherwise required to disclose – but what about 

those with more venal motives? Google has removed 

links relating to the behaviour of individuals in office 

(corporate and political), including a former Merrill 

Lynch CEO, and a politician regarding his behaviour 

during a previous term. There are already companies 

which offer to ‘manage reputations’ by controlling what 

information appears where, creating a business of 

being forgotten. This has led to concerns that the right 

to be forgotten will erase information which is in the 

public interest. This is part of the reason that Google is 

going through each removal request, and judging each 

case on its merits.  

 

Court orders may force Google to change search results 

for country-specific Google pages. In countries where 

Google is not blocked, the same search query may yield 

different results; this is another form of fragmentation.  

 

Long before Snowden, it was suggested that the best 

way forward was to abandon ‘the Internet’ and embrace 

multiple internets - essentially privatising networks, 

allowing customisation and different types of internet 

experiences. The splintering of the Internet is one 

possible consequence of viewing Internet rights 

through the prism of private property. As mentioned 

earlier, it was the push to enforce copyright that led to 

certain location-based restrictions. It is not such a 

stretch to imagine privacy and personal data being 

protected in the same way, with rights being enforced 

on such a basis.   

 

  The author is a Junior Fellow at the Observer 

Research Foundation.   

 

http://www.article19.org/resources.php/resource/37687/en/unhrc:-%E2%80%9Cfree-expression-contingent-upon-privacy%E2%80%9D
http://www.nybooks.com/blogs/nyrblog/2014/may/10/we-kill-people-based-metadata/
http://www.nybooks.com/blogs/nyrblog/2014/may/10/we-kill-people-based-metadata/
http://ec.europa.eu/justice/data-protection/files/factsheets/factsheet_data_protection_en.pdf
http://www.newyorker.com/magazine/2014/09/29/solace-oblivion
http://www.businessinsider.in/Google-Is-Being-Forced-To-Censor-The-History-Of-Merrill-Lynch-And-That-Should-To-Terrify-You/articleshow/37706457.cms
https://gigaom.com/2014/07/10/googles-top-lawyer-explains-dilemma-over-eus-right-to-be-forgotten-law/
https://gigaom.com/2014/07/10/googles-top-lawyer-explains-dilemma-over-eus-right-to-be-forgotten-law/
http://www.cato.org/publications/techknowledge/one-internet-is-not-enough
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Governments worldwide find themselves having to 

counter the recruitment messaging of an agile, 

technologically savvy group who manipulate and shape 

their narrative, and the medium via which it is 

delivered, to suit their audience.  

 

The wheels of government, on the other hand, are 

inherently slow to turn. Governments lack the agility to 

adapt to new technology and create counter-narratives 

to match the success of the Islamic State’s media 

machine Al Hayat, and the social media feeding frenzy 

of its fighters. To keep up, states need to innovate, and 

not be afraid to learn lessons from the technology 

industries who own the social media platforms used by 

the Islamic State.  

 

During the early to mid-2000s, the internet was a 

primary tool for planning operations and organising 

meetings between those involved in a terror network. 

Increasingly, it became a conduit for sermons and 

propaganda, with YouTube videos of jihadists in Iraq, 

Somalia, Yemen and Afghanistan easily available. Al-

Qaeda in the Arabian Peninsula were perceived as long-

term leaders for the manner in which they 

disseminated their material to a global online audience 

through their magazine, Inspire. Their charismatic 

figurehead, Anwar al-Awlaki, was famed for his 

English-language YouTube sermons, blog and 

Facebook page, that influenced people to carry out acts 

of terrorism.  

 

We have now reached a third stage in the evolution of 

modern jihadist propaganda, which a New York Times 

article named “online jihad 3.0”. Islamic State 

members who’ve grown up with technology are adept at 

using the entire range of disseminating tools at their 

disposal. JustPaste is used to publish summaries of 

battles that have taken place, SoundCloud to release 

audio reports of activities, WhatsApp and Kik 

Messenger to communicate and send images and 

videos, and Instagram, Facebook and Twitter to share 

images, propaganda and messages from the front lines. 

They have Q & A sessions about joining the group on 

Ask FM. 

 

Their messages are tailored to their audience, changing 

depending on whether they’re intended for a local 

audience, or would-be Western recruits. One thing is 

for sure: their rapid battlefield success, wealth, and 

claims of a caliphate are an intoxicating blend for those 

considering joining. There’s a photo shared by pro-

Islamic State Twitter users which shows three bullets, 

each with a different top: ‘‘A bullet. A pen. A thumb 

drive … there is a different form of jihad’’. Governments 

face considerable difficulties in countering an online 

narrative dispersed so quickly and so clearly alluring to 

a small minority of people. Much as we might like to, 

we can’t entirely eliminate the online messages. This 

was discovered by the UK crackdown on Twitter in the 

wake of James Foley’s execution. The crackdown drove 

those people onto other platforms, as extremists began 

using diaspora, a largely untraceable social media 

platform. 

 

Should the ideological narrative not be confronted and 

dealt with carefully, Islamic State and like-minded 

groups will remain on the front foot in the online 

environment. What can and should governments do?  

The US State Department has started up a department-

branded YouTube channel; it hosts videos that accuse 

the Islamic State of hypocrisy and war crimes against 

fellow Muslims, alongside a Twitter account and 

Facebook page which links to stories and pictures of 

atrocities committed by ISIS against women and 

children, and challenges Islamic State members and 

sympathisers in these social media arenas. But it is 

fighting an uphill battle; while its Twitter feed boasts 

7400 followers, the feeds of those involved in the 

fighting often run upwards of 10,000 — and there are 

many of them.  
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Governments will find it difficult to reach those it needs 

to in exercises such as this, as content coming from 

government can easily be dismissed as uncreditable. 

What governments can do is ensure that across 

departments, and across political leaders, they are 

using a consistent, joined-up narrative and language, 

where policy backs up what is said in public. Having a 

central unit to co-ordinate messaging would be a step 

in the right direction.  

 

Governments aren’t necessarily the best source for a 

compelling online counter-narrative, but they can 

facilitate other influential voices from the communities 

most impacted to take up the task. Governments 

shouldn’t be afraid of consulting Silicon Valley and 

other epicentres of technological innovation, in order to 

understand and learn from their vast experience of 

communicating with young audiences. They should 

take these lessons, and the companies they learnt from, 

into local communities.  

 

Bringing tech firms together with communities will 

teach skill sets that enable those with a strong counter-

narrative to go online and engage with those who 

radicalise — and those who are in danger of becoming 

radicalised. It may be that there are many within these 

communities who have highly potent counter-

narratives to the Islamic State and other extremist 

groups, but who don’t have the ability to propagate 

their message to a wider audience. Through training, 

governments and the private sector can assist in 

providing the skills for natural influencers to emerge.  

 

This article originally appeared in The Australian, 

September 24, 2014 

 

The author is a senior analyst (national security) and 

Director, International Cyber Policy Centre at the 

Australian Strategic Policy Institute. 
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In March 2014, the US government announced that it 

would be relinquishing its oversight of the Internet 

Corporation for Assigned Names and Numbers (better 

known by its acronym, ICANN), the California-based 

nonprofit responsible for assigning Internet address 

names and IP numbers, one of the Internet’s central 

coordinating and governance functions. ICANN would be 

a fully independent body no longer tied to the U.S. 

government by 2015, the announcement stated. 

 

Yet while critics of the U.S.-ICANN relationship may 

view the March declaration as a major and positive 

milestone in the internationalization of Internet 

governance, moving away from a system of U.S. 

dominance, they ought to withhold their celebration. The 

ICANN transition is anything but guaranteed, as 

American domestic politics may very well still render the 

intended withdrawal a nullity. 

 

ICANN has for nearly 20 years maintained a contractual 

relationship with the U.S. Department of Commerce, as 

part of a holdover from the Internet’s beginnings as a 

U.S. Defense Department research project. This 

oversight has drawn increased international criticism in 

recent years, viewed by many as an unfair source of 

American hegemony over a now truly global Internet. 

The NSA revelations only exacerbated those concerns. 

The Obama Administration concluded, ultimately, that 

the U.S.-ICANN contract would have to go if the country 

hoped to remain a credible participant in the global 

Internet governance system. 

 

The announcement of the transition, however, while 

supported internationally, was immediately met with 

sharp denunciations from the President’s Republican 

opposition at home. The Republican resistance may 

derive from domestic political conflicts as much as an 

informed concern about the operability of the Internet, 

but many lawmakers and pundits have cited their fears 

that repressive governments, or even the United Nations 

(to their minds a proxy for authoritarian governments), 

could gain greater influence over the Internet as a result 

of the withdrawal, despite assurances to the contrary 

from the Administration. 

 

For many Republicans and similarly-minded Obama 

critics, the ICANN transition is yet another example of 

the President’s foreign policy capitulation to the 

demands of the international community. As former 

House of Representatives Speaker Newt Gingrich 

tweeted: “What is the global internet community that 

Obama wants to turn the Internet over to? This risks 

foreign dictatorships defining the Internet.” 

 

Republicans in the House of Representatives have not 

limited their opposition to speeches and social media. 

They have sought legislative action to prevent the 

President from following through with the planned 

transition. Representative John Shimkus (R-IL) 

introduced a bill in April 2014, entitled the DOTCOM 

Act, that would, “…prohibit the National 

Telecommunications and Information Administration 

from relinquishing responsibility over the Internet 

domain name system until the Comptroller General of 

the United States submits to Congress a report on the 

role of the NTIA with respect to such system.” The law 

would prohibit the Obama Administration from moving 

forward with the transition until Congress had received a 

report from the Government Accountability Office (also 

known as the Comptroller General) analyzing the 

implications of the transition plan. 

 

In addition, Republicans have offered amendments to 

existing bills and spending authorizations to prevent the 

handover. Congressman Shimkus also introduced an 

amendment to the $601 billion National Defense 

Authorization Act, the legislative authorization for U.S. 

military expenditures, which similarly would prohibit the 

transition. Congressman Sean Duffy (R-WI) added an 

amendment to the Commerce Justice and Science 

Appropriations bill that would cut the Commerce 

http://www.ntia.doc.gov/press-release/2014/ntia-announces-intent-transition-key-internet-domain-name-functions
http://www.independent.co.uk/life-style/gadgets-and-tech/news/edward-snowden-nsa-whistleblowers-leaks-prompt-us-to-make-control-of-internet-truly-worldwide-9200578.html
http://energycommerce.house.gov/press-release/protect-future-internet-subcommittee-advances-dotcom-act
http://energycommerce.house.gov/press-release/protect-future-internet-subcommittee-advances-dotcom-act
http://amendments-rules.house.gov/amendments/CBO_324_xml519141752295229.pdf
http://amendments-rules.house.gov/amendments/CBO_324_xml519141752295229.pdf
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Department’s funding significantly if the withdrawal 

went though. 

 

These bills and amendments have all been removed or 

voted down as part of negotiations between the two 

houses of the legislature, but other critics have even 

questioned whether the Department of Commerce even 

has the legal authority to withdraw from the contract 

with ICANN at all. L. Gordon Crovitz of the Wall Street 

Journal, an especially vocal opponent of the move, has 

highlighted a study from the Office of the General 

Counsel at the Government Accountability Office, which 

suggests that an ICANN transition may require a transfer 

of U.S. government property, an authority that the 

Department of Commerce may not have at its disposal. 

No legal action has been taken but that may be coming. 

 

The Obama Administration still looks determined to see 

through the transition—though perhaps at a later date 

than was originally announced. The U.S. tech community 

is strongly in favor of the transition, maintaining that the 

U.S. does not exert much influence over ICANN in any 

case, so modify the current status of American control if 

that modification will mollify the concerns of the 

international community and—not coincidentally—help 

them win back customers distressed by the Snowden 

revelations. For the time being, the process is moving 

forward as planned. ICANN has initiated two concurrent 

processes, one for developing a proposal for the 

transition for the registries of names, numbers, protocol 

parameters; a second whose remit is to propose how, 

after the transition, ICANN organizationally will be 

structured and how it will make decisions. ICANN will 

submit these proposals to the U.S. government for 

approval by year’s end. 

 

Even so, the transition is by no means a foregone 

conclusion. Besides the Republican efforts at legislative 

obstruction and potential litigation, the Obama 

Administration itself has explicitly stated that it will not 

accept an ICANN proposal that replaces the existing U.S. 

oversight role with control devolving to other 

governments or to inter-governmental institutions (that 

is to say, the Administration will not hand over its 

ICANN authority to the United Nations). Rather, the new 

arrangement must be a ‘multistakeholder’ arrangement, 

the administration has asserted, a body comprised of 

governments, companies, academics, and civil society 

groups. If ICANN fails to develop a plan to create a 

structure consistent with these U.S. government 

requirements, the withdrawal could be put on hold 

indefinitely. 

 

In short, the Obama Administration, the major American 

Internet companies, and most of the international 

participants engaged in this issue support – I would 

argue correctly support – the transition away from U.S. 

control. But the Obama Administration will not accept 

simply any plan ICANN designs. Moreover, there 

remains within the U.S. a powerful opposition against 

the transition under any circumstances. On balance, it 

seems more likely than not that the transition will occur, 

but like virtually all questions of American politics these 

days, the future remains murky. 

 

 This article originally appeared on the Global Policy 

blog, 18 September 2014. 

 

Jonah Force Hill, MTS, MPP, is a technology and 

international affairs consultant and a Fellow of 

the Global Governance Futures (GGF 2025) program. 

He has served in the Office of the Cybersecurity 

Coordinator at the White House, as a Teaching Fellow 

in Cybersecurity at Harvard, and in the political affairs 

section of the U.S. Embassy in New Delhi. The views 

presented are his own. 
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http://online.wsj.com/news/articles/SB10001424052702303563304579447362610955656?mod=WSJ_Opinion_LEADTop&mg=reno64-wsj
https://www.techdirt.com/articles/20140723/16102827981/vint-cerf-calmly-explains-why-you-should-stop-freaking-out-about-ntia-handover-icann.shtml
https://www.icann.org/en/stewardship/coordination-group
http://www.ggfutures.net/
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http://www.mckinsey.com/~/media/McKinsey/dotcom/client_service/High%20Tech/PDFs/Offline_and_falling_behind_Barriers_to_Internet_adoption.ashx
http://www.mckinsey.com/~/media/McKinsey/dotcom/client_service/High%20Tech/PDFs/Offline_and_falling_behind_Barriers_to_Internet_adoption.ashx
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STATEMENTS 

“Defending the Open Internet” 

Speech by Neelie Kroes, Vice-President of the 

European Commission responsible for the 

Digital Agenda, at the opening ceremony of the 

9th Annual Internet Governance Forum.  

Istanbul – September 2, 2014 

I feel young and feisty, but in my 5th and last Internet 

Governance Forum (IGF) as Digital Commissioner I 

am turning into an old-timer. 

So much happened in these years and internet 

governance has improved tremendously; in 

inclusivity, accountability, responsiveness etc. 

In the same period however, the Internet exploded in 

number of users, mobility, data volumes, economic 

importance, and global reach. The pace and 

magnitude of this development faces us all with whole 

new challenges.  

Against that background these 5 years have been filled 

with too much of the same; the talk; the initiatives; the 

sensitivities; the dogmas. 

As the online world reaches into 3 billion people's 

pockets; bringing eCommerce to the remotest of areas, 

connecting and empowering people, activists, start-

ups, creators across the globe; we got ourselves caught 

up in endless debates and disputes between models 

and approaches.  

If I say that I am an old-timer it is because I have 

heard it all before and it just isn't good enough.  

NETMundial has established a solid foundation and 

we now need to follow through in putting the 

multistakeholder model on much sounder footing. 

We need to invest and build a governance structure 

for the Internet that people can trust! Trust, trust, 

trust is the key.  

So many have become dependent on the internet. So 

many trust it for critically important services in 

ehealth, finance, ecommerce, democratic 

participation, education. 

For it to continue to grow, the internet and the way it 

is governed must justify this trust and prove to be 

resilient, reliable and fair. 

And those in charge and active in the IG community 

must take their responsibility to do a few things we all 

know that should happen: 

1) the IGF should now get a permanent status and it 

should be financed to perform its function as the 

central forum for identifying and discussing internet 

related issues. We are not talking about massive 

amounts and considering the crucial importance of 

the internet it is simply laughable that that the money 

could not be raised by governments, registrars, 

business and private wealth.  

(- we could spend a lot of resources on many new IG 

reform initiatives but the money may be best spent to 

strengthen the most legitimate gathering of the 

community here and in the regions of the world.) 

2) IGF must move to the next level in problem solving 

and it should be enabled to be the main convening 

entity or catalyst for multistakeholder problem solving 

3) We have the NETMundial principles, now we 

should apply them in each of our organisations 

dealing with IG. Stop talking but act! 

4) The existing IG organisations must be adapted to 

perform under new challenges; let us not get 

distracted and focus instead on a collective effort to 

grow legitimacy through better decisions, 

transparency, inclusiveness and fair process etc.  



 

 

 

VOLUME II | ISSUE 10 | OCTOBER 2014 18 

5) In this regard the globalisation of ICANN and the 

transition of the IANA functions should now be 

actively pursued in a transparent and effective 

manner.  

6) Build and share the tools for the world to 

participate and benefit from effective IG. The 

commission has developed GIPO and there are others; 

but reinventing the wheel is timely and inefficient. The 

IGF should be the place for these initiatives to meet 

and agree how to collaborate and be complementary. 

With the Internet of Things on our doorstep and the 

next billion people waiting to get online; now is the 

time to act. We should put ourselves the challenge not 

to leave from Istanbul without having achieved or 

initiated these priorities. 

There is too much at stake; and time is not the friend 

of an old-timer like me.  

Step down from your high horses and out of the 

trenches to deliver what is needed to keep the internet 

open, unfragmented, and reliable. The time is now to 

ensure it develops further as a global source of 

empowerment, innovation and creativity for all! 

Source: The European Commission, September 2, 

2014  

 

“Internet Nation?” 

Speech delivered by Milton Mueller of the 

Internet Governance Project (IGP) at the 

closing ceremony of the 9th Annual Internet 

Governance Forum. 

 Istanbul - September 5, 2014 

I thank our host country and the IGF Secretariat for 

the excellent facilities and well-organized event. I also 

want to shout out to the Turkish alternative 

informatics activists for their courage and 

commitment in mobilizing an Ungovernance Forum. 

Looking back over the past four days, we’ve had an 

intense dialogue about the problems and issues posed 

by Internet governance. The excitement comes from 

the feeling that we are building some new kind of 

political community, maybe even pioneering 

revolutionary new forms of governance. At this 

closing, I’d like to take this idea a bit further than it 

has been taken before.    

Right now, for better or worse, we’ve attached the 

label “Multi-stakeholderism” or “the multistakeholder 

model” to this system – and it has taken hold. But 

what a lousy label. What an ugly term. I can see people 

marching for liberty and equality. I can see them 

laying down their lives for popular sovereignty or 

human rights. But multi-stakeholderism? Really? 

This isn’t just about words. I think the label actually 

misleads us, frames the political debate in the wrong 

way. The global Internet governance debate is not 

really about having multiple stakeholders in the same 

room to discuss and negotiate policies, because the old 

system of (democratic) governments and 

intergovernmental organizations tried to achieve that 

too, albeit in a different way. The key difference is that 

multi-stakeholderism elevates transnational non-state 

actors to the same status as governments. And that’s a 

radical challenge to the state’s claim to supreme 

authority, to sovereignty.    

So maybe John Perry Barlow’s Declaration of the 

Independence of Cyberspace is worth a second look.   

Barlow’s idea that the internet was immune from 

control by existing governments has been discredited. 

But remember, Barlow drafted a declaration of 

independence. Such a declaration does not necessarily 

mean that existing nations have no power; it means 

that the residents of cyberspace want a distinct nation 

of their own.  

  You might laugh at that assertion. An Internet 

nation? What does it mean? Surely, everyone knows 

that nations are territorial, that the physical facilities 

of Internet service providers are located in a 

jurisdiction ruled by a government. Jurisdictions and 

laws are attached to Internet users as well. But these 

arguments carry much less weight than one might 

think.    

http://europa.eu/rapid/press-release_SPEECH-14-576_en.htm
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There is nothing terribly crazy or controversial about 

the concept of an Internet community. Clearly, the 

Internet provides the basis for a community with its 

own interests, an incipient identity, its own norms and 

modes of living together. And it is only a small step 

from community to nation. A nation is just a 

community that wants its own state. So it doesn’t 

really matter whether existing sovereigns currently 

have the power to impose their rules on them. What 

matters is whether that Internet community can be 

organized to assert, and gain, its political 

independence.  

 Existing sovereigns already had dominion over the 

American colonies when they declared themselves 

independent; Asia, Latin America and Africa were 

carved up by foreign powers prior to their 

independence. Every movement for political 

autonomy has had to displace some pre-existing form 

of sovereignty. Every nation is an invention, an 

imagined community.    

What we need now is an internet national liberation 

movement.    

But how would an internet nation function? How 

would it assert its sovereignty against other states? 

These are tough questions, which can’t be fully 

answered here. But pioneers in this field have already 

hit upon some of the key techniques. One is to 

globalize technology and content flows. Another is to 

keep the core technical coordination functions out of 

governmental hands. Another is to radically 

undermine, a la Wikileaks and Edward Snowden, the 

exclusivity of the data and intelligence that national 

governments enjoy. Bitcoin has even shown that we 

can have a global, nonstate currency through digital 

technology.    

We don’t want to destroy territorial governments. 

They do important and useful things within their 

territories. It’s just that they are the wrong political 

units for doing global Internet governance. We need a 

new political community for that, and that, I hope, is 

what we are building here. 

Source: The Internet Governance Project, September 

5, 2014 

 

 

 

 
 
 
 

http://www.internetgovernance.org/2014/09/05/internet-nation/

