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INTRODUCTION

Digital financial services (DFS), like all data-
driven digital services, offer consumers the 
opportunity to trade privacy for convenience. 
DFS promises financial inclusion for unbanked 
and under-banked populations in developing 
economies. Encouraged by the government and 
international actors, DFS is on the verge of rapid 
growth in India. However, without a strong data 
privacy and security regime, as is currently the 
case in India, DFS is risky and borderline 
exploitative.

To minimise fraud, biometrically-authen-
ticated DFS is being heavily promoted in India. 
Biometric authentication might have advantages 
for consumers, merchants, service providers, and 
the market as a whole, but there are significant 
conceptual critiques of the use of biometrics for 

1authentication.  In the absence of a data privacy 
and security regime, biometrically-authenticated 
DFS  is even riskier than ordinary DFS. So far, the 
Indian government has failed to mitigate those 
risks through privacy and security measures.
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ABSTRACT  
consumers, merchants, markets, and nations alike. Some payments systems in India 
suffer from vulnerabilities because they were not prospectively designed on the basis of 
the 'privacy by design' principle. At the back-end, the centralised storage of data is risky. 
At the front-end, faulty capture devices enable data misuse. Across the middle mile, data 
is transmitted without strong encryption. Payment systems must be redesigned to 
prospectively protect privacy and use unbreakable encryption and open standards. A 
data privacy legislation and a strong market regulator are also necessary.

Digital financial services have benefits but pose privacy risks that harm 
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To correct this dangerous imbalance in 
India's DFS sector, the country must take 
immediate steps to do the following: (i) 
disqualify all technologies that do not comply 
with the principle of 'privacy by design'; (ii) 
employ the highest standards of unbreakable 
encryption to secure data; (iii) mandate the use 
of open standards; (iv) enact an intelligent data 
privacy legislation that vests consumers with 
enforceable rights; and (v) create an 
independent,  expertise-driven market 
regulator.

The biometric properties of over 99 percent of 
adults in India are digitally stored in the 

2national 'Aadhaar' database.  From a regulatory 
point of view, there are three parts to a 
biometrically-authenticated payments system. 
At the back-end, every consumer's Aadhaar data 
is linked with their bank account. At the front-
end, the system manifests as a biometric-
capture device—or, in the future, an app. 
Between the two ends, the system consists of a 
data transmission network. 

The Unified Payments Interface (UPI), a 
government-built payments system, already 
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links consumers to banks on the basis of 
registered cellphone numbers and password 
authentication.  T he A adhaar-Enabled 
Payments System (AEPS), which builds on the 
UPI's architecture, adds biometrics as another 
authentication measure. A consumer initiates a 
transaction by submitting her biometrics via a 
merchant's fingerprint reader, they are 
authenticated by reference to the database, and 
funds flow from that consumer's bank account. 
Commercial DFS providers who want to 
biometrically authenticate their users can build 
on top of the UPI's architecture.

The Aadhaar database is access-controlled, 
3albeit imperfectly.  DFS providers cannot 

directly access biometric records at will. A set of 
computer codes known as the 'India Stack' 
enables third-party software to plug into the 
database. In the UPI's architecture, the India 
Stack is an intermediary that separates 
consumers and banks from the database. In the 
three-part regulatory model for digital 
payments described above, the India Stack lies 
between the front-end and middle mile.

All data-driven digital services, including DFS, 
pose privacy and security risks which arise from 

PRIVACY AND SECURITY RISKS

Figure 1: How biometrically-authenticated digital payments take place
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bad data practices. From a privacy perspective, 
bad practices include non-consensual or 
excessive data collection, sharing, storage, and 
use; unchecked data brokerage; and failure to 
de-identify data. From a security perspective, 
bad practices include the use of weak 
encryption, poor technical controls, poor cyber 
intelligence, and centralised data storage.

The negative impact of bad data practices 
affects consumers, merchants, and the market. 
Consumers are harmed by data breaches, 
identity theft, discrimination, reputational 
damage, and actual loss. Merchants are harmed 
by loss of goodwill, criminal liability, and actual 
losses arising from indemnities, damages, and 
penalties. The market is harmed by a loss of 
public confidence in digital services, cyber 
vigilantism, and the growth of informal 
mechanisms.

Countries themselves can be harmed by bad 
data security practices. For instance, hostile 
intrusions into payment systems that divert 
data flows can cause economic chaos, or large-
scale breaches of biometric data can result in 
DFS being crippled by fraudulent transactions. 
The more data that a hostile actor can access, the 
greater the harm that can be caused. Indeed, 
cyber war doctrines are premised on the 
exploitation of an adversary's digital security 
weaknesses to cause economic damage.

India's Aadhaar-Enabled Payments System, as 
well as the Unified Payments Interface, has 
specific privacy and security vulnerabilities 
based on the location of data in the system—at 
the back-end, middle mile, or front-end. Similar 
vulnerabilities are expected to emerge for any 
other future payments system built on the 
Aadhaar database. 

SPECIFIC VULNERABILITIES

At the back-end, Aadhaar data are stored in a 
central database. Centralising the storage of 
sensitive data is universally acknowledged as a 
bad security practice and there are enough 
examples of the risks involved. In June 2015, for 
instance, the United States Office of Personnel 
Management's servers—a central storage 
location for government data—was breached 
and the details of 21.5 million people, including 

4the fingerprints of secret agents, were stolen.  
Centralised databases are so-called 'honey pots' 

5which incentivise hostile intrusions.

At the front-end, user biometrics are 
captured by devices connected to several UPI-
enabled apps developed by banks and the 
government. Commercial DFS providers that 
build on the UPI's architecture can develop their 
own apps. However, several existing capture 
devices create a cache for biometric images, 
which means that fingerprints are locally stored 

6for future use.  In one instance in Delhi, 397 
fraudulent transactions were made on the basis 

7of a single fingerprint capture.

After it is captured, biometric data travels in 
packets up and down the UPI's middle mile via 
the internet protocol. Internet data packets can 
be protected to various degrees—from totally 
unprotected to unbreakably encrypted. 
Consumers cannot choose their level of 
encryption, as they are reliant on the UPI to 
secure their data. The UPI's guidelines stipulate 
the use of unbreakable encryption to transmit 

8passwords but not the biometric data itself.  If 
sensitive data is being transmitted in the clear, it 
becomes a serious vulnerability. 

Because the UPI uses the internet protocol, 
there are more encryption options to secure the 
data. On the other hand, payment systems built 
on the USSD (unstructured supplementary 
service data) protocol, which is a voice-era 
cellular technology, are insecure by design. 
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USSD is notoriously hackable and its legacy 
security features are regarded as primitive in 
today's digital world. Thankfully, USSD 
payments never caught on in India and, as the 
Indian market anticipates an imminent data 
revolution, this protocol is expected to die soon.

Some mobile payment systems in other 
parts of the world are based on the SMS (short 
message service) protocol, which is also unsafe 
for DFS as SMS suffers from a lack of encryption 

9and is therefore relatively easy to intercept.  
Ironically, SMS is still the dominant mode of 
achieving two-factor authentication in mobile 
payment services. The world's leading 
cryptographers have been warning of the 
dangers of SMS-based authentication since 
2005 but the DFS industry has not been 

10listening.

The existence of vulnerabilities is not a reason to 
abandon DFS, but it does call for immediate and 
continuous efforts to secure payment systems. 
The first step is a re-design of digital payment 
systems in light of the privacy by design 
principle, which calls for default high-privacy 
technologies, always-on privacy controls, and 
end-to-end security through unbreakable 
encryption. Planners should proactively design 
privacy-sensitive systems on the basis of open 
standards. For instance, fingerprint readers 
that cache data are, on the face of it, overly 
intrusive.

End-to-end security through unbreakable 
encryption and multiple-factor authentication 
should be incorporated into payment systems 
by default. Absolutely no payment transactions 
should take place on insecure communications 
protocols such as USSD and SMS. As long as DFS 
uses legacy technologies that are insecure, its 
claim to be a cutting-edge industry is 

CONCLUSION

questionable. Only internet-based data 
transfers that are unbreakably encrypted are 
secure. And only open cryptographic standards 
will allow consumers to satisfy themselves of 
their data security.

The success of digital payments rests on 
openness. The UPI provides an open interface 
for DFS providers to plug into. While that is a 
step in the right direction, the principle of 
openness calls for more. Open protocols should 
be used for data communications and open 
formats for storage. The sector should adopt 
open technological standards—and where    
that is impossible, reasonable and non-
discriminatory licensing—to spur innovation 
and drive down costs. Open standards are 
particularly important for smartphone makers 
to avoid the patent thicket and bring low-cost 
devices into the hands of consumers. 

Code is law, so most privacy and security risks 
in the DFS sector can be minimised by design and 

11engineering.  However, privacy legislation is 
necessary to mandate privacy by design. The 
same legislation must create enforceable privacy 
rights for consumers. It is true that traditional 
consumer privacy law, which is built on the 
'notice and consent' model, is failing. However, 
consent is not dead; it simply needs to be re-
imagined. One way to achieve accountability for 

12 data practices is through use-based regulation
13and mandatory harm warnings  based on 

14contextual expectations of privacy.

Finally, to shape the creation of a vibrant 
DFS sector focused on innovation and growth, 
and to protect the interests of consumers and 
the national economy, India needs a strong 
market regulator. In December 2016, the Ratan 
Watal committee proposed to hive off the 
payments regulatory board of the Reserve Bank 

15of India into an independent body.  When it is 
created, the new regulator must have constant 

ORF ISSUE BRIEF No. 177  l  MAY 2017

Privacy and Security Risks of Digital Payments



5

access to data privacy and security expertise. 
Only when data is well regulated can DFS    

fulfill its potential for spurring rapid, 
transformational socio-economic change.
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