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STANDARD OPERATING PROCEDURE 

Teams 

The primary unit of the simulation exercise (SIMEX) were teams, each of them representing a 

fictional state actor. The teams were designated using a colour code – Yellow, Blue, Orange, and 

Red. Each team was provided with a background briefing packet that outlined their national 

objectives, capabilities, diplomatic relationships, and private eyes-only intelligence..  

Participants were assigned to a specific team for the duration of the SIMEX. They played in their 

personal capacity, representing their own personal experience, expertise, and opinion. They were 

assigned in a way that each team had a breadth of expertise in national security/military, 

diplomacy/policy, civil, and commercial space and no team in particular had an overwhelming 

concentration of expertise.  

The SIMEX was  run by the Control (White) Cell, which consisted of two adjudicators (the 

organizers) , supported by a group of observers consisting of civilian and military experts, support 

personnel and four rapporteurs/White Cell representatives embedded with each of the teams. The 

rapporteurs were responsible for handling communications between their respective teams and the 

Control Cell, and answering procedural questions 

All discussions and deliberations during the SIMEX were on a non-attribution basis. 

Moves 

The SIMEX was based on one scenario and consisted of three moves over a three-hour period. All 

four teams played through the three moves.  

At the start of Move 1, organizers arranged an in-brief for each of the teams on the background 

information and their starting status, and informed them of how much time they had to make their 

first decision. At the end of the deliberation period, each team provided their rapporteur with one 

or more actions that were made. The rapporteurs used the designated email address 

[simex@orfonline.org] to communicate their public actions(s) to the organizers. They relayed their 

private communications with other teams through the White Cell by g-chat handle associated with 

that email. 

The organizers adjudicated the actions taken by all teams, according to the capabilities established 

by the scenario, and decided which outcomes would be seen by which teams. Simultaneously, each 

rapporteur worked with their team to document the decision-making process on the Team Move 

Form. However, there was no machine recording of the in-team deliberations which limited further 

analysis of team decision-making beyond the inputs provided by the rapporteurs. 

At the end of Move 1, the organizers provided each rapporteur with the results of their action(s) 

and those taken by other teams. This provided the starting status for Move 2. This process was 

repeated for Move 3 as well. 

The SIMEX ended when all teams submitted their third set of action(s) and the rapporteurs had 

documented the third decision-making process.  

Additional protocols: 
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1. Players were allowed to communicate with each other via the White Cell through rapporteurs 

on G-chat up to and until Team Move Forms had been submitted at pre-designated times. 

2. Players choose one or indefinitely many options at the end of each move from the Options 

Cards provided. They were, however, not restricted to using only those options listed in the 

Options Cards. However, any option exercised outside of that laid out in the suppliedw Options 

Cards must have been based on the inventory supplied for validation by the White Cell.  

3. Legality of the options exercised was the prerogative of the White Cell.  

4. White Cell translated the options exercised to on-ground scenario at the end of each move. 

This formed the basis of the inter-move in-briefs. 

5. Submissions of the Team Move Forms were final: no revisions were allowed after these forms 

had been submitted. 
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BACKGROUND BRIEFING 
This exercise focuses on four countries: Yellow, Blue, Orange and Red. The geographical 

locations of the countries are depicted in the attached map. Their respective capabilities are 

explained in the force list. 

The year is 2020.  

Yellow has the strongest military and economy of all the players and boasts of significant influence 

worldwide. Yellow possesses the most technologically sophisticated and capable conventional 

military. It has been three years since Yellow, the world’s oldest democracy, elected a populist 

President with no prior government experience to office.  

Soon after coming to office, Yellow’s President dramatically reduced Yellow’s alliance 

commitments all over the world, including in Red, which is a small, technologically advanced, 

upper-income democracy in a different continent from Yellow. Red, in turn, responded to the 

fraying alliance by significantly reorienting its economic base to expand its military capabilities.  

Orange, a country with a one-party rule – despite historical complications – maintains a cordial 

relationship with Blue on the surface. Orange has the largest standing military in the world and is 

a nuclear weapons state. It is the world’s second largest economy. As a rising power, Orange has 

a range of disputes with Yellow including mercantilist trade practices on the part of Orange. These 

differences are accentuated by the different political systems in the two countries. 

Blue, a nominal democracy that has been ruled by the same man for the past two decades, is the 

largest country in the world in terms of landmass, and shares its border with both Red and Orange. 

It has a wide natural resource base and has the largest stockpile of nuclear weapons in the world.  

In 2018, Blue’s President supported a “We are Blue” campaign in a neighbour of Red (an ally of 

Yellow) which led to Yellow moving an aircraft carrier battle group to the sea surrounding Blue, 

Red and other allies of Yellow as a show of force. Blue remained undeterred by this action and 

parts of Red’s neighbour now are in de-facto control of Blue.  

Red has a significant Blue minority that over the years have received covert patronage from Blue 

President’s government. In the past couple of decades, Red has also expanded its commercial ties 

with Orange. The Blue leadership feels that Red ought to be in its sphere of influence and not in 

Yellow’s. 

A notable fact is that all civilian space assets used by Blue and Red are leased from Orange.  
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MAP 
 

 

 

Legends 

 Red bullet is a population centre 

 Green bullet is a military installation 

 Dark blue is territorial water 
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COUNTRY FORCE AND CAPABILITIES INVENTORY 
 

  Yellow* Blue Orange Red 

Ground 

Personnel (active/reserve) 650K/450K 1500K/800K 1000K/2000K 150K/300K 

Tanks 2500 6500 2000 200 

Artillery 7000 12000 5000 2000 

SOF Groups 15 15 8 1 

Naval 

Carriers 10 2 1 - 

Destroyers 70 20 35 5 

Frigates 60 10 10 3 

Attack Subs 60 40 30 5 

Ballistics Subs 12 10 6 2 

Air 

Heavy Bombers (non/stealthy) 120/30 150/5 75/25 10 

Fighters (4th gen/5th) 2200/300 2000/100 700/300 300/0 

Attack Helos 800 400 300 100 

Manned ISR 400 150 80 10 

Unmanned ISR 300 120 80 50 

Ballistic Missile Interceptors 50 10 10 5 

Conv.-armed Ballistic Missiles 45 90 55 10 

Space 

Protected Comms (GEO) 6 4 1 1 

Missile Warning (GEO/LEO) 4/2 3/1 1/1 - 

PNT (GEO/MEO/HEO) 3/30/0 5/25/0 2/10/4 - 

ISR (EO/SIGINT/Radar) 6/4/2 3/2/2 2/10/3 - 

SSA Satellites 4 4 1 1 

SSA Ground Stations 4 2 1 1 

Direct Ascent ASAT Robust Robust Moderate Limited 

Co-orbital ASAT Robust Robust Moderate - 

Jamming Robust Robust Moderate Robust 

Dazzling/Blinding Robust Moderate Robust Limited 

Commercial Capabilities Robust Limited Robust Robust 

Nuclear 
Nuclear Warheads 1000 1050 400 - 

Tactical Nuclear Weapons 100 150 50 - 

 

(*) Only 1/3rd in the region 
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THE SCENARIO 
March 20, 2020 
The broadcast of a live speech by Red PM which was expected to announce a set of internal 

security measures against pro-Blue activists is disrupted. Red and Yellow media publish stories 

within 6 hours of the event suggesting that this was the work of an extremist pro-Blue group that 

managed to jam DTH signal.  

 

These stories – quoting unnamed senior Yellow intelligence officials – also suggest that this group 

enjoys state support from Blue leadership. It is suggested in these reports that this act could not 

have been carried out without direct, though covert, support from Blue technical agencies. Matters 

are also complicated by the fact that the Direct Broadcast Satellite (DBS) that was tampered with 

is owned and operated by Orange.  

 

Soon after the disrupted broadcast, about 15,000 pro-Blue activists take to the streets of Red 

capital. Red internal-security forces open fire on the crowd killing 35 activists. Blue government 

strongly denounces this act in public. State-run media in Orange denounce this hacking but omit 

any mention of Blue. 

 

March 23, 2020 
As protests in the Red capital continue and riots breaking out all over Red, Blue government issues 

a series of statements suggesting that Red government seeks to “annihilate” Blue minorities there 

with Yellow’s support. Red leadership suggests that these statements are a precursor to a Blue 

invasion of Red albeit one that would use irregulars without insignia.    

 

Red Prime Minister calls Yellow president for advice while moving a few Red SOF units to the 

Red-Blue border. Blue responds by placing a squadron of attack helicopters in forward positions 

along the Red-Blue border and orders about 1,000 odd special operators to amass in makeshift 

camps along the border. 

 

March 27, 2020 
Yellow receives confirmed intelligence that Blue will broadcast a speech addressed to Red 

minorities to rise against the Red government while, simultaneously, moving Blue forces into Red. 

Yellow realises that Yellow-Red treaty mutual-security alliance would then require it to aid Red. 

As a way to prevent a Yellow-Blue war, Yellow president orders his military to shoot down an 

Orange satellite Blue is likely to use for the broadcast.  

 

A technical targeting error causes the direct-ascent Yellow ASAT weapon to destroy an Orange 

military communications satellite instead. Yellow apologizes to Orange but Orange’s state-run 

media calls this an act of war. 
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TEAM BACKGROUND AND OPTIONS 
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YELLOW TEAM BACKGROUND  

Objectives: 

1. Prevent occupation of Red by Blue 

2. Prevent Orange from retaliating against the inadvertent destruction of its military 

communications satellite 

Intelligence: 

1. Yellow NSA is 75% certain that Blue intelligence was behind the DBS hacking 

2. Yellow intelligence reports that Orange leadership is split on whether to retaliate against 

the ASAT shoot-down of their military communications satellite 

3. Yellow intelligence assesses with 85% probability that Red forces will not be sufficient to 

prevent a Blue land invasion 
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YELLOW TEAM OPTIONS 
 

 

 

 

 

Space 

 

 

Non- Kinetic 

 Jam commercial/protected SATCOM downlinks, 

localized to the immediate area (Success: 90%; 

Attribution: 90%) against ___________ 

 Jam commercial/protected SATCOM uplinks, 

would likely affect users not in local area (Success: 

90%; Attribution: 60%) against ___________ 

 Jam civilian/military PNT signal, localized to area 

(specify civil/military) (Success: 90%; Attribution: 

90%) against ___________ 

 Jam civilian/military PNT signal, beyond local 

area (specify civil/military) (Success: 70%; 

Attribution: 90%) against ___________ 

 Cyber attack (ISR/PNT/protected SATCOM) 

satellites; protected SATCOM satellites are also 

used for nuclear C2 (Success: 70%; Attribution: 

40%) against ___________ 

 Dazzle ISR satellites, could permanently disable 

(blind) satellites. Effectiveness may be difficult to 

discern (Success: 60% blind/dazzle: 10%; 

Attribution: 80% if successful) against ___________ 

 

Kinetic 

 Move co-orbital ASATs near protected SATCOM 

satellite(s) in GEO (Attribution: 100%) against 

___________ 

 Use co-orbital ASATs to destroy protected 

SATCOM satellite(s) in GEO, would produce 

debris in GEO (Success: 90%; Attribution: 80%) 

against ___________ 

 Use direct ascent ASAT missile to destroy ISR 

satellite(s) in LEO, would produce debris in LEO 

(Success: 90%; Attribution: 100%) against 

___________ 

 

 

 

Non-space 

Non-Kinetic 

 Raise/lower the alert status of forces in the region 

against ___________ 

 Deploy/withdraw aircraft in the area (specify 

manned/unmanned and armed/unarmed) against 

___________ 

 Deploy/withdraw maritime forces in the area against 

___________ 

 Deploy/withdraw ground forces in the area against  

___________ 

 

Kinetic 

 Declare a no-fly zone (give authority to shoot 

down aircraft) against ___________ 

 Attack naval forces (Success: 90%; Attribution: 

100%) against ___________ 

 Attack ground forces (Success: 90%; Attribution: 

100%) against ___________ 

 Attack SSA facilities (Success: 90%; Attribution: 

100%) against ___________ 

 

 

Diplomatic 

 

Public 

 Send public demarche to Blue/Red/Orange 

 Propose bilateral discussions with Blue/Red/Orange  

 Propose multilateral discussions with 

Blue/Red/Orange  

 Impose economic sanctions against 

Blue/Red/Orange 

Private 

 Send private demarche to Blue/Red/Orange  

 Propose secret bilateral discussions with 

Blue/Red/Orange  

 Leak information (or misinformation) to the 

media against ___________ 
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BLUE TEAM BACKGROUND 

Objectives: 

1. Establish Blue-backed government in Red but only when certain that an attempt at this will 

not create a Yellow-Blue kinetic conflict 

2. Be neutral in event of a Yellow-Orange confrontation but use it to seize Red with 

conventional forces 

Intelligence: 

1. Blue intelligence was not behind the DBS hacking 

2. Pro-Blue resistance will be crushed within a week without receiving assistance from Blue  

3. Blue intelligence services assesses with 20% certainty that Yellow intentionally targeted 

Orange military communications satellite 
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BLUE TEAM OPTIONS 
 

 

 

 

 

 

      Space 

 

 

Non- Kinetic 

 Jam commercial/protected SATCOM 

downlinks, localized to the immediate 

area (Success: 80%; Attribution: 90%) 

against _____________ 

 Jam commercial/protected SATCOM 

uplinks, would likely affect users not in 

local area (Success: 80%; Attribution: 

60%) against _________________ 

 Jam civilian/military PNT signal, 

localized to area (specify civil/military) 

(Success: 90%; Attribution: 90%) against 

_____________ 

 Jam civilian/military PNT signal, 

beyond local area (specify civil/military) 

(Success: 70%; Attribution: 90%) against 

_______________ 

 Cyber attack (ISR/PNT/protected 

SATCOM) satellites; protected 

SATCOM satellites are also used for 

nuclear C2 (Success: 70%; Attribution: 

40%) against ______________ 

 Dazzle ISR satellites, could permanently 

disable (blind) satellites. Effectiveness 

may be difficult to discern (Success: 50% 

blind/dazzle: 10%; Attribution: 80% if 

successful) against ______________ 

 

Kinetic 

 Move co-orbital ASATs near protected SATCOM/ 

missile warning satellite(s) in GEO (Attribution: 

80%) against ______________ 

 Use co-orbital ASATs to destroy protected 

SATCOM/ missile warning satellite(s) in GEO, 

would produce debris in GEO (Success: 90%; 

Attribution: 80%) against _______________ 

 Use direct ascent ASAT missile to destroy ISR 

satellite(s) in LEO, would produce debris in LEO 

(Success: 90%; Attribution: 100%) against 

______________ 

 

 

 

      Non-space 

Non-Kinetic 

 Raise/lower the alert status of forces in 

the region against __________ 

 Deploy/withdraw aircraft in the area 

(specify manned/unmanned and 

armed/unarmed) against ___________ 

 Deploy/withdraw maritime forces in the 

area against ____________ 

 Deploy/withdraw ground forces in the 

area against ____________ 

Kinetic 

 Declare a no-fly zone (give authority to shoot 

down aircraft) against ______________ 

 Attack naval forces (Success: 80%; Attribution: 

100%) against ________________ 

 Attack ground forces (Success: 80%; Attribution: 

100%) against ____________ 

 Attack SSA facilities (Success: 70%; Attribution: 

100%) against _____________ 

 

 

     Diplomatic 

 

Public 

 Send public demarche to 

Orange/Red/Yellow against 

_____________ 

 Propose bilateral discussions with 

Orange/Red/Yellow  

 Propose multilateral discussions with 

Orange/Red/Yellow  

 Impose economic sanctions against 

Orange/Red/Yellow 

Private 

 Send private demarche to Yellow/Red/Orange 

against _____________ 

 Propose secret bilateral discussions with 

Yellow/Red/Orange  

 Leak information (or misinformation) to the 

media against _____________ 
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ORANGE TEAM BACKGROUND 

Objectives: 

1. Prevent – but only non-kinetically – Red being taken over by Blue 

2. Extract a proportionate price for Yellow’s destruction of mil comms satellite 

Intelligence:  

1. Blue has asymmetric warfare capabilities at place that it will most likely utilize to seize 

historically-disputed territory from Orange as an act of opportunism in event of a Yellow-

Orange kinetic conflict (assessed at 70% probability by Orange intelligence services) 

2. Orange intelligence services say that it is 60% certain that Blue intelligence services 

tampered with the DBS  

3. Orange intelligence services say – through a highly placed mole – that Yellow leadership 

is furious at Blue’s actions and are contemplating a military response in coordination with 

Red (assessed at 55% probability) 
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ORANGE TEAM OPTIONS 
 

 

 

 

 

 

 

           Space 

 

 

Non- Kinetic 

 Jam commercial/protected SATCOM 

downlinks, localized to the immediate 

area (Success: 60%; Attribution: 90%) 

against _____________ 

 Jam commercial/protected SATCOM 

uplinks, would likely affect users not in 

local area (Success: 60%; Attribution: 

60%) against _____________ 

 Jam civilian/military PNT signal, 

localized to area (specify civil/military) 

(Success: 60%; Attribution: 90%) against 

_____________ 

 Jam civilian/military PNT signal, 

beyond local area (specify civil/military) 

(Success: 70%; Attribution: 90%) against 

_____________ 

 Cyber attack (ISR/PNT/protected 

SATCOM) satellites; (Blue/Yellow 

protected SATCOM satellites are also 

used for nuclear C2) (Success: 60%; 

Attribution: 40%) against 

_____________ 

 Dazzle ISR satellites, could permanently 

disable (blind) satellites. Effectiveness 

may be difficult to discern (Success: 80% 

dazzle/ 60% blind; Attribution: 80% if 

successful) against _____________ 

 

Kinetic 

 Use direct ascent ASAT missile to destroy ISR 

satellite(s) in LEO, would produce debris in LEO 

(Success: 70%; Attribution: 100%) against 

_____________ 

 Use co-orbital ASAT to destroy protected 

SATCOM/missile warning satellite(s) in GEO, 

would produce debris in GEO (Success: 60%; 

Attribution: 90%) against _____________ 

 Use direct ascent ASAT missile to destroy ISR 

satellite(s) in LEO, would produce debris in LEO 

(Success: 60%; Attribution: 90%) against 

_____________ 

 

 

 

          Non-space 

Non-Kinetic 

 Raise/lower the alert status of forces in the 

region against _____________ 

 Deploy/withdraw aircraft in the area 

(specify manned/unmanned and 

armed/unarmed) against _____________ 

 Deploy/withdraw maritime forces in the 

area against _____________ 

 Deploy/withdraw ground forces in the 

area against _____________ 

Kinetic 

 Declare a no-fly zone (give authority to shoot down 

aircraft) against _____________ 

 Attack naval forces (Success: 80%; Attribution: 

100%) against _____________ 

 Attack ground forces (Success: 80%; Attribution: 

100%) against _____________ 

 Attack SSA facilities (Success: 70%; Attribution: 

100%) against _____________ 

 

 

        Diplomatic 

 

Public 

 Send public demarche to 

Blue/Red/Yellow 

 Propose bilateral discussions with 

Blue/Red/Yellow 

 Propose multilateral discussions with 

Blue/Red/Yellow 

 Impose economic sanctions against 

Blue/Red/Yellow 

Private 

 Send private demarche to Blue/Red/Yellow 

 Propose secret bilateral discussions with 

Blue/Red/Yellow 

 Leak information (or misinformation) to the media 

against _____________ 
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RED TEAM BACKGROUND 

Objectives:  

Prevent Blue from occupying Red 

Intelligence: 

1. Protests in Red capital are being orchestrated from Blue (with 90% probability) 

2. Blue special operators will cross over to Red border in 48 hours (assessed with 65% 

probability) 

3. Without military intervention from Yellow, Red forces will be overrun within 72 hours by 

Blue 

4. Orange leadership will be neutral in event of a Yellow-Blue conflict (assessed with a 70% 

probability) 
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RED TEAM OPTIONS 
 

 

 

 

 

Space 

 

 

Non- Kinetic 

 Jam commercial SATCOM 

downlinks, localized to immediate area 

(Success: 90%; Attribution: 90%) 

against _____________ 

 Jam commercial SATCOM uplinks, 

would likely affect users not in local area 

(Success: 90%; Attribution: 60%) 

against _____________ 

 Jam civilian/military PNT signal, 

localized to area (specify civil/military) 

(Success: 90%; Attribution: 90%) 

against _____________ 

 Cyber attack (ISR/PNT/protected 

SATCOM) satellites; (Yellow/Blue 

protected SATCOM satellites are also 

used for nuclear C2) (Success: 70%; 

Attribution: 40%) against 

_____________ 

Kinetic 

 Use direct ascent ASAT missile to destroy ISR 

satellite(s) in LEO, would produce debris in LEO 

(Success: 50%; Attribution: 100%) against 

_____________. 

 

 

 

Non-space 

Non-Kinetic 

 Raise/lower the alert status of forces in 

the region against _____________ 

 Deploy/withdraw aircraft in the area 

(specify manned/unmanned and 

armed/unarmed) against 

_____________ 

 Deploy/withdraw maritime forces in the 

area against _____________ 

 Deploy/withdraw ground forces in the 

area against _____________ 

Kinetic 

 

 Declare a no-fly zone (give authority to shut 

down aircraft) against _____________ 

 Attack naval forces (Success: 70%; Attribution: 

100%) against _____________ 

 Attack ground forces (Success: 70%; Attribution: 

100%) against _____________ 

 Attack SSA facilities (Success:60%; Attribution: 

100%) against _____________. 

 

 

Diplomatic 

 

Public 

 Send public demarche to 

Blue/Yellow/Orange 

 Propose bilateral discussions with 

Blue/Yellow/Orange 

 Propose multilateral discussions with 

Blue/Yellow/Orange 

 

Private 

 Send private demarche to Blue/Orange/Yellow 

 Propose secret bilateral discussions with 

Blue/Orange/Yellow 

 Leak information (or misinformation) to the 

media against _____________. 

 

 

 

 


